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Money Laundering and Financial Crimes

Countries and Jurisdictions Table

Countries/Jurisdictions of Primary

Concern

Afghanistan

Antigua and Barbuda
Argentina

Australia

Austria

Bahamas

Belize

Bolivia

Brazil

British Virgin Islands

Burma

Cambodia

Canada
Cayman Islands
China, People Rep
Colombia
Costa Rica
Curacao
Cyprus
Dominican Republic
France
Germany
Greece
Guatemala
Guernsey
Guinea Bissau
Haiti

Hong Kong
India

Indonesia

Iran

Iraq

Isle of Man
Israel

Italy

Japan

Jersey

Kenya

Latvia
Lebanon
Liechtenstein
Luxembourg
Macau
Mexico
Netherlands
Nigeria
Pakistan
Panama

Paraguay

Philippines

Russia

Singapore
Somalia

Spain

St. Maarten
Switzerland
Taiwan

Thailand

Turkey

Ukraine

United Arab Emirates
United Kingdom
United States
Uruguay
Venezuela

West Bank & Gaza

Zimbabwe

Countries/Jurisdictions of

Concern

Albania
Algeria
Angola
Aruba
Azerbaijan
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Benin
Bosnia and
Herzegovina
Bulgaria
Chile
Comoros
Cook Islands
Cote d’lvoire
Czech Republic
Djibouti
Ecuador
Egypt

El Salvador
Ghana
Gibraltar
Grenada
Guyana
Holy See
Honduras
Hungary
Ireland
Jamaica
Jordan
Kazakhstan
Korea, North
Korea, South
Kosovo
Kuwait

Laos

Malaysia
Marshall Islands
Moldova
Monaco
Mongolia
Montenegro
Morocco
Nicaragua

Peru

Poland

Portugal

Qatar

Romania

Saudi Arabia
Senegal

Serbia

Seychelles

Sierra Leone
Slovakia

South Africa

St. Kitts and Nevis
St. Lucia

St. Vincent
Suriname

Syria

Tanzania

Trinidad and Tobago
Turks and Caicos
Vanuatu

Vietnam

Yemen

Other Countries/Jurisdictions

Monitored

Andorra
Anguilla
Armenia
Bermuda
Botswana
Brunei
Burkina Faso
Burundi
Cabo Verde
Cameroon

Central African
Republic

Chad

Congo, Dem Rep of
Congo, Rep of
Croatia

Cuba

Denmark
Dominica
Equatorial Guinea
Eritrea

Estonia
Ethiopia

Fiji

Finland

Gabon

Gambia
Georgia

Guinea

Iceland

Kyrgyz Republic
Lesotho

Liberia

Libya

Lithuania
Macedonia
Madagascar
Malawi

Maldives

Mali

Malta
Mauritania
Mauritius
Micronesia FS
Montserrat
Mozambique
Namibia
Nauru

Nepal

New Zealand

Niger

Niue

Norway

Oman

Palau

Papua New Guinea
Rwanda

Samoa

San Marino

Sao Tome & Principe
Slovenia
Solomon Islands
South Sudan

Sri Lanka
Sudan
Swaziland
Sweden
Tajikistan
Timor-Leste
Togo

Tonga

Tunisia
Turkmenistan
Uganda
Uzbekistan

Zambia
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Comparative Table Key

The comparative table that follows the Glossary of Terms below identifies the broad range of
actions, effective as of December 31, 2014, that jurisdictions have, or have not, taken to combat
money laundering. This reference table provides a comparison of elements that include
legislative activity and other identifying characteristics that can have a relationship to a
jurisdiction’s money laundering vulnerability. With the exception of number 5, all items should
be answered “Y” (yes) or “N” (no). “Y” is meant to indicate that legislation has been enacted
to address the captioned items. It does not imply full compliance with international
standards. All answers indicating deficiencies within the country’s/jurisdiction’s AML/CFT
regime should be explained in the “Enforcement and implementation issues and comments”
section of the template, as should any responses that differ from last year’s answers.

Glossary of Terms

e 1. “Criminalized Drug Money Laundering”: The jurisdiction has enacted laws
criminalizing the offense of money laundering related to the drug trade.

e 2. “Criminalized Beyond Drugs”: The jurisdiction has enacted laws criminalizing the
offense of money laundering related to crimes other than those related to the drug trade.

e 3. “Know-Your-Customer Provisions”: By law or regulation, the government requires
banks and/or other covered entities to adopt and implement Know-Y our-
Customer/Customer Due Diligence programs for their customers or clientele.

e 4. “Report Large Transactions”: By law or regulation, banks and/or other covered
entities are required to report large transactions in currency or other monetary instruments
to designated authorities. (CTRS)

e 5. “Report Suspicious Transactions”: By law or regulation, banks and/or other covered
entities are required to report suspicious or unusual transactions to designated authorities.
On the Comparative Table the letter “Y” signifies mandatory reporting; “P” signifies
reporting is not required but rather is permissible or optional; “N” signifies no reporting
regime. (STRs)

e 6. “Maintain Records over Time”: By law or regulation, banks and/or other covered
entities are required to keep records, especially of large or unusual transactions, for a
specified period of time, e.qg., five years.

e 7. “Disclosure Protection - ‘Safe Harbor’”: By law, the jurisdiction provides a “safe
harbor” defense against civil and criminal liability to banks and/or other covered entities
and their employees who provide otherwise confidential banking data to authorities in
pursuit of authorized investigations.

e 8. “Criminalize ‘Tipping Off’”: By law, disclosure of the reporting of suspicious or
unusual activity to an individual who is the subject of such a report, or to a third party, is
a criminal offense.



Money Laundering and Financial Crimes

9. “Financial Intelligence Unit”: The jurisdiction has established an operative central,
national agency responsible for receiving (and, as permitted, requesting), analyzing, and
disseminating to the competent authorities disclosures of financial information in order to
counter money laundering. An asterisk (*) reflects those jurisdictions whose FIUs are not
members of the Egmont Group of FIUs.

10. “Cross-Border Transportation of Currency”: By law or regulation, the jurisdiction
has established a declaration or disclosure system for persons transiting the jurisdiction’s
borders, either inbound or outbound, and carrying currency or monetary instruments
above a specified threshold.

11. “International Law Enforcement Cooperation”: No known legal impediments to
international cooperation exist in current law. Jurisdiction cooperates with authorized
investigations involving or initiated by third party jurisdictions, including sharing of
records or other financial data, upon request.

12. “System for Identifying and Forfeiting Assets”: The jurisdiction has established a
legally authorized system for the tracing, freezing, seizure, and forfeiture of assets
identified as relating to or generated by money laundering activities.

13. “Arrangements for Asset Sharing”: By law, regulation, or bilateral agreement, the
jurisdiction permits sharing of seized assets with foreign jurisdictions that assisted in the
conduct of the underlying investigation. No known legal impediments to sharing assets
with other jurisdictions exist in current law.

14. “Criminalized the Financing of Terrorism”: The jurisdiction has criminalized the
provision of material support to terrorists, terrorist activities, and/or terrorist
organizations.

15. “Report Suspected Terrorist Financing”: By law or regulation, banks and/or other
covered entities are required to record and report to designated authorities transactions
suspected to relate to the financing of terrorists, terrorist groups, or terrorist activities.

16. “Ability to Freeze Terrorist Assets w/o Delay”: The government has an independent
national system and mechanism for freezing terrorist assets in a timely manner (including
but not limited to bank accounts, other financial assets, airplanes, autos, residences,
and/or other property belonging to terrorists or terrorist organizations).

17. “States Party to 1988 UN Drug Convention™: States party to the 1988 United
Nations Convention against Illicit Traffic in Narcotic Drugs and Psychotropic
Substances, or a territorial entity to which the application of the Convention has been
extended by a party to the Convention.

18. “States Party to the UN International Convention for the Suppression of the
Financing of Terrorism™: States party to the International Convention for the
Suppression of the Financing of Terrorism, or a territorial entity to which the application
of the Convention has been extended by a party to the Convention.

19. “States Party to the UN Convention against Transnational Organized Crime”: States
party to the United Nations Convention against Transnational Organized Crime
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(UNTOC), or a territorial entity to which the application of the Convention has been
extended by a party to the Convention.

e 20. “States Party to the UN Convention against Corruption”: States party to the United
Nations Convention against Corruption (UNCAC), or a territorial entity to which the
application of the Convention has been extended by a party to the Convention.

e 21. “U.S. or International Sanctions/Penalties”: The United States, another jurisdiction
and/or an international organization, e.g., the UN or FATF, has imposed sanctions or
penalties against the jurisdiction. A country’s inclusion in the FATF’s International
Cooperation Review Group exercise is not considered a sanction or penalty unless the
FATF recommended countermeasures against the country/jurisdiction.
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Comparative Table

“Y” is meant to indicate that legislation has been enacted to address the captioned items. It does not
imply full compliance with international standards. Please see the individual country reports for
information on any deficiencies in the adopted laws/regulations.
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Govt/Jurisdiction
Afghanistan Y Y Y Y Y Y Y Y Y Y Y N |Y Y N Y Y |'Y Y N
Albania Y Y Y Y Y Y Y Y Y Y Y Y N |Y Y Y Y Y |'Y Y N
Algeria Y Y Y N Y Y Y Y Y | Y*|Y Y N |Y Y N Y Y |'Y Y N
Andorra Y Y Y N Y Y Y Y Y Y Y Y Y |Y Y Y Y Y |'Y N N
Angola Y Y Y Y Y Y Y Y Y Y N Y N |Y Y N Y Y |'Y Y N
Anguilla1 Y Y Y N Y Y Y Y Y Y Y Y Y |Y Y Y Y N N N N
Antigua and Yl Y|Y|N|Y|Y|Y|Y|Y|Y |Y|Y|Y|Y|Y|Y|Y|Y|]Y|Y]|N
Barbuda
Argentina Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y |'Y Y N
Armenia Y Y Y Y Y Y Y N Y Y Y Y N |Y Y Y Y Y |'Y Y

! The UK extended its application of the 1988 UN Drug Convention to Anguilla, Bermuda, British Virgin Islands, Cayman
Islands, Gibraltar, Guernsey, Isle of Man, Jersey, Montserrat, and Turks and Caicos. The International Convention for the
Suppression of Terrorism Financing has been extended to Bermuda, the British Virgin Islands, Guernsey, Isle of Man, and
Jersey. The UNCAC has been extended to British Virgin Islands, Guernsey, Isle of Man, and Jersey. The UNTOC has been
extended to Bermuda, the British Virgin Islands, Cayman Islands, Gibraltar, and the Isle of Man.
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Govt/Jurisdiction

Aruba?

Australia

Austria

Azerbaijan

Bahamas

Bahrain

Bangladesh

Barbados

Belarus

Belgium

Belize

Benin

Bermuda®

Bolivia

Bosnia &

Herzegovina

Botswana

Brazil

British Virgin
Islands®

Brunei

2 The Netherlands extended its application of the 1988 UN Drug Convention, the International Convention for the

Suppression of Terrorism Financing, and the UN Convention against Transnational Organized Crime to Aruba, Curacao,

and St. Maarten.
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Govt/Jurisdiction

Bulgaria

Burkina Faso

Burma

Burundi
Cabo Verde

Cambodia

Cameroon

Canada

Cayman Islands’

Central African

Rep.

Chad

Chile

China

Colombia

Comoros

Congo, Dem Rep. of

Congo, Rep. of

Cook Islands
Costa Rica

Cote d’lvoire

Croatia
Cuba
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Govt/Jurisdiction

Curacao?

Cyprus®

Czech Republic

Denmark
Djibouti

Dominica

Dominican

Republic

Ecuador
Egypt

El Salvador

Equatorial Guinea

Eritrea

Estonia

Ethiopia

Fiji

Finland

France

Gabon

Y

Area administered by
Turkish Cypriots
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Govt/Jurisdiction

Gambia

Georgia

Germany
Ghana

Gibraltar®

Greece

Grenada

Guatemala

Guernsey’

Guinea

Guinea-Bissau

Guyana

Haiti

Holy See

Honduras

Hong Kong*

Hungary

Iceland

India

Indonesia

Iran

* The People’s Republic of China extended the 1988 UN Drug Convention, the International Convention for the Suppression

of Terrorism Financing, the UNTOC and the UNCAC to the special administrative regions of Hong Kong and Macau.
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Lesotho

Liberia

Libya

Liechtenstein

Lithuania

Luxembourg

Macau*

Macedonia

Madagascar

Malawi

Malaysia

Maldives
Mali

Malta

Marshall Islands

Mauritania

Mauritius

Mexico

Micronesia, FS

Moldova

Monaco

Mongolia

Montenegro
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Montserrat*

Morocco

Mozambique

Namibia

Nauru

Nepal

Netherlands

New Zealand

Nicaragua

Niger

Nigeria

Niue

Norway
Oman

Pakistan

Palau

Panama

Papua New Guinea

Paraguay

Peru

Philippines

Poland

Portugal
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Qatar

Romania

Russia

Rwanda

St. Kitts and Nevis

St. Lucia

St. Maarten?

St. Vincent and

the Grenadines

Samoa

San Marino

Sao Tome and

Principe
Saudi Arabia

Senegal

Serbia

Seychelles

Sierra Leone

Singapore

Slovak Republic

Slovenia

Solomon Islands

Somalia

South Africa
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South Sudan

Spain

Sri Lanka

Sudan

Suriname

Swaziland

Sweden

Switzerland

Syria

Taiwan

Tajikistan

Tanzania
Thailand

Timor-Leste

Togo

Tonga

Trinidad and

Tobago

Tunisia

Turkey

Turkmenistan

Turks and Caicos®

Uganda
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Ukraine
UAE

United Kingdom

Uruguay

Uzbekistan

Vanuatu

Venezuela

Vietnam

West Bank and Gaza

Yemen

Zambia

Zimbabwe
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All Money Laundering and Financial
Crimes Countries/Jurisdictions

Afghanistan

The Islamic Republic of Afghanistan is not a regional or offshore financial center. Terrorist and insurgent
financing, money laundering, cash smuggling, abuse of informal value transfer systems, and other illicit
activities designed to finance organized criminal activity continue to pose serious threats to the security
and development of Afghanistan. Afghanistan remains a major narcotics trafficking and producing
country, and is the world’s largest opium producer and exporter. The narcotics trade, corruption, and
contract fraud are major sources of illicit revenue and laundered funds. Corruption permeates all levels of
Afghan government and society.

The growth in Afghanistan’s banking sector has slowed considerably in recent years; and traditional
payment systems, particularly hawala networks, remain significant in their reach and scale. Less than 10
percent of the Afghan population uses banks, depending instead on the traditional hawala system, which
provides a range of financial and non-financial business services in local, regional, and international
markets. Approximately 90 percent of financial transactions run through the hawala system, including
foreign exchange transactions, funds transfers, trade and microfinance, as well as some deposit-taking
activities. Official corruption and weaknesses in the banking sector incentivize the use of informal
mechanisms and exacerbate the difficulty of developing a transparent formal financial sector in
Afghanistan. The unlicensed and unregulated hawaladars in major drug areas such as Helmand likely
account for a substantial portion of the illicit proceeds being moved in the financial system. Afghan
business consortiums that control both hawaladars and banks allow criminal elements within these
consortiums to manipulate domestic and international financial networks to send, receive, and launder
illicitly-derived monies or funds intended for criminal, insurgent, or terrorism activities.

For additional information focusing on terrorist financing, please refer to the Department of State’s
Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED TO
INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT AMOUNTS OF
US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN THE U.S.; OR ILLEGAL
DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks (public and private), money service businesses (MSBs), hawaladars,
lawyers, real estate agents, trust companies, securities dealers, independent legal professionals,
insurance companies, and dealers of bullion, precious metals, and stones
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REPORTING REQUIREMENTS:
Number of STRs received and time frame: 342 in 2014
Number of CTRs received and time frame: 1,908,610 in 2014
STR covered entities: Banks (public and private), MSBs, hawaladars, lawyers, real estate agents,
trust companies, securities dealers, independent legal professionals, insurance companies, and dealers
of bullion, precious metals, and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 22 in 2012
Convictions: 0

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Afghanistan is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-style regional
body. Its most recent mutual evaluation can be found at: http://www.apgml.org/members-and-
observers/members/member-documents.aspx?m=69810087-f8c2-47b2-b027-63ad5f6470cl

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Afghanistan’s ability to enforce relevant laws and regulate institutions is hampered
by corruption. Limited resources and lack of technical expertise and infrastructure also hamper effective
regulatory oversight. Afghanistan has made progress through the enactment of its new AML and CFT
laws in July 2014. A significant provision in the new AML law is the creation of an adequate legal basis
to criminalize money laundering.

There is no clear division between the hawala system and the formal financial sector. Hawaladars often
keep accounts at banks and use wire transfer services to settle their balances with other hawaladars
abroad. Due to limited bank branch networks, banks occasionally use hawalas to transmit funds to hard-
to-reach areas within Afghanistan. Afghanistan’s financial intelligence unit, FINTRACA, reports that no
MSBs or hawaladars have ever submitted suspicious transaction reports (STRs). Insurance companies
and securities dealers are also technically under the regulatory regime and are required to file STRs, but
the government does not enforce this requirement. Afghanistan should pass and enforce legislation to
regulate financial institutions and designated non-financial businesses and professions and ensure their
compliance with AML/CFT regulations. Afghanistan also should issue the necessary regulatory
instruments to increase the number of MSB/hawala inspections, and expand implementation of the
MSB/hawala licensing program. Afghanistan also should create an outreach program to notify and
educate hawaladars about the licensing and STR filing processes. Dealers in precious metals and stones,
lawyers, accountants, and real estate agents are not supervised in Afghanistan.

Border security continues to be a major challenge throughout Afghanistan, with the country’s 14 official
border crossings under central government control. The Da Afghanistan Bank reports that approximately
$3.7 million in cash left Afghanistan via Kabul International Airport in 2014. Approximately $83,200
left Afghanistan via Mazar-e Sharif International Airport in 2014. Tracking cash movements across
borders or through airports has become increasingly difficult with implementation of an executive order
that makes it illegal to take more than $20,000 out of the country, but eliminates the need to report
outbound currency. Cargo is often exempted from any screening or inspection due to corruption at the
border crossings and customs depots. Outside of official border crossings, most border areas are under-
policed or not policed at all, and are particularly susceptible to cross-border trafficking, trade-based
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money laundering, and bulk cash smuggling. Kabul International Airport lacks stringent inspection
controls for all passengers and includes a VIP lane that does not require subjects to undergo any
inspections or controls. Afghanistan should strengthen inspection controls for airport passengers.

Although Afghanistan enacted the Law on Extradition of the Accused, Convicted Individuals and Legal
Cooperation, which would seemingly allow for extradition based solely upon multilateral arrangements
such as the 1988 UN Drug Convention, this interpretation conflicts with Article 28 of the Afghan
Constitution which more clearly requires reciprocal agreements between Afghanistan and the requesting
country. Thus, Afghanistan’s law on extradition is currently unclear.

Afghanistan’s laws related to terrorism financing are not in line with international standards. Over the
past year, Afghanistan has worked to strengthen its laws related to terrorism financing. One significant
change is that the National Security Council must now immediately notify the Attorney General’s Office
(AGO) of any designations and the AGO must immediately issue an order freezing the funds and property
of designated entities. The new CFT law expands the previous definition of terrorist financing to now
include the funding of a terrorist and/or terrorist act. Although the CFT law provides the basic framework
needed to authorize Afghanistan’s ability to freeze and seize terrorist assets, the corresponding
implementing regulations currently lack clarity and effectiveness. Previously, through the use of
presidential executive orders, the government has frozen bank accounts owned by hawala networks listed
under UNSCR 1988. There are no instances of seized bank accounts, and there is no mechanism for asset
sharing.

Afghanistan has taken steps toward improving its AML/CFT regime, including by establishing high-level
AML/CFT coordination mechanisms; however, certain strategic AML/CFT deficiencies remain.
Afghanistan should continue to work to adequately criminalize money laundering and terrorism
financing; establish and implement an adequate framework for identifying, tracing, and freezing terrorist
assets; work with the international community to train enforcement officers, prosecutors, and judges to
provide them a better understanding of the basis for seizing and forfeiting assets; provide regulators and
enforcement officers with the resources to carry out their oversight and investigative duties; implement an
adequate AML/CFT supervisory and oversight program for all financial sectors; establish and implement
adequate procedures for the confiscation of assets related to money laundering; enhance the effectiveness
of FINTRACA; and establish and implement effective controls for cross-border cash transactions.

Albania

Albania is not an important regional financial or offshore center. The country remains at
significant risk for money laundering due to rampant corruption and weak legal and government
institutions. Albania also has a large cash economy and significant money flows from abroad in
the form of remittances.

Albania has a substantial black market for certain smuggled goods, primarily tobacco, jewelry,
stolen cars, and mobile phones. The smuggling is facilitated by weak border control and
customs enforcement. Albania is a transit country for Afghan heroin and serves as a key
gateway for heroin distribution throughout Europe. Local production of marijuana is also
substantial, with much exported for European use. Albania serves as a base of operations for
regional organized crime organizations. lllicit proceeds are easily laundered. Real estate
(particularly in the coastal areas), business development projects, and gaming are among the
most popular methods of hiding illicit proceeds.
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Terrorism financing remains a threat in Albania. During the last decade, government officials
have taken action in several cases involving individuals and non-profit organizations suspected
of financing terrorist activities.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks; agricultural credit institutions; life insurance companies;
money exchangers; accountants, notaries, and lawyers; gaming centers and casinos; auto
dealers; postal services; securities dealers; real estate agents; and travel agencies

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 1,050: January 1 — November 15, 2014
Number of CTRs received and time frame: 472,729: January 1 — November 15, 2014
STR covered entities: Commercial banks; financial leasing and factoring companies; money
remitters and foreign exchange offices; savings/credit unions and companies; postal services
that perform payment services; issuers or managers of debit and credit cards, checks,
traveler’s checks, payment orders, electronic money, or other similar instruments; stock
markets and securities agents and brokers; life insurance or re-insurance companies, agents,
or intermediaries; pension funds; the State Authority Responsible for the Administration and
Sale of Public Property and property transfer agents; games of chance, casinos, and race
tracks of any form; lawyers, notaries, and other legal representatives; real estate agents and
appraisers; accountants and financial consultants; and the Agency of Legalization,
Urbanization, and the Integration of Informal Constructions/Zones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 121: January 1 — November 15, 2014
Convictions: 5: January 1 — November 15, 2014

RECORDS EXCHANGE MECHANISM:

With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES
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Albania is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Albania_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Despite passing criminal code reforms and amendments to the Law on the Prevention of Money
Laundering and Financing of Terrorism in 2012, the Government of Albania’s implementation
efforts are lacking, as evidenced by the low number of successful prosecutions and convictions.

The government has taken some steps to combat official corruption, but it needs to continue to
address judicial and prosecutorial corruption. Since the Parliament lifted official and judicial
immunities in September 2012, it has placed the jurisdiction for these higher prosecutions in its
Serious Crimes Prosecution Office and Serious Crimes Court. Since the immunities were
revoked, prosecutors have investigated at least 16 high-level officials, including 13 locally-
elected officials, one judge, one court clerk, and one prosecutor. Courts have convicted 10 local
officials, two court clerks, two private attorneys, and a public notary. In 2014, the mayor of a
major city, Vlora, and six other municipal employees were prosecuted for abuse of office.

In August 2014, prosecutors began an investigation of the Governor and Chief Inspector of the
National Bank of Albania over accusations that $7.3 million were stolen from the National Bank.
The investigation is ongoing.

The Albanian court system applies a high burden of proof in money laundering cases. Some, but
not all, courts require a simultaneous conviction for a predicate offense before issuing a
conviction for money laundering, even though the law specifically states that no predicate
offense is necessary. The Supreme Court has not issued a controlling decision, so the law in this
area remains in flux. Currently, no law criminalizes negligence by financial institutions in
money laundering cases.

In October 2013, the Parliament approved new legislation aimed at addressing deficiencies in the
regime for freezing terrorist assets. Despite arrests of intended foreign-fighters in early 2014,
there is no indication that prosecutors have had the opportunity to freeze any assets.

In 2014, a seventh regional Joint Investigative Unit to Fight Economic Crime and Corruption
(JIU) was established in Elbasan. These units, plus the original JIU in Tirana, have jurisdiction
over corruption, money laundering, and other types of economic crimes. The Serious Crime
Prosecution Office has a similar unit that focuses solely on high-level or judicial corruption. The
government should continue to develop the effectiveness of these units.

Despite efforts to improve Albania’s capacity to deal with financial crimes and money
laundering, the government’s AML/CFT regime is plagued by numerous technical deficiencies.
Albania should take steps to remedy identified deficiencies and systematically address the
pervasive corruption which enables money laundering and other financial crimes.
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Algeria

The extent of money laundering through formal financial institutions in Algeria is thought to be
minimal due to stringent exchange control regulations; the considerable size of the informal and
cash-based economy, estimated to be 30-50 percent of GDP; and a banking sector dominated by
state-owned banks, archaic paper-based systems, and underqualified banking officials trained in
the statist system. The restricted convertibility of the Algerian dinar enables the central bank to
monitor all international financial operations carried out by public and private banking
institutions. Notable criminal activity includes trafficking, particularly of drugs and cigarettes,
but also arms and stolen vehicles; kidnapping for ransom (KFR); theft; extortion; and
embezzlement. Public corruption remains a serious concern, as does terrorism in isolated
provinces of the country. Algerian authorities are increasingly concerned by cases of customs
fraud and trade-based money laundering. Other risk areas for financial crimes include
unregulated alternative remittance and currency exchange systems, and a cash-based economy.
Most money laundering is believed to occur primarily outside the formal financial system,
through tax evasion, abuse of real estate transactions, and commercial invoice fraud. Al-Qaida
in the Islamic Maghreb, which originated in Algeria, has a history of terrorist activity in Algeria,
as well as the broader Maghreb and Sahel regions, including suicide attacks, KFR, roadside
bomb attacks, and assassinations.

After several years of working with Algeria to address its strategic AML/CFT deficiencies, on
October 18, 2013, the FATF added Algeria to its Public Statement, noting Algeria’s lack of
sufficient progress in addressing noted deficiencies in three critical areas: adequately
criminalizing terrorist financing; establishing and implementing an adequate legal framework for
identifying, tracing, and freezing terrorist assets; and customer due diligence, despite its high-
level political commitment to implement its action plan within established timelines. Because
these items remain uncorrected, Algeria continues to be included in FATF’s most recent Public
Statement, dated October 24, 2014.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: NO
KYC covered entities: Banks, financial services offered by the Algerian postal system,
financial leasing institutions, and investment and shareholding companies
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REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, financial leasing firms, and mortgage refinance firms;
financial services offered by the Algerian postal system; money remitters; insurance
companies; exchange offices; gaming entities and casinos; stock market operation; trade,
capital, and investment advisors, managers, and intermediaries; lawyers, notaries,
auctioneers, certified public accountants, and auditors; brokers, commissioners in Customs,
and exchange agents; real estate agents; companies engaged in finance and debt recovery;
and dealers of precious stones and metals, antiquities, and artwork

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Algeria is a member of the Middle East and North Africa Financial Action Task Force
(MENAFATF), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.menafatf.org/images/UploadFiles/Mutual_Evaluation Report of the Republic_of

Algeria.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES:

Building on 2012 legislation, in 2013, the government enacted a number of measures on freezing
terrorist assets and the maintenance of UN lists of designated terrorists and terrorist
organizations, which it maintains meet international standards. The Algerian Parliament also
amended Article 87bis of the Penal Code, effective February 16, 2014, to bring the elements of
its terrorist financing laws in line with international standards. A defendant can be prosecuted in
absentia if the crime took place in Algeria. However, some deficiencies remain. The
government has not been willing to share data on the number of prosecutions related to
countering the financing of terrorism.

Algeria continues its work on drafting revisions to various portions of its AML/CFT statutory
scheme to address the noted deficiencies and continues to make progress; but it will take time to
determine whether the laws are being actively and evenly applied. The CTRF, Algeria’s
financial intelligence unit, should continue outreach to the formal and informal financial sectors.
In addition, given the scope of Algeria’s informal economy, efforts should be made to identify
value transfer mechanisms not covered by Algeria’s legal and regulatory framework. Algerian
law enforcement and customs authorities should enhance their ability to investigate trade-based
money laundering, value transfer, and bulk cash smuggling used to finance terrorism and other
illicit activities. Algeria should continue to take steps to adequately criminalize terrorist
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financing and to establish and implement an adequate legal framework for identifying, tracing,
and freezing terrorist assets.

Andorra

Although the Principality of Andorra is not a regional financial center, it does have a well-
developed financial infrastructure. The Andorran banking system is comprised of five banking
groups.

The non-financial crime rate is low in Andorra, with few instances of drug-related offenses or
other serious crimes.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Banks; leasing and factoring firms; asset, mutual fund, and risk
capital management firms; exchange houses; financial advisors and intermediaries; insurance
companies; lawyers, notaries, accountants, and tax advisors; dealers of precious metals and
stones; real estate agents; and bingo establishments

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 36 in 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks; leasing and factoring firms; asset, mutual fund, and risk-
capital management firms; exchange houses; financial advisors and intermediaries; insurance
companies, accountants, and tax advisors; real estate agents; notaries and other legal
professionals; bingo establishments; and dealers in precious stones and metals

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 14 in 2014
Convictions: 2in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
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With other governments/jurisdictions: YES

Andorra is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Andorra_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In recent years Andorra has made progress in its efforts against money laundering. Although the
country has made significant improvements, both by updating legislation and signing
international agreements, the Government of Andorra should continue to examine bank secrecy
laws carefully to ensure privacy protections are not exploited in favor of criminal activity.

The Andorran Financial Intelligence Unit has seen its work and resources increase as Andorra
has increased its efforts to thwart money laundering and terrorism financing.

Andorra has twenty ratified, active bilateral agreements for the exchange of fiscal information
upon prior request. Andorra also has signed a Non-Double Taxation agreement with France,
Spain, and Luxemburg and is working toward signing other such agreements.

Andorra should consider the adoption of a large currency transaction reporting system. Andorra
also should become a party to the UN Convention against Corruption.

Angola

Angola is not a regional financial center. It does not produce large quantities of narcotics but
continues to be a transit point for drug trafficking, particularly for drugs from Brazil and other
parts of South America destined for Europe. Increasingly, Angola is becoming a destination
point as well, with a growing market for illicit drugs. Angola’s borders are porous and
vulnerable to general smuggling and trafficking in small arms, diamonds, humans, and motor
vehicles. Angola has a high rate of U.S. dollar cash flow, although the government has
implemented new financial policies to decrease use of all currencies except the Angolan kwanza.
The laundering of funds derived from widespread corruption is a concern.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
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Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entities: Commercial and investment banks, microfinance institutions,
financial groups, insurers, stock markets, casinos, lotteries, dealers in precious stones and
metals, high-value goods merchants, currency exchange and remittance companies, paycheck
issuers and managers, pension fund managers, individual and collective estate management
groups, accountants, auditors, notaries, registrars, attorneys, solicitors, and other independent
legal professionals

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 56: January 1 — November 14, 2014
Number of CTRs received and time frame: Not available
STR covered entities: Commercial and investment banks, microfinance institutions,
financial groups, insurers, pension fund managers, casinos, lotteries, dealers in precious
stones and metals, high-value goods merchants, currency exchange and remittance
companies, paycheck issuers and managers, individual and collective estate management
groups, accountants, auditors, notaries, registrars, attorneys, solicitors, and other independent
legal professionals

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0
Convictions: 0

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Angola is a member of the Eastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG), a FATF-style regional body. Its most recent mutual evaluation can be found at:
www.esaamlg.org/reports/view_me.php?id=248

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2014, Angola further amended its AML/CFT law by adding additional predicate offenses for
money laundering and allowing for the search and seizure of assets related to terrorist activities.

Angolan law requires obligated entities to file suspicious transaction reports (STRs) with the
financial intelligence unit (FIU) for transactions they know or believe may be related to money
laundering or the financing of terrorism. Angola’s FIU has continued to focus on conducting
outreach to covered entities, primarily financial institutions regulated by the central bank, with
respect to the AML/CFT reporting requirements. Currently 22 of Angola’s 29 banks are
reporting suspicious transactions. The number of STRs filed with the FIU is very low;
designated non-financial businesses and professions (DNFBPs) generally do not comply with the
reporting requirements. Angolan politically exposed persons (PEPS) residing outside of the
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country are subject to due diligence requirements. The law prohibits the financial institutions or
their employees from tipping off, but this legal prohibition does not appear to extend to citizens
in their private capacity.

In 2014, Angola’s FIU referred three entities to Angolan prosecutors for potential prosecution
under the AML statutes. While no indictments have been announced, the cases are ongoing.
Angola’s ability to investigate financial crimes is limited, but improving; corruption remains a
problem. Angolan law enforcement authorities should not rely on referrals from the FIU to
initiate money laundering investigations.

Angola should continue to work toward addressing remaining deficiencies. Specifically, Angola
should adequately criminalize money laundering and terrorist financing; establish and implement
an adequate legal framework for the confiscation of funds related to money laundering;
implement an adequate supervisory framework; enforce reporting requirements for DNFBPs; and
ensure appropriate laws and procedures are in place to provide mutual legal assistance. The
Government of Angola should take specific steps to combat pervasive corruption as it enables
money laundering.

Anguilla

Anguilla is a UK overseas territory with a population of approximately 15,000. There are few
offenses committed on the island by the local populace that generate substantial monies or profits
from crime. The economy depends heavily on luxury tourism, offshore banking, lobster fishing,
and remittances from emigrants. Increased activity in the tourism industry spurred the growth of
the construction sector.

The financial sector is small in comparison to other jurisdictions in the Caribbean, but the ability
to register companies online, the zero-tax regime, and the use of bearer shares make Anguilla
vulnerable to money laundering. The biggest perceived money laundering threat continues to
come from abuses of the offshore industry in relation to mutual funds, trusts, and international
business companies (IBCs). The Anguilla Financial Service Commission maintains an updated
website listing active market participants. There are seven licensed domestic and offshore banks,
two money service businesses, and 275 captive insurance companies.

The Eastern Caribbean Central Bank (ECCB) is Anguilla’s monetary authority. Anguilla’s
currency is the East Caribbean (EC) dollar, used by eight of the nine ECCB jurisdictions. There
is little evidence the common use of the EC dollar significantly raises the risk for money
laundering.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
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THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Domestic and offshore banks, money transfer agents, insurance
companies, mutual funds and fund intermediaries, company managers and service providers,
trusts, securities brokers and dealers, dealers in high-value goods and precious metals and
stones, accountants, notaries, and real estate agents

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 61: January 1 - November 10, 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Domestic and offshore banks, money transfer agents, insurance
companies, mutual funds and fund intermediaries, company managers and service providers,
trusts, securities brokers and dealers, dealers in high-value goods and precious metals and
stones, accountants, notaries, and real estate agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 2 in 2014
Convictions: 01in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Anguilla is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php/documents/mutual-evaluation-reports/anguilla-1/2-anguilla-3rd-round-mer

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Anguilla prohibits anonymous accounts, and continues to seek offshore financial business,
offering business and tax structures and company formation which allow some degree of
anonymity. 1BCs can be incorporated by company service providers in Anguilla without the
requirement to publicly register shareholders or directors. Once incorporated, an IBC is capable
of holding assets and operating bank accounts, both on Anguilla and in other jurisdictions. IBCs
may be used as “flow through” accounts, facilitating the mingling of monies, confusing money
trails, and generally assisting the layering process in money laundering. IBC abuse remains
responsible for a significant proportion of suspicious activity reports.
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Anguilla’s record-keeping requirements do not meet international standards. Requirements to
retain records of accounts are not uniform across different types of companies and accounts, and
there is no requirement to keep underlying documentation, or to maintain records for five years.
The Financial Services Commission has created a series of draft amendments to the Anti-Money
Laundering Regulations and Code to increase Anguilla’s compliance with international
standards, but those amendments have yet to be adopted.

A UK Caribbean overseas territory, Anguilla cannot sign or ratify international conventions in its
own right. The UK is responsible for Anguilla’s international affairs and may arrange for the
ratification of any convention to be extended to Anguilla. The 1988 UN Drug Convention was
extended to Anguilla in 1995. In April 2011, Anguilla’s Executive Council agreed in principle
to extend the UN Convention against Corruption to Anguilla and requested a legislative analysis
to ascertain the changes necessary to implement the Convention. The International Convention
for the Suppression of the Financing of Terrorism and the UN Convention against Transnational
Organized Crime have not yet been extended to Anguilla.

Antigua and Barbuda

Antigua and Barbuda remains a substantial offshore center which continues to be vulnerable to money
laundering and other financial crimes. An increase in drug trafficking, a large financial sector, and a
growing Internet gaming industry likewise add to its susceptibility. The Antiguan Office of National
Drug Control and Money Laundering Policy (ONDCP) has a three prong approach to combat narcotics
trafficking, money laundering, and the financing of terrorism via the reporting of financial intelligence
and investigation, AML/CFT compliance, and counter-narcotics operations. The ONDCP’s analysis in
2013 showed that criminals exploited the system as financial institutions often failed to apply sufficiently
rigorous due diligence to suspicious transactions. In 2014, it reported increased evidence of “money
laundering related to drug trafficking taking place through local financial institutions.” There are few
successful investigations, prosecutions, and convictions.

Casinos and Internet gaming maintain a strong presence in Antigua and Barbuda. Internet gaming
companies are supervised through the ONDCP. Regulation requires them to incorporate as international
business corporations (IBCs) and maintain a physical presence on the island. Additionally, domestic
casinos must incorporate as domestic corporations. Casinos and sports book-wagering operations in
Antigua and Barbuda’s free trade zone are supervised by the ONDCP and the Directorate of Offshore
Gaming. The Government of Antigua and Barbuda receives millions of dollars per year from license fees
and other charges related to the Internet gaming industry.

Shell companies are not permitted in Antigua and Barbuda. All certified institutions are required to have
a physical presence, which means presence of at least a full-time senior officer and availability of all files
and records. International companies are authorized to possess bearer shares; however, the license
application requires disclosure of the names and addresses of directors (who must be natural persons), the
activities the corporation intends to conduct, the names of shareholders, and number of shares they will
hold. Registered agents or service providers are compelled by law to know the names of beneficial
owners. Failure to provide information or giving false information is punishable by a fine of $50,000.
Offshore financial institutions are exempt from corporate income tax.

The Eastern Caribbean Central Bank (ECCB) supervises Antigua and Barbuda’s domestic banking sector,
along with the domestic sectors of seven other Caribbean jurisdictions.
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For additional information focusing on terrorist financing, please refer to the Department of State’s
Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED TO
INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT AMOUNTS OF
US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN THE U.S.; OR ILLEGAL
DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES
KYC covered entities: Banks, international offshore banking businesses, venture risk capital, and
money transmission services; entities issuing and administering means of payment (e.g., credit cards,
traveler’s checks, and banker’s drafts); those offering guarantees and commitments, or trading for
customers involved in money market instruments, foreign exchange, financial and commodities-based
derivative instruments, or transferable or negotiable instruments; money brokers and exchanges,
money lenders, and pawn shops; real property businesses; credit unions, building societies, and trust
businesses; dealers in precious metals, art, jewelry, and high-value goods; casinos and providers of
Internet gaming and sports betting; car dealerships; travel agents; company service providers,
attorneys, notaries, and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 207: January 1 — November 10, 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, international offshore banking businesses, venture risk capital, and
money transmission services; entities issuing and administering means of payment (e.g., credit cards,
traveler’s checks, and banker’s drafts); those offering guarantees and commitments, or trading for
customers involved in money market instruments, foreign exchange, financial and commodities-based
derivative instruments, or transferable or negotiable instruments; money brokers and exchanges,
money lenders, and pawn shops; real property businesses; credit unions, building societies, and trust
businesses; dealers in precious metals, art, jewelry, and high-value goods; casinos and providers of
Internet gaming and sports betting; car dealerships; travel agents; company service providers,
attorneys, notaries, and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 1in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Antigua and Barbuda is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&gid=355&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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Antigua and Barbuda continues to work to improve its AML/CFT regime. The Proceeds of Crime
Amendment Act of 2014 introduces civil forfeiture provisions in Antigua and includes amendments to
improve the consistency of the provisions relating to criminal confiscation.

The Supervisory Authority has the power to comprehensively examine all sectors of financial institutions,
including offshore institutions, for AML/CFT compliance and has the authority to impose sanctions as
needed. The Supervisory Authority can apply to a court for a production order where there is a failure by
a financial institution to grant access to all records, documents, or required information.

On September 23, 2014 the U.S. shared approximately $93,000 with Antigua’s ONDCP, from the
proceeds of a 2007 investigation jointly conducted by U.S. federal law enforcement agencies and the
Antiguan ONDCP.

The numbers of prosecutions and convictions are telling regarding the effectiveness of Antigua and
Barbuda’s AML/CFT regime. The Government of Antigua and Barbuda should continue to work to
implement its AML/CFT action plan, and devote resources to money laundering investigations and
enforcement.

Argentina

Money laundering related to narcotics trafficking, corruption, contraband, and tax evasion occurs
throughout the financial system, often through transactions involving specific offshore centers.
The most common money laundering operations in the non-financial sector involve transactions
made through attorneys, accountants, corporate structures, and the real estate sector.

Argentina is a source country for precursor chemicals and a transit country for cocaine produced
in Bolivia, Peru, and Colombia, and for marijuana produced in Paraguay. Most of the cocaine
transiting Argentina is bound for the European market, while most marijuana remains in the
domestic or regional markets. Contraband goods from the United States and other countries are
smuggled into Argentina, especially through the tri-border area (Argentina, Paraguay, and
Brazil), or through changes to shipping manifests designed to disguise the importer and the type
of merchandise.

The widespread use of cash in the economy and Argentina’s strong links to U.S. currency
increase the country’s vulnerability to money laundering. Many Argentines prefer to hold their
savings in U.S. dollars and/or dollar-denominated assets as a hedge against high inflation and
potential peso devaluations. Government restrictions on access to foreign exchange have created
a black market for U.S. currency. During the first nine months of 2014, the unofficial exchange
valued the dollar between 50 and 90 percent higher than the official government rate. This
unofficial peso-dollar exchange market generates significant illicit revenue and creates
significant opportunities for arbitrage.

Argentina has a long history of capital flight and tax evasion, and the latter is the predicate crime
in the majority of money laundering cases. Argentines hold billions of U.S. dollars outside the
formal financial system, both domestically and offshore, much of it legitimately earned money
but not taxed. Estimates of the size of the informal economy vary from 25 to 40 percent, though
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it is clear a significant amount of economic activity is taking place outside of government
supervision.

The general vulnerabilities in the financial systems expose Argentina to a risk of terrorism
financing.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.qgov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, financial companies, credit unions, trusts, tax authority,
customs, currency exchange houses, casinos, athletic societies, securities dealers, insurance
companies, accountants, notaries public, dealers in art and antiques, jewelers, real estate
registries, real estate agents, money remitters, charitable organizations, auto and boat dealers,
and postal services

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 36,079 in 2013
Number of CTRs received and time frame: Not available
STR covered entities: Banks, financial companies, credit unions, trusts, tax authority,
customs, currency exchange houses, casinos, athletic societies, securities dealers, insurance
companies, accountants, notaries public, dealers in art and antiques, jewelers, real estate
registries, real estate agents, money remitters, charitable organizations, auto and boat dealers,
and postal services

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 13: January — August 2014
Convictions:  1: January — August 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Argentina is a member of the Financial Action Task Force of Latin America (GAFILAT), a
FATF-style regional body. Its most recent mutual evaluation can be found at:
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Law 25.246 criminalizes actions such as “tipping off” by government officials and establishes
penalties of six months to three years for such action.

In November 2014, the financial intelligence unit, the UIF, issued a resolution (N 473) that
makes the agency responsible for undertaking an assessment of the country’s money laundering
and terrorist financing risks in order to guide development of a strategy to mitigate those risks.
The resolution adopts a risk-based approach to program implementation.

In an attempt to attract U.S. dollars held by nationals, Argentina instituted a voluntary tax
compliance program that allows undeclared U.S. dollars to be exchanged without penalty for
certificates of deposit or bonds. The certificates of deposit are designed to be used in real estate
transactions and to channel money into energy and infrastructure projects. They can be
redeemed for U.S. dollars after they are used in a commercial transaction. Originally scheduled
to run for three months, the program has been extended several times. Since its introduction in
June 2013 to November 2014, the program has captured slightly over $1 billion.

Implementation of its AML/CFT regime remains a challenge for the Government of Argentina.
While the number of reporting entities has grown to 30,000 and the number of suspicious
transaction reports (STRs) the UIF receives has increased dramatically over the past several
years, local experts say the government has had difficulty analyzing and prioritizing reports and
converting them to actionable intelligence. Recognizing this weakness, the UIF has signed
agreements with other government agencies, including the Economic and Money Laundering
Prosecutor’s Office (PROCELAC), through which they agree to coordinate information sharing
and cooperate and support each other in investigations. The UIF is also conducting outreach and
capacity building with reporting entities to improve the quality of STRs.

The government also continues to struggle to prosecute money laundering and terrorist
financing cases. According to independent analysis, in the 14 years (2000-2014) that
Argentina’s AML/CFT regime has been in existence, there have been a total of 90,000 reports
submitted to the FIU. Approximately 7,000 of those have resulted in inspections and 18 entities
have been fined a total of approximately 220,000,000 Argentine pesos (approximately $26
million). During the same period, there have been only four convictions, and in only one case
were the perpetrators subjected to prison sentences, fines, and property confiscation.

In general, money laundering cases are pursued by a chief prosecutor, working as part of a
prosecutorial unit focused on six operating areas. Opposition lawmakers and commenters have
raised concerns about prosecutorial independence and note the ad hoc method of appointing
prosecutors makes them more likely to be politically dependent on the executive branch. To
date, most cases have been targeted at individuals wanted for actions that took place during
Argentina’s military dictatorship.
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PROCELAC has a unit devoted specifically to asset recovery. The unit is charged with
generating and maintaining a database of judicial actions taken to confiscate property. Under
law 24767, Article 95, when the government takes action to freeze assets it retains the right to
withhold a portion of the seized assets. To date, the UIF has not frozen terrorist assets based on
intelligence it developed through its own investigations.

Now that Argentina has established the legal and regulatory infrastructure to underpin its
AML/CFT program, it should be better-positioned to measure the effectiveness of its program.
Critical components of this effort will be demonstrating the country’s commitment to principals
of transparency and good governance; fostering a universal culture of AML/CFT compliance; the
ability to coordinate and investigate complex financial crimes; and improving the efficiency of
the court system.

Armenia

Armenia is not a regional financial center and is not believed to be at major risk for money
laundering or terrorist financing, yet government corruption, an organized crime presence, and a
large shadow economy make the country vulnerable. According to authorities, drugs such as
heroin from Afghanistan and amphetamines from Russia and Turkey transit the country and are
also abused domestically. Nevertheless, the major sources of laundered proceeds likely stem
from theft, tax evasion, and fraudulent financial activity, particularly transactions with forged
credit cards.

Money laundering risks are mainly concentrated in the banking system, which has around 90%
of the total assets of the financial system. Robust customer due diligence and other requirements
introduced in the AML/CFT legislation are meant to make such risks manageable. In the non-
financial sector, high-value transactions such as real estate purchases are believed to be at risk of
being abused. Casinos are legal and are regulated by the Ministry of Finance.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All crimes approach
Are legal persons covered: criminally: NO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entities: Banks, credit organizations, exchange houses, and money and value
transfer services; investment companies; insurance companies and intermediaries;
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pawnshops; real estate agents; notaries, lawyers, accountants, and auditors; dealers in artwork
and precious metals and stones; auction organizers; casinos and organizers of prize games,
lotteries, and internet prize games; trust and company service providers; credit bureaus; the
State Cadaster; and the State Registry

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 114: January 1 — November 1, 2014
Number of CTRs received and time frame: 154,678: January 1 — November 1, 2014
STR covered entities: Banks, credit organizations, exchange houses, and money and value
transfer services; investment companies; insurance companies and intermediaries;
pawnshops; real estate agents; notaries, lawyers, accountants, and auditors; dealers in artwork
and precious metals and stones; auction organizers; casinos and organizers of prize games,
lotteries, and internet prize games; trust and company service providers; credit bureaus; the
State Cadaster; and the State Registry

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 1: January 1 —June 1, 2014
Convictions: 0: January 1 —June 1, 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Armenia is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Armenia_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

On June 21, 2014, amendments to the Law on Combating Money Laundering and Terrorism
Financing and to 14 other laws regulating the AML/CFT framework passed the final reading at
the National Assembly and became law. The amendments address, among other items,
administrative sanctions, prohibition of bearer shares, a lowered threshold for reporting cash
transactions, asset forfeiture provisions, an all crimes approach for predicate offenses for money
laundering, and the adoption of a mechanism to freeze terrorist assets.

The financial intelligence unit (FIU) is taking steps to improve the operational environment by
enhancing its analytic software and establishing an integrated information system for the secure
exchange of information between law enforcement agencies. The Government of Armenia is
gradually increasing the number of money laundering investigations and prosecutions. The FIU
cooperates with U.S. law enforcement agencies when requested.

The government should provide criminal penalties for legal persons involved in money

laundering, criminalize tipping off, and require additional scrutiny for domestic politically
exposed persons (PEPs). Armenian authorities and the FIU should ensure all covered reporting
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sectors provide mandated financial intelligence reports to the FIU. The government is seeking
international assistance to better regulate its activities.

Aruba

Aruba is an autonomous entity within the Kingdom of the Netherlands. Aruba has sovereignty
on most internal matters but defers to the Kingdom in matters of defense, foreign policy, final
judicial review, human rights, and good governance. Aruba is not considered a regional
financial center. Because of its location, Aruba is a transshipment point for drugs from South
America bound for the United States and Europe, and a transshipment point for currency flowing
in the opposite direction. Bulk cash smuggling represents a risk due to the location of Aruba
between North and South America. Money laundering is primarily related to proceeds from
illegal narcotics trafficked by domestic and foreign criminal organizations, and occurs through
real estate purchases and international tax shelters. There is no significant black market for
smuggled goods on Aruba.

The Free Zone Aruba NV (FZA) is a government-owned limited liability company with three
locations. All companies with free zone status are reviewed and controlled by the FZA, which
also has an integrity system in place to deter illegal activities, including smuggling and money
laundering. Financial services, banks, and insurance companies are not permitted to operate in
the free zones.

There are 13 casinos, and online gaming is allowed under a licensing and reporting system.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, life insurance companies and insurance brokers, money
transfer companies, investment companies and brokers, factoring and leasing companies,
trust and company service providers, casinos, lawyers, civil notaries, accountants, tax
advisors, realtors, and dealers in precious metals, stones, and other high-value objects

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 1,501: January - June 2013
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Number of CTRs received and time frame: 7,250: January - June 2013

STR covered entities: Banks, life insurance companies and insurance brokers, money
transfer companies, investment companies and brokers, factoring and leasing companies,
lawyers, civil notaries, accountants, tax advisors, casinos, dealers in jewels and precious
metals, realtors, and dealers in art, antiques, vehicles, aircraft, and ships

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 37: December 1, 2012 — October 13, 2013
Convictions: 22: November 10, 2012 — October 13, 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Aruba is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php/documents/cfatf-mutual-evaluation-reports/aruba-2

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Aruba’s money laundering laws do not cover proceeds generated from counterfeiting and piracy
of products, insider trading, market manipulation, many types of environmental crimes, or fraud.
Aruba does not have a suspicious transaction reporting system but rather a broader unusual
transaction reporting (UTR) system. Service providers are required to report large cash
transactions of $14,000 or more, wire transactions of $278,000 or more, other unusual
transactions, and transactions suspected to be related to money laundering or terrorist financing,
including those related to persons or groups listed on the UN sanctions list. Aruba complies with
EU-imposed sanctions as part of the Kingdom of the Netherlands

Aruba amended the Criminal Code to designate terrorist financing as a criminal offense, and the
government can freeze funds and other assets belonging to individuals and institutions that are
related to terrorism and terrorist financing under the State Decree Combating Terrorism and
Terrorist Financing. Aruba also enacted a State Ordinance for the Prevention of and Combating
Money Laundering and Terrorist Financing (AML/CFT State Ordinance) with new rules for the
identification and verification of clients and the reporting of unusual transactions to prevent and
combat money laundering and terrorist financing when providing certain services. Non-
regulated financial service providers (including insurance brokers, investment brokers, factoring
and leasing companies) and designated non-financial businesses and professions (including
lawyers, civil notaries, tax advisors, accountants, jewelers, high-value goods dealers, casinos)
must comply with the requirements of the AML/CFT State Ordinance. They must also register
with the Central Bank of Aruba.

The Kingdom of the Netherlands, of which Aruba is an autonomous constituent part, may
arrange for the ratification of any convention to be extended to Aruba. The Kingdom extended
the application to Aruba of the 1988 UN Drug Convention in 1999; the UN International
Convention for the Suppression of the Financing of Terrorism in 2005; and the UN Convention
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against Transnational Organized Crime in 2007. The Kingdom has not yet extended the
application of the UN Convention against Corruption to Aruba.

Australia

Australia has deep, liquid financial markets and is recognized as a leader in investment
management. Australia is also recognized internationally in areas such as infrastructure
financing and structured products. As an emerging financial services center within the Asia-
Pacific region, the country’s financial sector is supported by a number of government initiatives
such as the implementation of an investment manager regime and measures to provide tax
exemption or tax relief for foreign managers. Finance and insurance, significant sectors in the
Australian economy, are estimated to account for 10 percent of total value added. Australia has
one of the largest pools of consolidated assets under management globally, valued at A$2.35
trillion (approximately $2.02 trillion). It is also a major destination for foreign direct investment.

According to the Australian Crime Commission (ACC), financial crimes continue to increase in
diversity, scale, and the level of overall harm they cause Australia. The ACC conservatively
estimates that serious and organized crime costs Australia near to A$15 billion each year ($12.9
billion). Money laundering remains a key enabler of serious and organized crime.

The Australian Transaction and Reports Analysis Center (AUSTRAC) — the country’s financial
intelligence unit (FIU) - identifies four key features of money laundering in the country:
intermingling legitimate and illicit financial activity through cash intensive businesses or front
companies; engaging professional expertise, such as lawyers and accountants; the use of money
laundering syndicates to provide specific money laundering services to domestic and
international crime groups; and the “internationalization” of the Australian crime environment, a
reflection of the pervasive international money laundering ties of Australia-based organized
criminal groups. The report also notes that major money laundering channels are prevalent in
banking, money transfer and alternative remittance services, gaming, and luxury goods. Less
visible conduits include legal persons and arrangements, cash intensive businesses, electronic
payment systems, cross-border movement of cash and bearer negotiable instruments,
international trade, and investment vehicles.

Trade-based money laundering (TBML), and its potential role in drug trafficking and
importation, is a concern of law enforcement agencies. With its strict border and customs
regulations, however, the potential for TBML is limited in comparison to other jurisdictions with
free trade zones or open border arrangements. Australia’s lack of free trade zones is considered
to have lowered the risk of TBML.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.qgov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
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THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks; gaming and bookmaking establishments and casinos; bullion
and cash dealers and money exchanges and remitters; electronic funds transferors; insurers
and insurance intermediaries; securities or derivatives dealers; registrars and trustees; issuers,
sellers, or redeemers of traveler’s checks, money orders, or similar instruments; preparers of
payroll, in whole or in part in currency, on behalf of other persons; and currency couriers

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 64,076: July 2013 - June 2014
Number of CTRs received and time frame: 5,210,418: July 2013 - June 2014
STR covered entities: Banks; gaming and bookmaking establishments and casinos; bullion
and cash dealers and money exchanges and remitters; electronic funds transferors; insurers
and insurance intermediaries; securities or derivatives dealers; registrars and trustees; issuers,
sellers, or redeemers of traveler’s checks, money orders, or similar instruments; preparers of
payroll, in whole or in part in currency, on behalf of other persons; and currency couriers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 99: July 2013 - June 2014
Convictions:  77: July 2013 - June 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Australia is a member of the FATF and of the Asia/Pacific Group on Money Laundering (APG),
a FATF-style regional body. Its most recent mutual evaluation report can be found at:
http://www.fatf-gafi.org/countries/a-c/australia/documents/mutualevaluationofaustralia.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Australia maintains a comprehensive system to detect, prevent, and
prosecute money laundering. The election of a new government in September 2013 resulted in a
number of changes in implementation of the AML/CFT regulatory framework. In December
2013, the Minister for Justice announced the commencement of the statutory review of the Anti-
Money Laundering and Counter-Terrorism Financing Act 2006 (AML/CFT Act). The review is
being conducted by the Attorney-General’s Department with assistance from AUSTRAC. The
review will examine the objectives and scope of the AML/CFT regime, opportunities for

40


http://www.fatf-gafi.org/countries/a-c/australia/documents/mutualevaluationofaustralia.html

Money Laundering and Financial Crimes

deregulation, the risk-based approach to AML/CFT, and industry reporting obligations. The
review will be completed in 2015 with the submission of a final report to the government.

Seven amendments have been incorporated to the AML/CFT Act in 2013-14. A major
enforcement tool to reduce money laundering risks inherent in the alternative remittance sector
and informal value transfer systems is the ACC-led Eligo National Task Force (ENTF). The
ENTF is an initiative involving the ACC, AUSTRAC, and the Australian Federal Police. In
2014, the ENTF resulted in 12 disruptions to criminal entities and identified 95 criminal targets
previously unknown to law enforcement. The ENTF-initiated investigations resulted in seizures
of more than A$21 million ($17.2 million) in cash and drugs with an estimated street value of
more than A$140 million ($115 million). As well as disrupting organized crime activities, the
ENTF is driving professionalism within the remittance sector to make it more resistant to
organized crime. U.S. law enforcement agencies continue to work collaboratively with the
ENTF.

AUSTRAC works collaboratively with Australian industries and businesses to promote their
compliance with AML/CFT legislation. Australia has active interagency task forces, and
consultations with the private sector are frequent. AUSTRAC signed four new financial
intelligence exchange agreements in 2014, increasing the number of Australia’s exchange
instruments with international counterparts to 72. Australian law enforcement agencies
investigate an increasing number of cases that directly involve offenses committed overseas.
Australia’s Criminal Assets Confiscation Task Force brings together agencies with key roles in
the investigation and litigation of proceeds of crime matters. The task force identifies and
conducts asset confiscation matters.

In May 2014, Australia announced changes to the way in which AUSTRAC would be funded.
The government intends to replace the existing Supervisory Cost Recovery Levy, which funds
the regulatory activities of AUSTRAC, with a new industry contribution that will fund both
AUSTRAC s regulatory and FIU functions. These contributions are expected to provide 70
percent of AUSTRAC’s budgeted operating expenditures in 2014-15, 90 percent in 2015-16 and
2016-17, and 100 percent from 2017-18 onwards.

2013-14 witnessed a notable increase in filings in the suspicious transaction report (STR)
category ‘Refusal to show ID/complete cash transaction report,” which can be attributed to the
tightening of third-party currency transaction report (CTR) reporting obligations. Over the last
two reporting years, the number of STRs filed with AUSTRAC increased approximately 45
percent. These increases reflect reporting entities’ increased awareness of events occurring
overseas that are relevant to Australia.

In 2014, AUSTRAC completed Australia’s first classified National Risk Assessment on
terrorism financing. A sanitized report titled “Terrorism Financing in Australia 2014” notes that
Australia’s banking and remittance sectors are used more frequently than other channels to send
funds to individuals engaged in foreign insurgencies and conflicts. Terrorism financing in
Australia varies in scale and sophistication, ranging from organized fundraising by domestic
cells which are part of a larger, organized international network, to funds raised by small, loosely
organized, and self-directed groups.
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Austria

Austria is a major regional financial center, and Austrian banking groups control significant
shares of the banking markets in Central, Eastern, and Southeastern Europe. Money laundering
occurs to some extent within the Austrian banking system as well as in non-bank financial
institutions and businesses. Money laundered by organized crime groups derives primarily from
fraud, smuggling, corruption, narcotics trafficking, and trafficking in persons. Theft, drug
trafficking, and fraud are the main predicate crimes in Austria according to conviction and
investigation statistics. Austria is not an offshore jurisdiction and has no free trade zones.

Casinos and gambling are legal in Austria. The laws regulating casinos include AML/CFT
provisions. There are migrant workers in Austria who send money home via all available
channels, including regular bank transfers and money transmitters, but also informal and illegal
remittance systems. No information is available to what extent informal systems are used.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: Combination
approach
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entities: Banks and credit institutions; domestic financial institutions
authorized to conduct financial leasing, safe custody, portfolio and capital consulting, credit
reporting, and mergers and acquisitions services; brokers and securities firms; money
transmitters and exchanges; insurance companies and intermediaries; casinos; all goods
dealers; auctioneers and real estate agents; lawyers, notaries, certified public accountants, and
auditors

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 1,490 in 2013
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks and credit institutions; domestic financial institutions
authorized to conduct financial leasing, safe custody, portfolio and capital consulting, credit
reporting, and mergers and acquisitions services; brokers and securities firms; money
transmitters and exchanges; insurance companies and intermediaries; casinos; all goods
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dealers; auctioneers and real estate agents; lawyers, notaries, certified public accountants,
auditors, and customs officials

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 336 in 2013
Convictions: 8in 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Austria is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatf-gafi.org/topics/mutualevaluations/documents/mutualevaluationofaustria.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In recent years, Austria has developed comprehensive AML/CFT legislation, including the
enactment of a Sanctions Act; reformed the financial intelligence unit operational procedures and
supervisory framework; developed and published regulations and guidelines; and organized a
series of outreach events to increase the level of awareness of AML/CFT.

Austria has an “all serious crimes” approach to the criminalization of money laundering plus a
list of predicate offenses that do not fall under the domestic definition of serious crimes, but
which Austria includes to comply with international legal obligations and standards.

Austrian banks have strict legal requirements regarding secrecy. Banks and other financial
institutions must not divulge or exploit secrets that are revealed or made accessible to them
exclusively on the basis of business relations with customers. However, the law stipulates that
secrecy regulations do not apply with respect to banks’ obligation to report suspicious
transactions in connection with money laundering or terrorism financing, or with respect to
ongoing criminal court proceedings. Any amendment of these secrecy regulations requires a
two-thirds majority approval in Parliament.

The Austrian Financial Market Authority (FMA) regularly updates a regulation issued January 1,
2012, which mandates banks and insurance companies apply additional special due diligence in
doing business with designated countries. The FMA regulation currently includes eight
jurisdictions.

The number of filed STRS has fallen by almost 30 percent in the last two years. Similarly, the

numbers of prosecutions and convictions have continued to decline. In addition, the number of
AML convictions in relation to the amount of prosecutions is quite low.

Azerbaijan

Azerbaijan is at the crossroads of Europe and central Asia, with vast amounts of natural
resources. As in recent years, in 2014 the majority of international trade (over 90 percent) and
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foreign investment took place in the energy sector. All other sectors lag energy in development
and sophistication, including the financial sector. This lag, coupled with Azerbaijan’s shared
history, long-standing trade relationships, and common borders with Iran and Russia, make
Azerbaijan’s financial institutions vulnerable to being used by foreign entities seeking money
laundering/terrorist financing opportunities. The major source of criminal proceeds in
Azerbaijan is endemic public corruption, which cuts across all sectors. International reports
identify Azerbaijan as a transit country for the Afghan drug trade; Azerbaijani authorities suspect
this illicit drug trade generates a significant amount of illicit funds. It is likely the current Iranian
sanctions regime has also forced illicit funding into and out of Azerbaijan. Other generators of
illicit funds include robbery, tax evasion, smuggling, trafficking, and organized crime. Money
laundering likely occurs in the formal financial sector, non-bank financial systems, and
alternative remittance systems. There is a significant black market for smuggled goods in
Azerbaijan, which serves as a transit and destination country for illicit goods.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Banks; insurance and reinsurance companies and intermediaries;
notaries, lawyers, and auditors; company formation agents and asset managers; real estate
brokers and agents; pawnshops; securities brokers and investment funds; lotteries; the
National Post; and non-governmental organizations (NGOs)

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 671: January 1 — November 1, 2014
Number of CTRs received and time frame: 276,521: January 1 — November 1, 2014
STR covered entities: Banks and money remitters; insurance and reinsurance companies and
intermediaries; securities brokers and investment funds; leasing companies; company
formation agents and asset managers; lawyers and auditors; real estate brokers and agents;
lotteries; pawnshops; and NGOs

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:

Prosecutions: 5: January 1 — December 1, 2014
Convictions: 1in 2014
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RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Azerbaijan is a member of the Council of Europe Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-
style regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Evaluations/round3/MONEYVAL (2008)27Rep-

AZE3_en.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Azerbaijan has made efforts to address financial institution vulnerability by
bolstering the capabilities of its Financial Monitoring Service (FMS), implementing regulations
in line with international standards, and working with donor support to implement systems to
improve financial reporting. The FMS, Azerbaijan’s financial intelligence unit under the Central
Bank of the Republic of Azerbaijan, has improved its data collection, storage, and analysis. Itis
forward leaning in analyzing and providing statistics and in attempting to train personnel.
However, the lack of interagency cooperation and inadequate training significantly diminish its
investigative abilities. During the first ten months of 2014, 41 reports were submitted by the
FMS to law enforcement agencies for investigation.

The AML law excludes from the list of covered entities dealers of arts, antiques, and other high-
value consumer goods; entities dealing with jewelry and precious metals; travel agencies; and
auto dealers. These entities are not required to maintain customer information or report
suspicious activity. The shortcomings should be addressed. Oversight of covered entities should
be increased.

The small number of prosecutions and convictions demonstrate, in part, that there is too much
emphasis on initiating money laundering investigations via the filing of suspicious transaction
reports (STRs) and referrals by the FMS. Azerbaijan law enforcement and customs authorities
should be trained to recognize money laundering at the street level. Concerned enforcement
agencies also should examine regional trade-based money laundering and value transfer
networks, and the link to tax evasion and underground financial systems. Public corruption is a
concern and the Government of Azerbaijan should demonstrate the political will to address it.

Bahamas

The Commonwealth of The Bahamas is an important regional and offshore financial center. The
country’s economy is heavily reliant upon tourism, tourist-driven construction, and the offshore
financial sector. The Bahamas remains a transit point for illegal drugs bound for the United
States and other international markets. The major sources of laundered proceeds are drug
trafficking, firearms trafficking, illegal gambling, and human smuggling. There is a significant
black market for smuggled cigarettes and guns. Money laundering trends include the purchase
of real estate, large vehicles, boats, and jewelry, as well as the processing of money through a
complex web of legitimate businesses and international business companies (IBCs) registered in
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the offshore financial sector. Drug traffickers and other criminal organizations take advantage of
the large number of IBCs and offshore banks registered in The Bahamas to launder significant
sums of money, despite strict know-your-customer and transaction reporting requirements.

The archipelagic nature of The Bahamas and its proximity to the United States make the entire
country accessible by all types of watercraft, including small sail boats and power boats, thereby
making smuggling and moving bulk cash relatively easy. The country has one large free trade
zone (FTZ), Freeport Harbor. The FTZ is managed by a private entity, the Freeport Harbor
Company, owned and operated through a joint venture between Hutchison Port Holdings (a
subsidiary of Hutchison Wampoa, based in Hong Kong) and The Port Group (The Grand
Bahama Port Authority, the Bahamian parastatal regulatory agency). Businesses at the harbor
include private boats, ferry and cruise ship visits, and roll-on/roll-off facilities for containerized
cargo and car transshipments. Freeport Harbor has the closest offshore port to the United States.

Gaming is legal for tourists. The Bahamas has four large casinos, including a casino in Bimini
that draws in customers from the United States via a ferry service to and from Miami. The $3.5
billion Chinese Export-Import Bank-funded Baha Mar Casino and Resort is scheduled to open in
2015 on New Providence Island, and is set to be the largest casino in the Caribbean. Current law
prohibits Bahamian citizens, permanent residents, and temporary workers from gambling in
casinos. Gaming operations based on U.S.-based lottery results and the internet, locally known
as “web shops,” flourish in The Bahamas despite the voters’ rejection of a January 2013
referendum that would have legalized web shop gaming. In September 2014, the government
passed a comprehensive gaming bill designed to regulate the web shops and bring internet-based
gaming into compliance with industry standards.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:

Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES

KYC covered entities: Banks and trust companies, insurance companies, securities firms and
investment fund administrators, credit unions, financial and company service providers,
cooperatives, societies, casinos, lawyers, accountants, and real estate agents

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 270 in 2013

46


http://www.state.gov/g/ct/rls/crt/

Money Laundering and Financial Crimes

Number of CTRs received and time frame: Not applicable

STR covered entities: Banks and trust companies, insurance companies, securities firms and
investment fund administrators, credit unions, financial and company service providers,
cooperatives, societies, casinos, lawyers, accountants, and real estate agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2013
Convictions: 01in 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

The Bahamas is a member of the Caribbean Financial Action Task Force, (CFATF), a FATF-
style regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php/documents/cfatf-mutual-evaluation-reports/the-bahamas-1

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

While the Government of the Commonwealth of The Bahamas has the requisite institutional and
legal framework to combat money laundering, the number of prosecutions and convictions is low
given the scale of the country’s financial sector.

The Gaming Bill entered into force in November 2014, and implementation is ongoing. The new
regulations require web shop operators to apply for a license, pay taxes on revenue (including
retroactive taxes), and comply with internal control standards.

The Government of the Commonwealth of The Bahamas should continue to provide resources
and training to its law enforcement, judicial, and prosecutorial bodies in order to investigate and
prosecute money laundering; enforce existing legislation; and safeguard the financial system
from possible abuses. With the expansion of gaming oversight, the government should ensure
full implementation of appropriate safeguards, and provide additional suspicious transaction
report (STR) training. The financial intelligence unit (FIU), in cooperation with Royal Bahamas
Police Force financial investigators, should continue its outreach, training, and coordination with
banking and non-banking sectors to assist institutions in implementing and maintaining effective
STR regimes. The Bahamas should further enhance its AML/CFT regime by criminalizing bulk
cash smuggling; continuing implementation of the National Strategy on the Prevention of Money
Laundering; ensuring full compliance with UNSCRs 1267 and 1373; passing proposed
legislation to criminalize the participation in organized criminal groups; establishing a currency
transaction reporting system; and, implementing a system to collect and analyze information on
the cross-border transportation of currency. It also should ensure there is a public registry of the
beneficial owners of all entities licensed in its offshore financial center.

The government’s National Anti-Money Laundering Task Force, which meets monthly, is led by

the Inspector at the Compliance Commission and includes representatives from the government
and private sector. The goal of the body is to implement and comply with international standards

47


https://www.cfatf-gafic.org/index.php/documents/cfatf-mutual-evaluation-reports/the-bahamas-1
https://www.cfatf-gafic.org/index.php/documents/cfatf-mutual-evaluation-reports/the-bahamas-1

INCSR 2015 Volume Il Country Database

to prevent and control money laundering and combat terrorist financing. The Task Force should
seek to engender an AML culture in The Bahamas.

Bahrain

Bahrain is a leading financial center in the Gulf region. In contrast to its Gulf Cooperation
Council neighbors, Bahrain has a primarily service-based economy, with the financial sector
providing nearly 20 percent of GDP. It hosts a diverse group of financial institutions, including
116 licensed banks, 18 money changers, and several other investment institutions, including 151
insurance organizations. The greatest risk of money laundering stems from illicit proceeds of
foreign origin that transit the country. The vast network of Bahrain’s banking system, along with
its geographical location in the Middle East, as a transit point along the Gulf and into Southwest
Asia, may attract money laundering activities. Bahrain does not have a significant black market
for smuggled goods or known linkages to drug trafficking.

Khalifa bin Salman Port, Bahrain’s major port, provides a free transit zone to facilitate the duty
free import of equipment and machinery. Another free zone is located in the North Sitra
Industrial Estate. Raw materials intended for processing in Bahrain and machinery imported by
Bahraini-owned firms are also exempt from duty; the imported goods may be stored duty-free.
These free zones are not a significant source for money laundering or terrorism financing.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: YES
KYC covered entities: Banks, investment houses, insurance firms, money exchangers,
securities brokers and dealers, real estate brokers, gold dealers, financial intermediaries, and
attorneys

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 830 in 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, investment houses, insurance firms, money exchangers,
securities brokers and dealers, real estate brokers, gold dealers, car dealers, financial
intermediaries, attorneys, auction houses, and galleries
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MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 15in 2014
Convictions: 15in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Bahrain is a member of the Middle East and North Africa Financial Action Task Force
(MENAFATF), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.menafatf.org/images/UploadFiles/MutualEvaluationReportOfBahrain.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Awareness within the capital markets and designated non-financial businesses and professions
(DNFBPs) regarding suspicious transaction reporting (STR) obligations is inconsistent. Tipping
off is not prohibited and should be criminalized. According to authorities, the informal and non-
bank financial sectors are regulated and investigated. The Government of Bahrain is trying to
increase its capacity to investigate irregularities among exchange houses. There is little
awareness of trade based money laundering.

In 2014, 11 employees of UAE Exchange in Bahrain were convicted of participating in a BD350
million (approximately $928 million) money laundering operation. Four others were also found
guilty of participating in the scam, which involved smuggling money to Saudi Arabia, forging
documents, hiding data, failing to provide registers documenting the company’s transactions, and
providing false information to the Central Bank of Bahrain. The crime was detected during a
major investigation across Gulf Cooperation Council countries, including the United Arab
Emirates, Bahrain, and Saudi Arabia.

The Government of Bahrain passed legislation in 2013 to criminalize 14 major offenses per the
international standards. However, the Government of Bahrain acknowledges that a lack of
specialized prosecutors and judges makes convictions a challenge.

Bangladesh

While Bangladesh is not a regional financial center, its geographic location, seaports, and long
porous borders with India and Burma make it a transshipment point for drugs produced in both
the “golden triangle” of Southeast Asia and “golden crescent” of Central Asia. Drug trafficking,
corruption, fraud, counterfeit money, gold smuggling, and trafficking in persons are the principal
sources of illicit proceeds. Bangladesh is also vulnerable to terrorism financing, including
funding that flows through the hawala/hundi system and by cash courier. The Bangladesh-based
terrorist organization Jamaat ul-Mujahideen Bangladesh has publicly claimed to receive funding
from Saudi Arabia.
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The Bangladeshi economy relies heavily on remittances, with remittances through official
channels reaching over $11 billion in January-September, 2014. According to the central bank,
the share of remittances transmitted through the formal sector is increasing, although there
remains widespread use of the underground and illegal hawala/hundi alternative remittance
system. Black market money exchanges remain popular because of the non-convertibility of the
local currency, cash-based economy, and scrutiny of foreign currency transactions made through
official channels. Alternative remittance and value transfer systems are also used to avoid taxes
and customs duties. Additional terrorism financing vulnerabilities exist, especially the use of
non-governmental organizations (NGOSs), charities, counterfeiting, and loosely-regulated private
banks.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES
KYC covered entities: Banks, finance and investment companies, leasing companies,
insurance companies, money changers, money remittance or transfer companies, stock
dealers and brokers, portfolio managers, merchant banks, securities custodians, asset
managers, non-profit organizations (NPOs), and NGOs

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 621: July 1, 2013 — June 30, 2014
Number of CTRs received and time frame: 3,144,043: July 1, 2013 — June 30, 2014
STR covered entities: Banks, finance and investment companies, leasing companies,
insurance companies, money changers, money remittance or transfer companies, stock
dealers and brokers, portfolio managers, merchant banks, securities custodians, asset
managers, NPOs and NGOs, dealers of precious metals and stones, trust companies, lawyers,
and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: 0

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
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With other governments/jurisdictions: YES

Bangladesh is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.apgml.org/members-and-observers/members/member-
documents.aspx?m=060e4260-2ffd-4403-8594-6e4e8dc4b218

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Central Bank of Bangladesh and the financial intelligence unit lead the country’s efforts to
comply with the international AML/CFT standards. Although more work remains, Bangladesh
has made important strides in improving its AML/CFT regime and in preventing the potential
use of its financial system to finance terrorism. Nonetheless, strategic AML/CFT deficiencies
remain. Bangladesh continues the process of fully implementing the Antiterrorism Act of 20009.

Implementation of existing laws remains a significant issue. The Government of Bangladesh
should continue its work on further legislative amendments as well as implementing
mechanisms, and should continue to improve investigation, prosecution, supervision, and
enforcement capacity. The absence of money laundering convictions and the failure to
professionalize its prosecution service is not commensurate with the size of Bangladesh’s
economy or its threat profile. Investigators and prosecutors prefer to pursue relatively
straightforward crimes while failing to scrutinize the more complex, and potentially more
serious, crimes. Bangladesh should improve its capacity to investigate financial crimes of
greater sophistication — including corruption. The government should build the capacity of its
law enforcement and prosecutorial services and enhance training of investigators so they better
understand the connections among corruption, money laundering, and related crimes. Finally,
Bangladesh should also emphasize the importance of human intervention and analysis in
terrorism financing cases, as the varied profiles of these cases may not trigger an automated
report.

Criminal investigators and Bangladesh customs should systematically examine trade-based
money laundering and value transfer. Not only will combating customs fraud provide needed
revenue, but international trade is frequently used in Bangladesh and the surrounding region to
provide counter-valuation or a method of settling accounts between hawala/hundi brokers.

Authorities should address weaknesses in the transaction monitoring systems and ensure
reporting entities fully implement appropriate due diligence procedures, to include both
computerized tracking systems and active engagement by trained frontline personnel. While
Bangladesh amended its legislation to prohibit “tipping off” and to provide a safe harbor for
financial institutions and their employees who report suspicious activity to the government in
good faith, it must ensure financial institutions are compliant with these laws, especially given
how pervasive corruption and bribery are in Bangladesh.

Barbados
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Barbados is a regional financial center with a sizeable international business company (IBC)
presence. The country’s susceptibility to money laundering is primarily associated with the
domestic sale of illegal narcotics and the laundering of criminal proceeds. There are some
reports of proceeds from illicit activities abroad being laundered through domestic financial
institutions. There is no evidence of public corruption or the offshore financial sector
contributing to money laundering activity.

There are nine commercial banks and holding companies, 13 trusts and merchant banks, and 45
international banks licensed by the Central Bank of Barbados. The Central Bank of Barbados
estimates the offshore sector is a $32 billion industry. There are no clear statistics available on
the IBC sector, although promotional material suggests there are over 4,000 IBCs. IBCs are
subject to heightened due diligence requirements for license applications and renewals, and are
audited if total assets exceed $500,000.

Bearer shares are not permitted. Observers have concerns with information sharing restrictions
and the effectiveness of supervision. There are no free trade zones and no domestic or offshore
casinos.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, securities and insurance brokers and companies, money
exchanges or remitters, and financial management firms; lawyers, real estate brokers, high-
value goods dealers and accountants; investment services or any other financial services;
credit unions; building, restricted liability, and friendly societies; offshore banks; IBCs and
foreign sales corporations; mutual funds and fund administrators and managers; and
international trusts

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 1,501: January - June 2013
Number of CTRs received and time frame: Not available
STR covered entities: Commercial and offshore banks and credit unions; money
transmission services, investment services or any other financial services; credit unions;
building, restricted, and friendly societies; offshore banks; IBCs and foreign sales
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corporations; mutual funds and fund administrators and managers; international trusts; real
estate agents; dealers in precious metals and precious stones; lawyers, trust and company
service providers; insurance companies, accountants, and finance companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Barbados is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&gid=353&Itemid=418&Ilang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

There is a Double Taxation Treaty with the United States and a specific agreement between
Barbados and the United States for the exchange of information with reference to taxes.

Barbados’ criminal law limits the government’s ability to seize assets acquired through criminal
activity. The Government of Barbados should continue developing new non-conviction based
asset forfeiture laws to increase the efficacy of asset recovery procedures.

The Government of Barbados should allotting more resources to ensure the financial intelligence
unit, law enforcement, supervisory agencies, and prosecutorial authorities are fully staffed and
have the capacity to perform their duties. Supervision of nonprofit organizations, charities,
designated non-financial businesses and professions, and money transfer services could be better
strengthened through increased reporting requirements and oversight, as should information
sharing among regulatory and enforcement agencies. In addition, the government should
consider taking a more aggressive approach to conducting examinations of the financial sector
and asserting more control over vetting and licensing of offshore entities. Barbados should
become a party to the UN Convention against Transnational Organized Crime and the UN
Convention against Corruption.

Belarus

Belarus is not a major financial center. Corruption and illegal narcotics trafficking are primary
sources of illicit proceeds. The concentration of power in the hands of the presidency and the
lack of a system of checks and balances among the various branches of government are the
greatest hindrances to the rule of law and transparency of governance. Economic decision-
making in Belarus is highly concentrated within the top levels of government and, ultimately, in
the presidency. Government financial institutions have little autonomy, and the financial sector
is not sufficiently transparent and accountable. The growing use of the dollar and euro,
prompted by a sharp devaluation of the Belarus ruble in late 2014, continues and some foreign
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currency cash transactions elude the banking system. The potential for off-book cash
transactions and underground markets was somewhat reduced in 2014 following tax reforms in
2013.

Trade-based money laundering occurs primarily between Russian and Belarusian businesses.
Front companies are often involved and funds sometimes transferred for products that are never
delivered.

There are many casinos, especially in the capital, Minsk, and foreign ownership is allowed. In
2013, the government introduced an automatic system to register winnings in legal gambling,
which enables the real time registration of winnings. In 2014, the government passed various
resolutions to tighten internal control in the gaming industry and issued risk management
recommendations for such businesses.

Since 2006, Belarus has been the subject of numerous U.S. sanctions. In 2012, the United States
enacted the Belarus Democracy and Human Rights Act that includes a package of sanctions
expanding the list of Belarusian officials and law enforcement representatives subject to visa
bans and financial restrictions. The United States also extended limitations on trade with Belarus
under the International Emergency Economic Powers Act. In May 2012, the U.S. Treasury
designated Belarus-based JSC CredexBank (renamed JSC InterPayBank) as a financial
institution of primary money laundering concern under Section 311 of the USA PATRIOT Act.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: NO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks and non-bank financial credit institutions; professional
operators of the securities market; persons engaged in exchange transactions, including
commodity exchanges; insurance firms and brokers; postal service operators; and property
leasing firms

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 131,000 in 2014
Number of CTRs received and time frame: 47,000 in 2014
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STR covered entities: Banks and non-bank financial credit institutions; professional
operators of the securities market; persons engaged in exchange transactions, including
commaodity exchanges; insurance firms and brokers; postal service operators; and property
leasing firms

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 8 in 2014
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Belarus is a member of the Eurasian Group on Combating Money Laundering and Financing of
Terrorism (EAG), a FATF-style regional body. Its most recent mutual evaluation can be found
at: http://www.eurasiangroup.org/mers.php

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2014, the Government of Belarus took significant steps to improve its legal and regulatory
framework to fight money laundering and terrorism financing, including the revision of its
AML/CFT law. The revised law, which was adopted on June 30, 2014 and comes into effect on
January 4, 2015, includes provisions on measures to prevent proliferation of weapons of mass
destruction. In 2014, Belarus adopted a series of government resolutions that brings its financial
regulatory framework in compliance with the revised AML/CFT law. Under the amended
AMLI/CFT law, banks have the right to suspend or ban suspicious financial transactions.

The revised AML/CFT law prompted some amendments in the Criminal Code. Most of these
amendments were made in Article #290 “Threat to Commit an Act of Terrorism.” The amended
Article now criminalizes activities related to recruiting, training, and employing individuals for
terrorist activities and participation in a terrorist organization and was reworded to comply with
relevant international standards. Two articles also were added to the Code on Administrative
Offenses to introduce liability of legal persons both for money laundering and financing
terrorism.

In 2014, the National Bank conducted preliminary investigations under the Code of
Administrative Offenses regarding 52 bank employees for violating registration procedures for
financial transactions subject to special control and for violating procedures for collecting client
identity information. It also investigated the cases of two banks under the same code for taking
no action to prevent money laundering.

In 2014, the National Bank announced plans to draft identity data collection procedures for
owners of e-wallets. Also in 2014, the filing requirements for corporate income tax and value-
added tax were simplified. The Finance Ministry reportedly plans to draft tougher internal
control regulations for lottery organizers. In particular, Ministry officials may monitor the
issuance of major lottery prizes.
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The Government of Belarus claims asset sharing is possible under the October 5, 2007 CIS
AML/CFT agreement, though it would require conclusion of a separate agreement to this effect.

While Belarus has made progress in several areas, deficiencies remain, particularly in
implementation and enforcement. Belarus should take steps to combat corruption in commerce
and government. The government also should take steps to ensure the AML/CFT framework
operates more objectively and less as a political tool.

Belgium

Despite Belgium’s physically small size, its location in the center of Europe and considerable
port facilities have facilitated the development of a strong and internationally integrated banking
industry with assets of about $1.3 trillion as of 2013. Belgium’s port of Antwerp is the second
busiest port in Europe by gross tonnage and, together with the nearby larger port of Rotterdam in
the Netherlands, handles the bulk of European maritime trade. A sophisticated national
transportation network and historical role as a hub for airline traffic to Africa also aids Belgium’s
central role in Europe.

Bulk cash smugglers, the principal money laundering concern per law enforcement, use the
country’s convenient location and modern transportation links to move illicit drug proceeds,
mainly from European cocaine sales, out of the region. Difficulties in monitoring movements in
the sprawling port of Antwerp, an abundance of under-regulated small airports, and limited
investigations into passengers repeatedly declaring more than 10,000 euros (approximately
$11,900) at the main airport of Zaventem facilitates the movement of cash. For the most part the
bulk cash only transits the region, due to strong banking controls that make introducing the funds
into the formal banking system difficult. Illicit funds, however, do enter the banking system.
The CTIF, Belgium’s financial intelligence unit, estimates that in 2013 the total amount of illicit
funds in circulation was about $3 billion. Illicit funds derived from tax fraud appear to be the
main source of that amount. Other sectors with a high risk of money laundering in Belgium
include the cash-based trade in gold and used cars.

Belgium’s colonial ties with Africa have helped position the country as a leader in the diamond
trade; approximately 80 percent of the world’s rough diamonds and 50 percent of polished
diamonds pass through Belgium. Antwerp is the largest of the six major diamond hubs in the
world with around $55 billion in diamond sales in 2013. Officials note that the high value and
easy transport of diamonds makes them highly vulnerable to money laundering through both
illicit sales and as a means of storing and transmitting value; diamonds are also ideal for trade-
based money laundering, or valuing shipments incorrectly in order to launder funds. The opaque
and closed nature of the Antwerp diamond industry remains an obstacle to money laundering
investigations.

According to CTIF, most of the criminal proceeds laundered in Belgium are derived from
foreign criminal activity. Belgium generally has very little public corruption that contributes to
money laundering. According to the 2013 CTIF annual report, contraband smuggling represents
14.1 percent of all tracked cases, while terrorism financing represents only 2.14 percent.
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However, Belgium has challenges with sourcing and returning fighters that volunteer to serve in
Middle East terrorist groups, which may increase the vulnerability of its money transfer services
to terrorist finance.

Casinos are licensed. The total number of casinos is limited to nine. There continues to be
steady growth in Internet gaming.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Domestic and offshore banks; venture risk capital; money brokers,
exchanges, and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions; building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelers; international financial service providers; public notaries; attorneys;
accountants and auditors

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 22,966 in 2013
Number of CTRs received and time frame: 5,345 in 2012
STR covered entities: Banks, money remitting agencies, credit bureaus, Belgian post office,
notaries, casinos, life insurance companies, accountants, real estate agents, National Bank of
Belgium, private security firms, lawyers, diamond merchants, auditors, tax advisors, and
surveyors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Belgium is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatf-gafi.org/countries/a-c/belgium/
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ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2013, the Government of Belgium established a new Ministerial Committee to coordinate
AML efforts and extended the scope of a previously seated committee to analyze the threat of
terrorism financing.

Belgium’s legislation does not cover politically exposed persons (PEPs) in line with international
standards. The definition of PEP includes neither domestic PEPs nor those who perform
prominent functions within international organizations. Additionally, the law includes a limited
list of persons considered as family members or close associates. Somewhat mitigating these
deficiencies is the requirement that all financial institutions undertake enhanced due diligence
(EDD) for transactions or customers perceived to be of higher risk. However, as there is no
consistent policy on PEPs, the decision to use EDD is made by individual institutions.

The port of Antwerp’s large size and difficulty in effectively analyzing the contents of 8.6
million container-equivalent units that move through the port each year help facilitate the
movement of illicit funds and the transfer of illicit value. More strict control over the ability of
cargo handlers to access and transport merchandise could discourage the transport of bulk cash
and other illicit shipments.

Antwerp’s insular diamond industry would benefit from greater transparency and supervision.

Of the 22,966 suspicious transaction reports (STRs) lodged in 2013, only one came from a
diamond merchant. According to CTIF’s 2013 annual report, of the 1,168 financial crimes cases
that CTIF referred to prosecutors, only 25 (2.1 percent) were connected to possible terrorism
and/or proliferation financing, a slight increase from the previous year. Of those 25, 21 are being
investigated by police, and four were dismissed.

The Government of Belgium should review and amend its legislation, as appropriate, to bring its
definition of PEP in line with international standards. Belgium should increase its supervision of
the diamond industry, considering its size and vulnerability to money laundering and terrorist
financing activity. The government should consider increasing efforts to share targeted trade
data with its trading partners in an effort to spot trade anomalies that could be indicative of trade
fraud, trade-based money laundering, or underground finance. In addition, the Belgian Customs
and Excise administration should consider pursuing more investigations involving people
repeatedly declaring over 10,000 euros (approximately $11,900) at Zaventem. Belgian law
enforcement also should improve its ability to coordinate with units in neighboring countries to
seamlessly pursue investigations across national boundaries.

Belize

Belize is not a major regional financial center; however, it has a substantial offshore financial
sector. The Government of Belize continues to encourage the growth of offshore financial
activities that are vulnerable to money laundering, including offshore banks, insurance
companies, trust service providers, mutual fund companies, and international business
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companies. The Belizean dollar is pegged to the U.S. dollar, and Belizean banks continue to
offer financial and corporate services to nonresidents in the offshore financial sector.

Belizean officials suspect there is money laundering activity in their two free trade zones, known
as commercial free zones (CFZs). The larger of the two, the Corozal Commercial Free Zone, is
located on the border with Mexico. The smaller CFZ, the Benque Viejo Free Zone, is located on
the western border with Guatemala. The Corozal CFZ was designed to attract Mexican citizens
for duty free shopping; Belizean authorities believe it is heavily involved in trade-based money
laundering and the illicit importation of duty free products.

Belize is a transshipment point for marijuana and cocaine. There are strong indications that
laundered proceeds are increasingly related to organized criminal groups involved in the
trafficking of illegal narcotics, psychotropic substances, and chemical precursors.

In 2013, the Caribbean Financial Action Task Force (CFATF) included Belize in its Public
Statement for not making sufficient progress in addressing AML/CFT deficiencies and not
complying with its action plan to address those deficiencies. The CFATF called upon its
members to consider instituting countermeasures to protect their financial systems from the
money laundering and terrorism financing risks emanating from Belize. In May 2014, the
CFATF noted that Belize has made substantial progress and encouraged Belize to continue
implementing its action plan.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: Combination
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Domestic and offshore banks; venture risk capital; money brokers,
exchanges, and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions; building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelers; international financial service providers; public notaries; attorneys;
accountants and auditors

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 141: January 1 - November 14, 2014
Number of CTRs received and time frame: Not applicable
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STR covered entities: Domestic and offshore banks; venture risk capital; money brokers,
exchanges, and transmission services; moneylenders and pawnshops; insurance; real estate;
credit unions; building societies; trust and safekeeping services; casinos; motor vehicle
dealers; jewelers; international financial service providers; public notaries; attorneys;
accountants and auditors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 0in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Belize is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&qid=352&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Following the CFATF designation, over the last two years the Belizean government dramatically
increased its efforts to strengthen its national AML/CFT regime. In 2014, the Belize National
Assembly amended a number of laws and adopted regulations to increase government oversight
of financial activities in Belize. The amended acts include the Money Laundering and Terrorism
(Prevention) Act; the Companies Act; the Domestic Banks and Financial Institutions Act; the
Financial Intelligence Unit Act; the Mutual Legal Assistance and International Co-Operation
Act; the Insurance Act; the Financial Investigative Unit Act; the International Financial Services
Act; the Gaming Control Act; the Interception of Communications Act; Customs Regulation Act;
Trust Act; Non-Governmental Organizations (NGO) Act; Criminal Code Act; and the Firearms
Act.

The new Mutual Legal Assistance and International Co-Operation Act includes provisions to
facilitate investigations, prosecutions, and judicial proceedings in relation to criminal matters,
including the freezing, seizing, and confiscation of proceeds and instrumentalities of crime and
terrorist property. This law also establishes a single competent authority for the receipt and
processing of requests for mutual legal assistance and empowers the Attorney General and the
Ministry of Foreign Affairs to undertake international cooperation inquiries to and on behalf of
foreign countries.

Despite the new laws and regulations, some international experts have noted political will is
needed to fully implement and enforce the new legislation through investigations and
prosecutions. An absence of money laundering prosecutions and convictions in 2014, coupled
with historically low figures, reflects the lack of robust enforcement efforts.

The financial intelligence unit (FIU) is responsible for enforcement and implementation of all
AML/CFT-related regulations as well as international sanctions lists, domestic tax evasion, and
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all money laundering investigations. The FIU has gone through some organizational changes
over the past two years, including attorney assignments and increasing the analytical staff from
one to three. The FIU is reported to be focused on rolling out its new compliance regime. The
FIU has a broad mandate and a small staff, and does not have sufficient training or experience in
identifying, investigating, reviewing, and analyzing evidence in money laundering cases. There
is limited assistance from other law enforcement agencies, government departments, and
regulatory bodies. International donors are working with police executives to develop curricula
to train police officers on how to identify cases appropriate for the FIU. At least four educational
seminars have been held by the FIU with financial institutions.

In September 2014, the U.S. Government, with assistance from Belize’s FIU, indicted six
corporate executives and six corporate entities for orchestrating a $500 million offshore asset
protection, securities fraud, and money laundering scheme. The suspects created three brokerage
firms in Belize to assist U.S. citizens in fraudulent manipulation schemes of publicly traded
companies. In a related action, the FIU froze assets of a company associated with the U.S.
prosecution, but in November 2014, Belize’s Chief Justice ordered the FIU to release those
assets due to insufficient evidence to justify the continued freezing of those accounts.

The Government of Belize should demonstrate its commitment to provide additional resources
and training to effectively enforce the country’s enhanced AML/CFT regime. Belize should
become a party to the UN Convention against Corruption.

Benin

Money laundering occurs in Benin through its banking system and money service businesses.
Other schemes include trade-based money laundering, the purchase of real estate, bulk cash
smuggling, and the use of shell companies.

Benin serves as a regional re-export hub across various industries and is, therefore, vulnerable to
money laundering. Particular cases linked to Benin include the proceeds of narcotics trafficking
being comingled with the sale of imported used cars primarily in neighboring countries. In
recent years, Benin was involved in large international schemes in which Lebanese financial
institutions linked to Hezbollah, were used to launder and move criminal proceeds through West
Africa and back into Lebanon. As part of the schemes, funds were wired from Lebanon to the
United States to buy used cars, which were then shipped to Benin and sold throughout West
Africa. Profits from the sale of these cars were combined with drug proceeds from Europe and
subsequently sent to Lebanon via bulk cash smuggling and deposited into the Lebanese financial
system. Hezbollah, which the U.S. Department of State has designated as a Foreign Terrorist
Organization, reportedly derived financial support from the criminal activities of this network.

There is also significant informal trade with Nigeria of consumer goods including frozen poultry,
medicine and vegetable oil. A large percentage of automotive fuel sold in Benin is informally
imported from Nigeria through illicit markets. Internet fraud is also common with recent arrest
of cybercriminals claiming to have links to fraudulent operations in several West African
countries. Benin is a transit point for cocaine and heroin moving from Latin America, Pakistan,
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and Afghanistan into Europe and Southeast Asia. Human trafficking and corruption also are of
serious concern.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES
KYC covered entities: Banks, cash couriers, casinos, insurance companies, post office, real
estate agents, lawyers, notaries, non-governmental organizations, travel agents, and dealers
of precious metals, stones, and artifacts

SUSPICIOUS TRANSACTION REPORTING (STR) REQUIREMENTS:
Number of STRs received and time frame: 29 in 2012
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, cash couriers, casinos, insurance companies, post office, real
estate agents, lawyers, notaries, non-governmental organizations, travel agents, and dealers
of precious metals, stones, and artifacts

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: 0in 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Benin is a member of the Inter-Governmental Action Group against Money Laundering in West
Africa (GIABA), a FATF-style regional body. Its most recent mutual evaluation can be found
at: www.giaba.org/reports/mutual-evaluation/Benin.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
The Government of Benin has taken steps to construct an AML/CFT regime; however, it suffers

from poor information sharing and cooperation among government agencies and departments.
Additionally, Benin’s law enforcement is hindered by a lack of financial crimes expertise. There
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is little data to reliably measure progress in combating money laundering. The Government of
Benin has established a financial crime unit (Sous-Direction des Affaires Economiques et
Financieres) under the Judicial Police Directorate (Direction centrale de la Police judiciaire).

KYC and suspicious transaction reporting (STR) requirements are not routinely implemented.
AMVLJ/CFT controls are not applied to non-bank financial institutions, despite their coverage
under the law. Despite a requirement to declare transfers of funds equal to or exceeding
2,000,000 FCFA (approximately $3,500) across borders, Benin customs authorities do not
evaluate cross-border currency declarations for money laundering purposes and do not share data
with the financial intelligence unit (FIU).

Benin should strengthen both its specialized financial crime unit and its FIU. Benin also should
ensure its laws are fully implemented across all relevant sectors, including non-bank businesses
and professions.

Bermuda

Bermuda, a British Overseas Territory, is a major offshore financial center. It is the third largest
reinsurance center in the world and the second largest captive insurance domicile. Bermuda is
not a drug source or major drug transit country. The little money laundering that occurs in
Bermuda is believed to be principally related to the domestic drug trade. Money laundering
proceeds are controlled primarily by domestic gangs, which have proliferated in recent years.

There is no significant black market for smuggled goods in Bermuda. There is no known money
laundering/terrorist financing activity through free trade zones, or money or other value transfer
services in Bermuda. Bermuda does not permit offshore banks. A foreign bank may establish a
subsidiary as a Bermuda company with its own board of directors, but it may not establish a
branch. Bermuda does not permit bearer shares, nor does it permit shell companies. Sports
betting is legal, but online betting and casinos are not permitted. The current government has
stated it intends to propose legislation to allow limited casino gambling.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: Combination
approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
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Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Banks, money service businesses, trustees, securities brokers and
financial management firms, long-term insurance companies, insurance managers and
brokers, fund administrators, investment fund operators, independent legal advisers and
accountants, and corporate service providers

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 256: January 1 - October 31, 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: All persons in the course of their “trade, profession, business or
employment”

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 39: January 1 - October 31, 2014
Convictions:  7: January 1 - October 31, 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Bermuda is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&qid=351&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In March 2014, Bermuda enacted the Charities Act 2014, effective December 31, 2014. The
2014 Charities Act clarifies what is meant by charity, gives the Registrar and Charity
Commissioners increased regulatory authority, and strengthens reporting requirements for
registered charities. The Charities Regulations 2014 were published on November 12, 2014, also
effective December 31, 2014. The Charities (Anti-Money Laundering and Anti-Terrorist)
Financing Regulations were pending legislative consideration in November 2014.

In 2014, cash seizures amounted to $61,495 and forfeitures to $535,134.

The majority of filed suspicious transaction reports (STRs) continue to show a trend of
suspicious currency exchanges, with 75 percent of the STRs involving the exchange of Bermuda
currency for a foreign currency, usually U.S. dollars. The Financial Intelligence Agency
Bermuda believes it is highly likely the reported cash exchanges are intimately connected with
Bermuda’s drug trade.

The Government of Bermuda works closely with international partners. In November 2014,
Bermuda complied with a request from the U.S. Department of Justice (DOJ) to restrain funds
and provide the DOJ with bank account information in an ongoing fraud case. Also in 2014, the
regulatory Bermuda Monetary Authority assisted the Securities and Exchange Commission with
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the collection of documents and testimony in five separate cases. As of October 31, 2014, four
money laundering cases were before the courts, including one carried over from 2013.

As a British Overseas Territory, Bermuda cannot sign or ratify international conventions on its
own, but the UK, which is responsible for Bermuda’s international affairs, may extend the
ratification of any convention to Bermuda and permit the Government of Bermuda to sign
treaties and memoranda of cooperation or understanding with other countries. The 1988 UN
Drug Convention was extended to Bermuda in 1995. The UK extended to Bermuda the UN
Convention against Transnational Organized Crime on August 5, 2014, and the International
Convention for the Suppression of the Financing of Terrorism on October 3, 2014. The UN
Convention against Corruption (UNCAC) has not yet been extended to Bermuda, although the
government of Bermuda is preparing the necessary legislation to enshrine the articles of UNCAC
in domestic law.

Bolivia

Bolivia is not a regional financial center, but remains vulnerable to money laundering. Illicit
financial activities are related primarily to cocaine trafficking, and include corruption, tax
evasion, smuggling, and trafficking in persons. Criminal proceeds laundered in Bolivia are
derived from smuggling contraband and from the foreign and domestic drug trade.

There is a significant market for smuggled goods in Bolivia. Chile is the primary entry point for
illicit products, which are then sold domestically or informally exported to Brazil and
Argentina. An estimated 70 percent of Bolivia’s economy is informal, with proceeds entering
the formal market through the financial system; informal exchange houses and non-registered
currency exchanges are illegal. There is no indication the illicit financial activity is linked to
terrorism financing, though lack of proper safeguards creates a vulnerability to such

activity. Much of the informal economic activity occurs in non-regulated commercial markets
where many products can be bought and sold outside of the formalized tax system. Public
corruption is common in these commercial markets and money laundering activity is likely.

The Bolivian financial system is moderately dollarized, with some 25 percent of deposits and 11
percent of loans distributed in U.S. dollars rather than Bolivianos, the national currency. Bolivia
has 13 free trade zones for commercial and industrial use located in El Alto, Cochabamba, Santa
Cruz, Oruro, Puerto Aguirre, Desaguadero, and Cobija. Casinos (hard gaming) are illegal in
Bolivia. Soft gaming (e.g., bingo) is regulated; however, many operations have questionable
licenses.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO
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CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, micro-financial institutions, insurance companies, exchange
houses, remittance companies, securities brokers, money transport companies, and financial
intermediaries

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 422 in 2012
Number of CTRs received and time frame: Not available
STR covered entities: Banks, micro-financial institutions, insurance companies, exchange
houses, remittance companies, securities brokers, money transport companies, and financial
intermediaries

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 40 in 2014
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Bolivia is a member of the Financial Action Task Force of Latin America (GAFILAT), a FATF-
style regional body. Its most recent mutual evaluation can be found
at: http://www.gafilat.org/UserFiles/documentos/en/evaluaciones_mutuas/Bolivia_3era_Ronda

2011.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In recent years Bolivia has enacted several laws and regulations that, taken together, should help
the country to more actively fight corruption, terrorism, and money laundering. The Government
of Bolivia should continue its implementation of the laws and regulations with the goal of
identifying criminal activity that results in investigations, criminal prosecutions, and convictions.

In April 2013, via Supreme Decree 1533, Bolivia established specific procedures for freezing
assets that include procedures for permitting assets to be accessed in specific cases when
individuals have no other mechanisms to pay basic expenditures such as food and medical bills.

A continued lack of personnel in the financial intelligence unit, the UIF, combined with
inadequate resources and weaknesses in Bolivia’s legal and regulatory framework limit the UIF’s
reach and effectiveness. Given the UIF’s limited resources relative to the size of Bolivia’s
financial sector, compliance with reporting requirements is extremely low. The exchange of

66


http://www.gafilat.org/UserFiles/documentos/en/evaluaciones_mutuas/Bolivia_3era_Ronda_2011.pdf
http://www.gafilat.org/UserFiles/documentos/en/evaluaciones_mutuas/Bolivia_3era_Ronda_2011.pdf

Money Laundering and Financial Crimes

information between the UIF and appropriate police investigative entities is also limited,
although the UIF does maintain a database of suspect persons that financial entities must check
before conducting business with clients.

In May 2014, Bolivia issued Supreme Decree 910 transferring control of Bolivia’s UIF from
ASFI (Bolivia’s financial regulatory body) to the Ministry of Economy and Public Finance. The
government’s goal was to decentralize the UIF, giving it a greater degree of independence.
However, since the move, statistics that were previously available to the public are no longer
available online. Bolivia should rectify this issue and ensure statistics related to its AML/CFT
regime are released.

Bolivia does not have a mutual legal assistance treaty with the United States; however, various
multilateral conventions to which both countries are signatories are used for requesting mutual
legal assistance.

Bolivia should continue to strengthen its AML/CFT regime by addressing identified weaknesses.

Bosnia and Herzegovina

Bosnia and Herzegovina (BiH) has primarily a cash-based economy and is not an international or
regional financial center. Most money laundering activities in BiH are for the purpose of
evading taxes. A lesser amount involves concealing the proceeds of illegal activities including
trafficking in persons, illicit drugs, organized crime, and corruption.

With porous borders and weak enforcement capabilities, BiH is a significant market and transit
point for smuggled commaodities, including cigarettes, illicit drugs, firearms, counterfeit goods,
lumber, and fuel oils. Bulk cash couriers also are used by organized criminal elements and
potential terrorist financiers. There is no indication BiH law enforcement has taken action to
combat the trade-based money laundering likely to be occurring in the country. Corruption is
endemic, affecting all levels of the economy and society.

On June 1, 2014, the Select Committee of Experts on the Evaluation of Anti-Money Laundering
Measures and the Financing of Terrorism (MONEYVAL) issued a Public Statement noting
BiH’s failure to amend its AML/CFT law to correct important deficiencies. In a follow-up
Public Statement issued on December 12, 2014, MONEY VAL continues to recommend that
countries and jurisdictions advise their financial institutions to pay special attention to
transactions with persons and financial institutions from or in BiH.

There are four active free trade zones (FTZs) in BiH, with production based mainly on
automobiles, forestry and wood products, and textiles. There have been no reports these areas
are used in trade-based money laundering. The Ministry of Foreign Trade and Economic
Relations is responsible for monitoring FTZ activities.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/
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DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entities: Banks, currency exchange offices, and entities issuing, managing, and
processing transactions with debit and credit cards and other means of payment; financial
leasing firms; insurance companies; post offices; investment and mutual pension companies;
stock exchanges and stock exchange agencies; casinos and gaming enterprises; dealers in
vehicles, art, and precious metals and stones; lawyers; notaries; auditors and accountants; real
estate brokers; company formation agents; trusts and asset managers; pawnshops; travel
agents; auctioneers; privatization agencies; and charities

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 167: January 2014 - September 2014
Number of CTRs received and time frame: 283,582: January 2014 - September 2014
STR covered entities: Banks, currency exchange offices, and entities issuing, managing, and
conducting transactions with debit and credit cards and other means of payment; financial
leasing firms; insurance companies; post offices; investment and mutual pension companies;
stock exchanges and stock exchange agencies; casinos and gaming enterprises; dealers in
vehicles, art, precious metals and stones; lawyers; notaries; auditors and accountants; real
estate brokers; company formation agents; trusts and asset managers; pawnshops; travel
agents; auctioneers; and charities

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 2: January 2014 - September 2014
Convictions:  4: January 2014 - September 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Bosnia and Herzegovina is a member of Council of Europe Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism
(MONEYVAL), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/BH_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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BiH’s political structure and ethnic politics hinder the effectiveness of its AML/CFT regime.
Coordination of law enforcement efforts among the multiple jurisdictional levels in BiH - the
State, the two entities (the Federation of Bosnia and Herzegovina and the Republika Srpska), and
Brcko District — is improving, but additional efforts are necessary.

Criminal codes and criminal procedure codes from the State, the two entities, and Brcko District
were enacted and harmonized in 2003, but further harmonization is necessary. Since the State
does not have the resources to investigate all money laundering violations, the respective
criminal codes complement one another. The jurisdictions, however, maintain separate bank
supervision and enforcement/regulatory bodies. Although BiH has an overarching law providing
a framework for implementing UNSCRs, in some cases, it lacks appropriate implementing
regulations.

In June 2014, the BiH Parliament adopted changes to the Law on Prevention of Money
Laundering and Terrorist Financing, including an increased ability to monitor domestic
politically exposed persons (PEPs) and a clarified and enhanced ability to disseminate
information to domestic law enforcement agencies. Additionally, the BiH decided to retain a law
enforcement model financial intelligence unit (FIU). However, due to internal political
obstacles, Parliament failed to pass amendments to the criminal code that would result in
punishments for suspects caught breaking the updated law.

Customs officials have the authority to seize unreported currency in excess of the equivalent of
$3,460 transported across the border. The dispositions of these seized currencies are handled in
minor offense proceedings, in accordance with laws established at the entity level within BiH. If
the seized currency is suspected of having criminal origins, or of being the proceeds of money
laundering activity, the State Investigation and Protection Agency (SIPA) Financial Intelligence
Department (FID), the FIU, has the authority to temporarily seize the funds and initiate criminal
proceedings. In addition, BiH law requires customs officials and the Indirect Tax Administration
to notify the FID of all reported cross-border transportation of cash and securities in excess of the
equivalent of $6,920. Nevertheless, due to weak enforcement and corruption, large amounts of
currency leave and enter the country undetected.

In the first nine months of 2014, authorities believe an estimated KM 19.3 million
(approximately $11.8 million) was laundered in BiH. This money was funneled through the
financial system into legal money flows. The SIPA confirmed that the resulting damage to the
budget was KM 9.1 million (approximately $5.5 million). The volume of money laundering is
estimated to be higher in 2014 than in 2013.

As of November 2014, the FID had submitted eight investigative reports to the prosecutor’s
office; subsequently, the Prosecutor’s office issued 10 orders freezing accounts. Based on these
orders, transactions in the amount of KM 3.8 million (approximately $2.4 million) were blocked.
The SIPA reported that, in a few of the cases it was investigating, the accounts of offshore
companies were used to transfer money. In many cases money is transferred from company
accounts to individual accounts and vice versa; it is hard to determine the origin of the money
and the real purpose of these transactions. Officially, the FID has access to other government
entities’ records, and formal mechanisms for interagency information sharing are in place. In
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practice, however, the FID has only indirect access to the full range of databases required to
perform proper analysis.

Bosnia and Herzegovina’s law enforcement and customs authorities should take additional steps
to control the integrity of the borders and limit smuggling. BiH should completely implement its
anti-corruption strategy and combat corruption at all levels of commerce and government. The
government should also adopt a comprehensive asset forfeiture law that implements a formal
mechanism for the administration of seized assets, and should enact implementing legislation for
the international conventions to which it is a party.

Botswana

Botswana aspires to be a regional financial center under its national Economic Diversification
Drive strategy. Although money laundering in Botswana is not primarily related to narcotics,
there has been an increase in drug trafficking in recent years, as well as in the sophistication and
level of organization of cross-border crime. The presence of organized criminal groups
continues to grow, as is the trade in second-hand cars, which present certain risks related to
money laundering. In recent years there has been an increase in the amount and frequency of
fraud perpetrated against large organizations, e.g., banks or government departments, typically
with the collusion of an employee, and money laundering prosecutions have centered on these
types of criminal activity. Botswana is a cash-based society, and there is insufficient
infrastructure to address money laundering and terrorism financing.

Botswana supplies many of the world’s diamonds. The stringent institutional framework for the
mining and processing of diamonds affords limited opportunity for organized diamond
smuggling. The smuggling that does occur is not believed to be linked to terrorism financing or
the laundering of criminal proceeds. The DeBeers’ Diamond Trading Company relocated from
London to Gaborone in 2013, and the Government of Botswana is seeking to expand its
downstream diamond manufacturing, which could result in additional wholesale and retail
diamond marketers setting up businesses in Botswana. The growth of this industry presents an
increased risk of money laundering and illicit financing activity.

Botswana operates the International Financial Service Center (IFSC), an organization
authorizing entities to provide offshore financial services. IFSC-accredited companies provide a
range of financial services, including fund management, banking, international insurance, and
intermediary services. Those services must be provided to clients outside Botswana and in
currencies other than the pula. The supervisory standards applied to domestic financial service
providers are also applicable to IFSC-authorized entities. Shell companies and anonymous
directors are prohibited.

The Botswana Authorities believe there is a low risk of terrorist activity in the country, but they
are increasingly concerned about the potential for terrorists to focus on Botswana as a soft target
and they acknowledge the risk of terrorism financing.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/
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DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: NO Domestic: NO
KYC covered entities: Banks, building societies, collective investment undertakings, the
Botswana Savings Bank, post offices, registered stockbrokers, long-term insurance
businesses, foreign exchange dealers, and the IFSC certification committee

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Banks, building societies, collective investment undertakings, the
Botswana Savings Bank, post offices, registered stockbrokers, long-term insurance
businesses, foreign exchange dealers, and the IFSC certification committee

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Botswana is a member of the Eastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.esaamlg.org/reports/me.php

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Financial Intelligence Agency (FIA) became operational in February 2014. As the financial
intelligence unit, the FIA is now processing suspicious transaction reports (STRs) and currency
transaction reports (CTRs). The FIA also is the secretariat of the National Coordinating
Committee on Financial Intelligence. The committee is the national policy-making body for
combating financial offenses. As of November 2014, the FIA has a director, three Analysis
Department staff, two Legal Department staff, and one Compliance Department staff member.
The FIA is currently adding four new positions and has requested additional staffing in the
government’s 2014/2015 budget cycle. Capacity-building training and technical assistance will
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be key to the FIA’s successful performance. The FIA is currently not publishing STR and CTR
data and is developing its data release policies. It also is preparing to replace manual STR
procedures with an electronic system in 2015.

In July 2014, the Parliament passed into law the Counter-Terrorism Act, the Proceeds and
Instruments of Crime Act, and the Anti-Human Trafficking Act. The Proceeds and Instruments
of Crime Act introduces a system for identifying and forfeiting assets. Previously, the
Directorate of Public Prosecution’s Asset Forfeiture Unit had seized assets before trial, but they
could only be forfeited or confiscated after conviction. The Counter-Terrorism Act criminalizes
the financing of terrorism, makes it a crime not to report suspected terrorist financing, and
introduces the ability to freeze terrorist assets without delay. There have been no terrorism or
terrorism financing-related prosecutions. These systems and provisions were introduced by law
in July 2014 and the Proceeds and Instruments of Crime Act and the Anti-Human Trafficking
Act enter into force on January 1, 2015. The Government of Botswana is currently establishing
the necessary institutions in order to implement the Counter-Terrorism Act. None of the AML-
related laws and regulations of Botswana contains requirements related to politically exposed
persons (PEPS), foreign or domestic.

An amendment to the Firearms and Ammunition Act addressing arms proliferation remains
pending with Parliament. The Non-Bank Financial Institutions Regulatory Authority is
responsible for AML oversight of non-financial institutions. However, there is no legal
provision in Botswana for a covered entity, other than a bank, to actually monitor for complex,
unusually large transactions, or unusual patterns of transactions with no apparent lawful purpose.

The Directorate on Corruption and Economic Crime is actively investigating an increasing
number of corruption cases, but the Directorate of Public Prosecutions is extremely under-
resourced and lacks the training and experience to obtain convictions in those cases.

Botswana took concrete measures to improve its AML/CFT regime in 2014, although further
steps are needed to bring it fully in line with international standards. The FIA is working toward
commencing its National Risk Assessment in early 2015. This process will provide insights into
the strengths and weaknesses of Botswana’s AML/CFT regime and clarify next steps and
priority issues.

Brazil

In 2014, Brazil was the world’s seventh largest economy by nominal GDP. It is a major drug-
transit country, as well as one of the world’s largest consumer countries. Sao Paulo, Brazil’s
largest city, is considered a regional financial center for Latin America. Money laundering in
Brazil is primarily related to domestic crimes, especially drug trafficking, corruption, organized
crime, gambling, and trade in various types of contraband and counterfeit goods. Laundering
channels include the use of banks, real estate investment, financial asset markets, luxury goods,
remittance networks, informal financial networks, and trade-based money laundering.

Sdo Paulo and the Tri-Border Area (TBA) of Brazil, Argentina, and Paraguay possess high risk
factors for money laundering. In addition to weapons and narcotics, a wide variety of counterfeit
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goods, including CDs, DVDs, and computer software (much of it of Asian origin), are routinely
smuggled across the border from Paraguay into Brazil. In addition to Sdo Paulo and the TBA,
other areas of the country are also of growing concern. The Government of Brazil and local
officials in the states of Mato Grosso do Sul and Parana, for example, report increased
involvement by Rio de Janeiro and S&o Paulo gangs in the already significant trafficking in
weapons and drugs that plagues Brazil’s western border states.

Brazil has four free trade zones/ports (FTZs). The government provides tax benefits in certain
FTZs, which are located to attract investment to the country’s relatively underdeveloped North
and Northeast regions.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: NO civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES
KYC covered entities: Commercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; credit card companies; money remittance businesses; factoring companies;
gaming and lottery operators and bingo parlors; dealers in jewelry, precious metals, art, and
antiques

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Commercial and savings banks and credit unions; insurance
companies and brokers; securities, foreign exchange, and commodities brokers/traders; real
estate brokers; credit card companies; money remittance businesses; factoring companies;
gaming and lottery operators and bingo parlors; dealers in jewelry, precious metals, art, and
antiques

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
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With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Brazil is a member of the FATF and the Financial Action Task Force of Latin America
(GAFILAT), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.fatf-gafi.org/countries/a-c/brazil/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Brazil does not maintain comprehensive statistics on money laundering prosecutions and
convictions. Only combined figures are available for STRS/CTRs. As long as these reports are
aggregated, it may be difficult to determine patterns of STR submission by volume, type of filer,
or type of violation.

The Government of Brazil achieved visible results over the last few years from investments in
border and law enforcement infrastructure. Anti-smuggling and law enforcement efforts by state
and federal agencies increased. Brazilian Customs and the Brazilian Tax Authority continue to
take action to suppress the smuggling of drugs, weapons, and contraband goods along the border
with Paraguay. The Federal Police have Special Maritime Police Units that aggressively patrol
the maritime border areas.

Some high-priced goods in the TBA are paid for in U.S. dollars, and cross-border bulk cash
smuggling is a concern. Large sums of U.S. dollars generated from licit and suspected illicit
commercial activity are transported physically from Paraguay into Brazil. From there, the
money may make its way to banking centers in the United States. However, Brazil maintains
some control of capital flows and requires disclosure of the ownership of corporations.

In March 2014 law enforcement authorities dismantled a criminal ring involved in drug
trafficking, tax evasion, gemstone smuggling, illegal mining, and other crimes, and alleged to
have laundered about 10 billion reals (approximately $3.8 billion). The operation, called Lava
Jato, or Jet Wash, because the money laundering scheme used a number of gas stations and dry
cleaners to launder some of the illicit funds, was linked to the previous arrest of a suspect
stopped at a Brazilian airport with nearly $300,000 stuffed in his socks. This individual had ties
to a Lebanese gang that smuggled illegal goods from Paraguay. The investigation is ongoing.

Brazil’s Trade Transparency Unit, in partnership with U.S. Immigration and Customs
Enforcement, analyzes, identifies, and investigates companies and individuals involved in trade-
based money laundering activities between the two countries. As a result of data comparison,
the government identified millions of dollars of lost revenue.

Brazil is a party to the UN International Convention for the Suppression of the Financing of
Terrorism; however, Brazil does not criminalize terrorism financing in a manner consistent with
international standards. The Brazilian Senate’s Commission on Human Rights reviewed draft
legislation that would address this deficiency in 2014 but shelved it due to civil society concerns.
Brazil should pass legislation to fix this gap in its legal framework.

/74


http://www.fatf-gafi.org/countries/a-c/brazil/

Money Laundering and Financial Crimes

British Virgin Islands

The British Virgin Islands (BV1) is a UK overseas territory. The economy depends greatly on
tourism and the offshore financial sector. BVI is a well-established, sophisticated financial
center offering accounting, banking, and legal services; captive insurance; company
incorporations; mutual funds administration; trust formation; and shipping registration. The
Financial Services Commission (FSC) is the sole supervisory authority responsible for the
licensing and supervision of financial institutions under the relevant statutes. The FSC’s most
recent statistical bulletin was published in December 2014, reflecting data as of September 2014.
The bulletin notes there are 480,932 active companies, six licensed banks, 231 other fiduciary
companies, and 2,175 investment businesses and funds registered with the FSC. The banking
sector has assets valued at $2.4 billion as of June 2014.

Exploitation of its offshore financial services, the unique share structure that does not require a
statement of authorized capital, and the lack of mandatory filing of ownership information pose
significant money laundering risks to the BVI. The BVI is a favored destination for registering
shell companies that can be established for little money in a short amount of time. There are
reports that a substantial percentage of BVI’s offshore business comes from China.

Tourism accounts for 45 percent of the economy and employs the majority of the workforce;
however, financial services contribute over half of government revenues. The BVI’s proximity
to the U.S. Virgin Islands and the use of the U.S. dollar for its currency pose additional risk
factors for money laundering. The BVI, similar to other jurisdictions in the Eastern Caribbean, is
a major target for drug traffickers, who use the area as a gateway to the United States. BVI
authorities work with regional and U.S. law enforcement agencies to mitigate the threats.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks; currency exchanges; charities and nonprofit associations;
dealers in autos, yachts, and heavy machinery; dealers in precious metals and stones; leasing
companies; real estate agents, lawyers, other independent legal advisers, and accountants

REPORTING REQUIREMENTS:
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Number of STRs received and time frame: 235 in 2013

Number of CTRs received and time frame: Not applicable

STR covered entities: Banks; currency exchanges; charities and nonprofit associations;
dealers in autos, yachts, and heavy machinery; dealers in precious metals and stones; leasing
companies and money services institutions; real estate agents, lawyers, other independent
legal advisers, and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 01in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

BVI is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style regional
body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&Qid=327&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Recently, BVI implemented a supervisory regime for all designated non-financial businesses and
professions, including legal advisors, accountants, and dealers in precious metals and stones, as
well as nonprofit organizations. BVI uses suspicious activity reports (SARs) rather than
suspicious transaction reports (STRs). SARs, in general, relate to suspicious activities by a
broad range of entities, rather than suspicious financial transactions. Therefore, the cited
numbers encompass all types of suspicious activities, including those of a financial nature.

Most penalties for AML violations have maximums ranging from $250,000 - $500,000 when
action is taken through the courts. The FSC can impose administrative fines up to $100,000.
From January through September 2014, the Enforcement Committee reviewed 96 enforcement
cases, resulting in four administrative penalties, three cease and desist orders, three license
revocations, and nine warning letters.

There is strong collaboration between BV1 law enforcement and regional as well as U.S. law
enforcement agencies, which has resulted in several successful operations targeting drug
smuggling and drug dealing. There have been 24 money laundering related prosecutions and 13
convictions since 2008.

The BVI is a UK Caribbean overseas territory and cannot sign or ratify international conventions
in its own right. Rather, the UK is responsible for the BVI’s international affairs and may
arrange for the ratification of any convention to be extended to the BVI. The 1988 Drug
Convention was extended to the BVI in 1995. The UN Convention against Corruption was
extended to the BVI in 2006. The International Convention for the Suppression of the Financing
of Terrorism and the UN Convention against Transnational Organized Crime were extended to
the BV1 in 2012.
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In June 2013, the Government of the United Kingdom announced plans for the UK and its
overseas territories and crown dependencies to establish mandatory registers of beneficial
ownership. It has since indicated that such registers will be publicly available. The government
of the BVI should work toward the goal of making information on beneficial ownership of
offshore entities available for legitimate requests by international law enforcement and,
eventually, to the public.

Brunei Darussalam

Brunei is not a regional financial center. Brunei does have a small offshore financial center and
its proximity to high crime regions, along with its large foreign worker population and limited
AML/CFT institutional capacity, make it vulnerable to cross-border criminal activity.
Domestically, Brunei is a low threat country for money laundering and terrorism financing.
Proceeds of crime generally originate from fraud, gambling, the drug trade, and fuel smuggling.
There are also concerns about an increase in cybercrime, and in particular, financial fraud such
as pyramid schemes and e-mail scams. Gambling is illegal, and Brunei has a mandatory death
penalty for many narcotics offenses, although it hasn’t been used for many years.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks; TAIB, the government-owned Islamic trust fund; insurance
companies; finance companies, mutual fund dealers, and securities dealers; money exchange
companies; money remittance companies; registered agents, trustees, and trust and company
service providers; real estate agents; casinos (although there are none in Brunei); dealers in
precious metals, precious stones, and jewelry; advocates, solicitors, notaries, other
independent legal professionals, and accountants

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 103: January 1 - November 17, 2014
Number of CTRs received and time frame: 33,852: January 1 - November 17, 2014
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STR covered entities:  Banks; TAIB; insurance companies; finance companies, mutual fund
dealers, and securities dealers; money exchange companies; money remittance companies;
registered agents, trustees, and trust and company service providers; real estate agents;
casinos (none currently in Brunei); dealers in precious metals, precious stones, and jewelry;
advocates, solicitors, notaries, other independent legal professionals, and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Brunei is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.apgml.org/mutual-evaluations/documents/default.aspx?pcPage=3

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Since January 1, 2014, the Financial Intelligence Unit (FIU) of the Autoriti Monetari Brunei
(AMBD), Brunei’s central bank, has increased training of reporting entities on suspicious
transaction reports (STRs) and AML/CFT requirements. The FIU recently acquired a database
and analysis tool, enabling the submission of STRs online. As a result, the FIU has reported an
increase of reported STRs. The FIU became a member of the Egmont Group of Financial
Intelligence Units in June 2014.

Beginning in 2014, companies in the remittance and money changing sectors are required to
submit a monthly report of all transactions to AMBD to enable better supervision. Onsite
inspections are underway for all licensees as a prerequisite for renewal of licenses. These
inspections are intended to ensure all licensees are in compliance with all laws and regulations
stipulated by AMBD as well as AML/CFT requirements.

Investment fraud and illegal deposit taking are considered unlicensed activities and are closely
monitored by the Enforcement Unit within the FIU. A working committee was established under
the National Anti-Money Laundering and Combating the Financing of Terrorism Committee
(NAMLC), composed of the FIU; Capital Market and Takaful/Insurance Supervision Division,
AMBD; Attorney-General’s Chambers; Commercial Crime Investigation Division, Royal Brunei
Police Force; Internal Security Department; Ministry of Home Affairs; Royal Customs and
Excise Department; and Immigration and National Registration Department. The objective of
the working committee is to facilitate the exchange of information and coordinate efforts.

Law enforcement agencies have received additional training to improve their capacity to
investigate, particularly in the areas of money laundering, terrorism financing, and other serious
crimes. About 50 law enforcement personnel received training on financial investigation and on
cross-border control of cash and bearer negotiable instruments in 2014. These courses were
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funded by the NAMLC with the objective of building capacity of these investigators. Law
enforcement agencies currently are developing procedures on conducting financial
investigations, in line with powers and responsibilities given by the Criminal Asset Recovery
Order, 2012. A similar manual is being drafted for Prosecutors.

During 2014, Brunei detained a foreign national (member of Jemaah Islamiyah) under the
Internal Security Act (Chapter 133) for involvement in terrorist related activities.

In 2014, the NAMLC endorsed an updated National Strategy on Anti-Money Laundering and
Combating Financing of Terrorism for the period Fiscal Year 2014 - 2016. The new National
Strategy builds upon the previous strategy, along with an AML/CFT national risk assessment,
and addresses effective law enforcement, strengthening supervision activities and regional and
international AML/CFT cooperation, and ensuring an effective AML/CFT regime. Brunei is
obtaining technical assistance from international donors to conduct a national risk assessment on
money laundering and terrorism financing.

Brunei should continue its efforts to ensure intellectual property crimes are fully criminalized
and prosecute offenders. While Brunei Darussalam issued a notice to banks to conduct enhanced
due diligence on politically exposed persons (PEPs) in 2011, it is unclear how effective this
instruction has been. Authorities should continue developing operating procedures and training
investigators.

Bulgaria

Bulgaria’s geo-strategic location as an entry point into Europe, as well as persistent problems
with the rule of law, makes the country a significant source of money laundering. This is
exacerbated by the large, cash-based grey economy and high levels of corruption, which
increased in 2014. Other activities that are connected or lead to money laundering in Bulgaria
are tax and custom offenses; fraud; usury; cybercrime, especially ATM and credit card fraud,;
and the trade of contraband goods, such as cigarettes, alcohol, and fuel.

Industries that Bulgarian criminals use for money laundering include tourism, gaming, retail,
construction, healthcare, and energy. Within these sectors, small businesses are created to hide
laundered funds, increasingly in offshore territories where ownership is difficult to trace. The
businesses most frequently used for this purpose in 2014 were casinos, hotels and night clubs,
car dealerships, shopping centers, pawn shops, and metal scrap collectors.

A significant facet of the grey economy in Bulgaria is large-scale tax evasion, particularly of
value-added tax (VAT) and excise duties. Proceeds from VAT fraud are significant and are
largely transferred out of the country to foreign accounts held by offshore companies. They are
then returned to Bulgaria and declared as loans, thus creating a legal origin for future use.
Evasion of social security payments, through unreported income and informal employment
arrangements, continues to be widespread.

The flow of remittances sent home by Bulgarians working abroad is difficult to measure, but
according to official statistics, it is increasing.
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Bulgaria’s banking sector is dominated by foreign-owned banks. Domestic banks, which
account for one quarter of the sector, are more vulnerable to money laundering than their
international competitors due to less oversight and the need to hold riskier portfolios to compete.

The six free trade zones in Bulgaria operate under outdated and permissive legislation, which
allows firms to avoid paying customs fees on taxable goods, such as gas derivatives and
cigarettes sold within Bulgaria.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: NO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: NO  Domestic: YES
KYC covered entities: Banks, money exchangers, insurance companies, investment funds,
notaries, gaming businesses, securities dealers, real estate brokers, political parties, sports
clubs, non-profit organizations (NPOs), lawyers, auditors, and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 1,179: January 1 - June 30, 2014
Number of CTRs received and time frame: 97,260: January 1 - June 30, 2014
STR covered entities: Banks and money exchangers; insurance companies; investment
funds; gaming businesses; securities dealers and company service providers; real estate
brokers; political parties, professional organizations, and trade unions; sports clubs; NPOs;
dealers of autos, arms, petrol, and petrochemical products; accountants, notaries, and lawyers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 41 in 2013
Convictions: 16 in 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Bulgaria is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
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regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Bulgaria en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Bulgarian AML legislation is generally in line with international standards. However, some
deficiencies remain concerning the list of predicate offenses, which does not cover all categories
of piracy, market manipulation, and insider trading, as well as all aspects of terrorism financing.

The primary responsibility for AML measures for all reporting entities rests with the Financial
Intelligence Directorate of the State Agency for National Security (FID), the country’s financial
intelligence unit. The Bulgarian National Bank (BNB) also has a Special Supervision
Directorate to investigate banks for compliance with the money laundering and terrorist
financing requirements. However, the 2014 bankruptcy of Bulgaria’s fourth largest bank (CCB)
and a run on the country’s third largest bank (FIB) exposed serious flaws in the accounting and
auditing of bank transactions, as well as bank supervision, which appear to have been subject to
political influence. In addition to the bankruptcy proceeding, an investigation is ongoing against
CCB’s owner for embezzlement and a BNB Deputy Governor for dereliction of supervisory
duties.

The national Strategy for Combating Money Laundering (2011-2015) remains in place, although
political volatility in 2013 and 2014 hampered enforcement. Implementation of the new non-
conviction-based asset forfeiture legislation, which allows investigation and seizure without
criminal conviction, began in 2014. Many cases are currently underway but results have yet to
be seen.

Although reporting by non-bank institutions, such as gaming entities, investment intermediaries,
notaries, NPOs, and leasing companies has increased, it continues to be low. FID’s resources
remain limited, particularly with respect to performing onsite inspections in non-banking
institutions. Publically available information on persons who own, control, or direct the
activities of NPOs is not consistently maintained.

Financial crime enforcement capacity is limited. Aggressive prosecution of money laundering
cases is significantly hampered by the lack of financial expertise within law enforcement and the
Prosecution Service, and by the limited available pool of independent experts. Slow introduction
of e-government initiatives, especially for public procurement, has created opportunities for
fraud and impeded law enforcement efforts. Other limitations are based on a reluctance of key
witnesses to testify against organized criminal groups and lack of incentives to motivate
prosecutors to take on such complex cases. The authorities generally opt to pursue easy-to-
prove, low level corruption and related money laundering cases. These investigations rarely go
deeper into the target’s tax history and affiliation with political patrons. In November 2013,
prosecutors launched a money laundering investigation into an influential Bulgarian politician
who resigned as Deputy Speaker of Parliament days before being formally charged with the
crime. An inspection of his assets for possible recovery through the civil court system is still
ongoing.
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The government did not identify, freeze, seize, or forfeit any terror-related assets.

Burkina Faso

Burkina Faso is not a regional financial center. Its economy is primarily cash-based, and most
economic activity takes place in the informal sector. Only an estimated 13 percent of the
population had bank accounts as of 2012. Burkina Faso lacks the resources necessary to monitor
adequately the movement of goods and people across its porous borders. Narcotics trafficking,
smuggling, contraband sales, and black market currency transfers occur within the country.
Corruption, a lack of resources, and overburdened and weak judicial and law enforcement
systems are major challenges to the government’s ability to counter these activities. Burkina
Faso continues to struggle with corruption in its customs service and, to a lesser degree, in the
National Police, increasing the country’s vulnerability to smuggling and money laundering.

Following the abrupt resignation of former President Blaise Compaore in October 2014 due to a
popular uprising, the country is under a transitional government until elections are held, likely in
November 2015, and this could hamper administrative and judicial functions. It could also
increase the country’s susceptibility to illicit activities including smuggling and money
laundering.

While there is no significant domestic market for illicit or smuggled goods in Burkina Faso, there
is evidence that goods have been smuggled across the country’s borders and through the airport
in Ouagadougou, specifically narcotics, cigarettes, and endangered animal species. Those
involved in smuggling are generally not producers, organizers, or financiers; they are generally
low-level couriers serving criminal and trafficking networks based in neighboring countries.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: The Public Treasury, Central Bank of West African States (BCEAO),
banks and microfinance organizations, exchange bureaus, independent legal professionals,
auditors, real estate agents, funds transporters, owners of casinos and lotteries, travel
agencies, nongovernmental organizations (NGOs), and agents selling high-value goods and
precious metals
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REPORTING REQUIREMENTS:
Number of STRs received and time frame: 52: January 1 - November 19, 2014
Number of CTRs received and time frame: 0 in 2014
STR covered entities: The Public Treasury, BCEAO, banks and microfinance organizations,
exchange bureaus, independent legal professionals, auditors, real estate agents, funds
transporters, owners of casinos and lotteries, travel agencies, NGOs, and agents selling high-
value goods and precious metals

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 4: January 1, 2014 - November 19, 2014
Convictions: 0in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Burkina Faso is a member of the Inter Governmental Action Group Against Money Laundering
in West Africa (GIABA), a FATF-style regional body. Its most recent mutual evaluation can be
found at: http://www.giaba.org/reports/mutual-evaluation/Burkina%20Faso.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Burkina Faso has a three-year strategy, from 2014-2016, for fighting
financial crime, but much of this strategy has not yet been implemented. One aspect, a
strengthening of financial disclosure requirements for government officials, has been included in
the charter for the transitional government that was adopted November 16, 2014. Until recently,
high-ranking government officials have been required to file financial disclosure forms with the
Constitutional Council on entering and leaving office. Under the new requirements, the
disclosure of the President will be published in the Official Journal, and the Court of Auditors
will be able to investigate the assets of high level government officials.

In May 2014, the government adopted a decree to regulate and track the proceeds of coin-
operated slot machines, which had previously not been regulated. Also in 2014, the government
put in place a committee on administrative asset freezing. It has not yet used its powers to freeze
assets in any particular case.

Burkina Faso’s financial intelligence unit (FIU) is the National Financial Information Processing
Unit (CENTIF). CENTIF reports there are 14 individuals currently being prosecuted for money
laundering or other financial crimes, with four new cases in 2014. It can take years for criminal

cases in Burkina Faso to reach a conclusion, and there were no convictions in 2013 or 2014.

Burkina Faso remains at risk of money laundering and faces threats emanating from predicate
criminal activities and insecurity in the Sahel region. Its capacity to respond to these threats
remains insufficient, although the Government of Burkina Faso continues to cooperate with
regional and global counterterrorism efforts. Records exchange with countries outside of the
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West African Economic and Monetary Union (WAEMU) is possible via bilateral agreement, and
Burkina Faso’s CENTIF is open to exchanging information with counterpart FIUs on a
reciprocal basis, which it has done in several cases.

Burkina Faso should move prosecutions of financial crimes through its court system,
demonstrate the effectiveness of its terrorist asset freezing regime, incorporate the WAEMU
directives on money laundering and terrorist financing into its national law, adopt procedures for
the declaration or disclosure of cross-border currency movements, and fully implement its
national strategy to combat money laundering and terrorism financing, especially given the
challenges inherent in the regional security environment. Furthermore, the Government of
Burkina Faso should strengthen due diligence measures in the financial system, the supervision
and monitoring of reporting entities, and international cooperation efforts.

Burma

Burma is not a regional or offshore financial center. Its economy is underdeveloped and its
historically isolated banking sector is just beginning to reconnect to the international financial
system. Burma’s prolific drug production and lack of financial transparency make it attractive
for money laundering. While its underdeveloped economy remains unattractive as a destination
to place funds, the low risk of enforcement and prosecution makes it potentially appealing to the
criminal underground. Besides narcotics, trafficking in persons; the illegal trade in wildlife,
gems, and timber; and public corruption are major sources of illicit proceeds. Many Burmese,
particularly emigrants remitting money from Thailand or Malaysia to family in Burma, have
relied on informal money transfer mechanisms, such as hundi. Alternative remittance systems
are abused by criminal networks.

Burma continues to be a major source of opium and exporter of heroin, second only to
Afghanistan. Since the mid-1990s, Burma has also been a regional source for amphetamine-type
stimulants. The 2014 joint Burma-UN Office of Drugs and Crime illicit crop survey reported
that for the eighth straight year, opium poppy cultivation increased. The government faces the
additional challenge of having vast swaths of its territory, particularly in drug producing areas
along Burma’s eastern borders, controlled by non-state armed groups. In some areas, continued
conflict between ethnic armed groups and Burma’s government allow organized crime groups to
function with minimal risk of interdiction. Burma’s long, porous borders are poorly patrolled.

Corruption is endemic in both business and government. State-owned enterprises and military
holding companies retain significant influence over the economy, including control of a
substantial portion of Burma’s natural resources. There is a continued push to privatize more
government assets. The privatization process provides potential opportunities for graft and
money laundering, including by business associates of the former regime and politicians in the
current civilian government, some of whom are allegedly connected to drug trafficking. Rising
trade and investment flows, involving a wider range of countries and business agents, also
provide opportunities for increased corruption and illicit activities. The rule of law remains
weak and Burma continues to face significant risk of narcotics proceeds being laundered through
commercial ventures.
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There are at least five operating casinos, including one in the Kokang special region near China,
that primarily target foreign customers. Little information is available about the regulation or
scale of these enterprises. They continue to operate despite the fact casino gambling is officially
illegal in Burma.

The FATF includes Burma in its October 24, 2014 Public Statement. The FATF does note that
Burma has made some progress in implementing its action plan, including the passage of new
AML and CT laws in 2014. Nevertheless, Burma still needs to address certain strategic
AML/CFT deficiencies, including adequately criminalizing terrorist financing; establishing and
implementing adequate procedures to identify and freeze terrorist assets; further strengthening
the extradition framework in relation to terrorist financing; ensuring a fully operational and
effectively functioning financial intelligence unit (FIU); enhancing financial transparency; and
strengthening customer due diligence (CDD) measures.

In November 2003, the United States identified Burma as a jurisdiction of “primary money
laundering concern” under Section 311 of the USA PATRIOT Act, a finding that remains in
place. The United States continues to issue advisories to financial institutions, alerting them to
the risk posed by Burma’s AML/CFT deficiencies and of the need to conduct enhanced due
diligence with respect to financial transactions involving Burma.

In July 2012, the United States eased economic sanctions related to new U.S. investments in
Burma and the exportation of financial services to Burma. In July 2013, the U.S. ban on
Burmese imports imposed in 2003 under the Burmese Freedom and Democracy Act and
Executive Order 13310 ended, with the exception of restrictions on imports of jadeite and rubies.
U.S. legislation and Executive Orders that block the assets of members of the former military
government and three designated Burmese foreign trade financial institutions, freeze the assets of
additional designated individuals responsible for human rights abuses and public corruption, and
impose travel restrictions on certain categories of individuals and entities remain in force. On
February 22, 2013, the U.S. Treasury issued General License No. 19 to authorize U.S. persons to
conduct most transactions, including opening and maintaining accounts and conducting a range
of other financial services, with four of Burma’s major financial institutions that remain on
Treasury’s Specially Designated National (SDN) list: Asia Green Development Bank,
Ayeyarwady Bank, Myanma Economic Bank, and Myanma Investment and Commercial Bank.
U.S. persons are also permitted to conduct transactions with Burmese banks not included on the
SDN list.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
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“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, insurance companies, credit societies, finance companies,
microfinance institutions, casinos, real estate agents, dealers in precious metals, trust and
company service providers, lawyers, notaries, car dealerships and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 20: January 1 - October 31, 2014
Number of CTRs received and time frame: 211,311: January 1 - October 31, 2014
STR covered entities: Banks (including bank-operated money changing counters); the
Customs Department, Internal Revenue Department, Trade Administration Department,
Marine Administration Department, and Ministry of Mines; state-owned insurance company
and small loan enterprise; securities exchange; accountants, auditors, legal and real estate
firms and professionals; and dealers of precious metals and stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Burma is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.apgml.org/members-and-observers/members/member-documents.aspx?m=e0e77e5e-
c50f-4cac-a24f-7felce72ec62

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Burma’s financial sector is extremely underdeveloped and most currency is still held outside the
formal banking system, although bank deposits have increased over the past several years. The
informal economy generates few reliable records, and Burma makes no meaningful efforts to
ascertain the amount or source of income or value transfers. Regulation of financial institutions
is weak. On October 1, 2014, the government awarded limited banking licenses to nine foreign
banks. The banks will be restricted to providing loans in foreign currency and be required to
partner with local banks in order to lend to local companies. This is likely to significantly
increase the volume and frequency of cross-border currency transfers over the next few years.
While some Burmese financial institutions may engage in currency transactions related to
international narcotics trafficking that include significant amounts of U.S. currency, the absence
of publicly available information precludes confirmation of such conduct.
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Burma enacted the Anti-Money Laundering Law in March 2014. Government order No.
56/2014 established the Central Committee for Anti Money Laundering on August 4, 2014. The
Central Committee is chaired by the Minister of Home Affairs and includes the Governor of the
Central Bank (CB), deputy ministers from Home Affairs and Finance Ministries, the Deputy
Attorney General, and additional board members. Mr. Win Aung, President of the Union of
Myanmar Federation of Chambers of Commerce and Industry, who sits on this board, is on
Treasury’s SDN list.

The new AML law criminalizes money laundering and defines predicate offenses. The new
AML law includes CDD requirements for all reporting entities. These requirements include
identifying the customer and verifying the customer’s identity; collecting and understanding
information regarding the purpose and the intended nature of the business relationship; and
identifying the beneficial owner.

In July 2013, Burma took a major step forward by enacting a new law that grants the CB both
independence and exclusive jurisdiction over monetary policy. However, the CB will require
substantial assistance and additional resources to develop its capacity to adequately regulate and
supervise the financial sector, which remains very limited.

In June 2014, Burma enacted its first counterterrorism law, which criminalizes terrorism
financing.

Efforts to address widespread corruption are impeded by an ingrained culture of bribe seeking
within the civil service, including police. Low salaries create an incentive for civil servants to
seek to supplement their incomes. The military has an untoward influence over civilian
authorities, especially at the local level. A new anti-corruption law went into effect on
September 17, 2013, but has not yet had a discernible impact.

Burma still needs to take a number of steps to improve its AML/CFT regime. The government
should expand the number of organizations required to have KYC/CDD procedures. The FIU
should become a fully funded agency that functions without interference, and Burma should
supply adequate resources to administrative and judicial authorities for their enforcement of
government regulations. The government should further strengthen the extradition framework
for terrorism financing and address issues in the counterterrorism law’s implementation,
including the reporting of suspected terrorist financing and the ability to identify and freeze
terrorist assets. Burma should end all policies that facilitate corrupt practices and money
laundering, and strengthen regulatory oversight of the formal financial sector.

Burundi

Burundi is not considered a significant center for money laundering or terrorist financing. The
Government of Burundi has enacted AML/CFT legislation and become a party to relevant
conventions, but has yet to commit funding, provide training, implement policies, or demonstrate
the political will to counter money laundering in practice. Corruption is a significant problem
and corrupt Burundian politicians are adept at devising methods of laundering stolen Burundian
assets both in-country and abroad, enjoying near impunity.
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For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: Not available
Are legal persons covered: criminally: YES civilly: NO

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Not available

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 0
Number of CTRs received and time frame: 0
STR covered entities: Not available

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0
Convictions: 0

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: NO

Burundi is not a member of a FATF-style regional body (FSRB).
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Although AML/CFT laws exist, there appears to be little political will to prosecute violators or to
commit the resources to investigate possible crimes, particularly those that could implicate high-
level government officials. The enforcement of laws in general is hindered by a dysfunctional
and corrupt administration and a severe lack of capacity in supervisory, investigative, and
enforcement bodies. The Bank of the Republic of Burundi, the country’s central bank,
supervises and examines financial institutions for compliance with AML/CFT laws and
regulations. A law requiring banks to report large deposits or transactions to authorities is not
enforced.

Neither the Financial Crime Unit (FCU) of the Burundian National Police nor the Financial
Intelligence Unit (FIU) of the Ministry of Finance has conducted any financial investigations.
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Reliable information indicates the FIU is not operational and that no personnel have been
assigned to the unit. Burundian law enforcement officials lack training and expertise in
investigating financial crimes.

The Government of Burundi should develop an oversight capability and provide sufficient
resources, funding, and training for the FIU and the FCU. Burundi also should become a party to
the International Convention for the Suppression of the Financing of Terrorism, and take steps
toward becoming a member of an FSRB.

Cabo Verde

As a small archipelago nation off the coast of West Africa, Cabo Verde has a small financial
system, primarily composed of the banking sector. Located between Africa, Europe, the
Caribbean, and South America, Cabo Verde is experiencing an increase in illegal immigration
and trafficking of narcotics. Given its large shadow economy, Cabo Verde is vulnerable to
money laundering operations and terrorist financing. At present, the vast majority of laundered
proceeds come from narcotics trafficking. Because of its location in the Atlantic Ocean along
major trade routes, Cabo Verde is an important transit point for narcotics headed to Europe from
South America. Narcotics transit Cabo Verde by commercial aircraft and maritime vessels,
including yachts. Consumption of illegal drugs is increasing in Cabo Verde; however, there is
no significant market for illicit or smuggled goods in Cabo Verde.

Because some proceeds are derived from drug trafficking, the formal financial sector may
indirectly support money laundering, but there is no evidence that it finances terrorism. Public
corruption is limited and does not appear to contribute to money laundering in Cabo Verde.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: NO Domestic: NO
KYC covered entities: Banks, money exchangers, accountants and fiscal consultants,
notaries, insurance companies, lawyers, real estate or property brokers, dealers in precious
metals and stones, gaming centers, auto dealers, and securities dealers

REPORTING REQUIREMENTS:
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Number of STRs received and time frame: Not available

Number of CTRs received and time frame: Not available

STR covered entities: Banks, money exchangers, accountants and fiscal consultants,
notaries, insurance companies, lawyers, real estate or property brokers, dealers in precious
metals and stones, gaming centers, auto dealers, and securities dealers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Cabo Verde is a member of the Inter Governmental Action Group against Money Laundering in
West Africa (GIABA), a FATF-style regional body. Its most recent mutual evaluation can be
found at: http://www.giaba.org/reports/mutual-evaluation/Cabo%20Verde.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Cabo Verde’s national AML/CFT strategy will expire at the end of 2014, but the government is
formulating a new strategy. The government does not have the human, technical, and logistical
resources to respond in an effective and timely manner to AML/CFT challenges. Limited
resources hamper the government’s ability to enforce AML regulations, and local institutions are
often unaware of their reporting responsibilities. The Cabo Verdean central bank publishes
procedures with which financial institutions must comply regarding customer identification and
due diligence, analysis of customer transactions, suspicious transaction reporting, and record-
keeping. Although not required by law, financial institutions exercise enhanced due diligence
procedures for both domestic and foreign politically exposed persons (PEPs). For statistical
purposes, currency transaction reports (CTRS) and suspicious transaction reports (STRs) are not
differentiated; a total of 38 reports were received between January 1 and November 30, 2014.

Public officials and international experts consider the Cabo Verdean Financial Information Unit
(UIF) deficient regarding its regulatory framework, although the government has made
corrective improvements. The UIF still lacks adequate human and financial resources to carry
out all its functions effectively, particularly the proper identification, analysis, and dissemination
of suspicious transactions. The UIF disseminated 12 cases to the Office of the Prosecutor in
2014.

In 2013, the Cabo Verdean parliament ratified a law to prevent and repress terrorism in Cabo
Verde. The legislation allows for the freezing of bank accounts and financial transactions that
support terrorist financing. The government has begun to implement the law, but should take
additional steps, including those necessary to implement its obligations under UNSCRs 1267 and
1373.
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The government should provide adequate resources and training to the UIF to enable it to
adequately perform its functions. Cabo Verde also should fully implement its counterterrorism
law.

Cambodia

Cambodia is neither a regional nor an offshore financial center. Several factors, however,
contribute to Cambodia’s significant money laundering vulnerability. These include Cambodia’s
weak and ineffective AML regime; its cash-based, dollarized economy; a rapidly growing formal
banking sector; porous borders; the government’s loose oversight of casinos; and the National
Bank of Cambodia’s limited capacity to oversee the fast-growing financial and banking
industries. A weak judicial system and endemic corruption are additional factors negatively
impacting enforcement.

Cambodia has a significant black market for smuggled goods, including drugs and imported
substances for local production of methamphetamine. Both licit and illicit transactions,
regardless of size, are frequently done outside of formal financial institutions and are difficult to
monitor. Cash proceeds from crime are readily channeled into land, housing, luxury goods, and
other forms of property without passing through the formal banking sector. Casinos along the
borders with Thailand and Vietnam are other potential avenues to convert ill-gotten cash.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: Combination
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: NO
KYC covered entities: Banks, microfinance institutions, and credit cooperatives; securities
brokerage firms and insurance companies; leasing companies; exchange offices/money
exchangers; real estate agents; money remittance services; dealers in precious metals and
stones; post offices offering payment transactions; lawyers, notaries, accountants, auditors,
investment advisors, and asset managers; casinos and gaming institutions; non-governmental
organizations (NGOs) and foundations

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 186: January - October 2014
Number of CTRs received and time frame: 1,432,489: January - October 2014
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STR covered entities: Banks, microfinance institutions, and credit cooperatives; securities
brokerage firms and insurance companies; leasing companies; exchange offices/money
exchangers; real estate agents; money remittance services; dealers in precious metals and
stones; post offices offering payment transactions; lawyers, notaries, accountants, auditors,
investment advisors, and asset managers; casinos and gaming institutions; NGOs and
foundations

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0: January - October 2014
Convictions: 0: January - October 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Cambodia is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.apgml.org/mutual-evaluations/documents/default.aspx?pcPage=5

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Cambodia has significantly improved its AML/CFT regime over the last few
years. It has adequately criminalized money laundering and terrorist financing, established
procedures to identify and freeze terrorist assets, established procedures for the confiscation of
funds related to money laundering, established a functioning financial intelligence unit (FIU),
and instituted controls for cross-border cash transactions.

Cambodia’s AML/CFT law allows authorities to freeze assets relating to money laundering or
the financing of terrorism until courts have rendered final decisions, but the AML/CFT regime
lacks a clear system for sharing assets with foreign governments. In March 2014, Cambodia
issued a sub-decree on Freezing of Property of Designated Terrorists and Organizations, which
establishes mechanisms and procedures for freezing properties and funds of terrorists and
organizations according to UNSCRs 1267 and 1373, and their successor resolutions. In May
2014, Cambodia’s General Prosecutor for the Court of Appeals issued an order to all reporting
entities, as set forth in Article 4 of the AML/CFT Law, to freeze all properties of individuals or
entities named in lists promulgated under UNSCR 1267.

The primary enforcement and implementation concerns involve the willingness of domestic
authorities to adequately and efficiently share relevant information among themselves and to
competently investigate and prosecute AML-related crimes. The government should work to
increase the volume and quality of reporting of STRs and CTRs from reporting entities of all
types and increase the operational independence of the nascent and understaffed FIU. Cambodia
also should work to further implement existing mechanisms to both allow independent
distribution of FIU analyses directly to the most appropriate law enforcement bodies and to
facilitate law enforcement requests for information from the FIU.
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The law on AML/CFT excludes pawn shops from its explicit list of covered entities but does
allow the FIU to designate any other profession or institution to be included within the scope of
the law. The National Coordination Committee on Anti-Money Laundering and Combating the
Financing of Terrorism (NCC), a permanent and senior-level AML/CFT coordination
mechanism, has the key role of ensuring the effective implementation of the AML/CFT law,
including the development of national policy and a monitoring system to measure AML/CFT
efforts. The NCC has been active in putting forward legal and policy reforms to tackle the
country’s AML deficiencies.

Despite the noted progress, the Government of Cambodia should take further steps to implement
adequate procedures for the confiscation of funds related to money laundering, ensure a fully
operational and effective FIU, and fully implement controls for cross-border cash transactions.
Given the high level of corruption, the government also should require enhanced due diligence
for domestic politically exposed persons (PEPs). Cambodia should work to strengthen control
over its porous borders. The government should design and implement effective operational
procedures both within and among affected agencies, and measure the effectiveness of these
procedures on an ongoing basis. It also should provide training to increase the capacity of
reporting entities, law enforcement and judicial agencies, and regulatory bodies; and empower
and require law enforcement and regulators to strictly enforce AML/CFT laws and regulations.

Cameroon

Cameroon’s growing financial sector is the largest in the Economic and Monetary Community of
Central African States (CEMAC) and, in 2014, hosts 13 banks, 25 insurance companies, over
460 microfinancial institutions, and a nascent stock exchange. Yet despite hosting 70% of
financial institutions in CEMAC, Cameroon is still relatively disconnected from the international
financial system. According to the Bank of Central African States (BEAC), less than 10% of the
population has access to bank services. Cameroon’s economy is heavily cash dependent, and the
majority of financial transactions take place in the informal sector, notably in indigenous savings
schemes locally known as “Njangui.”

Corruption in Cameroon is an endemic problem in commerce and government; it facilitates
money laundering and other financial crimes and retards broad-based development. Various
government programs to address corruption have proven ineffectual. Most significant financial
crimes in Cameroon derive from domestic public corruption, tax evasion, and embezzlement.
The Cameroonian media regularly reports cases of embezzlers of public funds who reinvest
funds in real estate projects in an attempt to launder the ill-gotten funds. In recent years,
authorities have begun to suspect offshore transfers by government officials in some corruption
cases. High profile corruption cases have also revealed the use of offshores transfers.
Cameroonian authorities assert that Cameroon is not a major narcotics transit hub or destination.

Risks to the integrity of the Cameroonian financial system include terrorism activity in
neighboring countries (most notably Nigeria, where Boko Haram is based), illicit wildlife
trafficking, and maritime piracy. Instability in neighboring countries and the use of a common
currency have resulted in Cameroon being used as a conduit to move funds from those countries
to Europe. Trade-based money laundering is rampant and utilizes the banking system and
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microfinance institutions. Cameroon is particularly vulnerable to abuse by bulk cash smugglers
and exploitation by companies transferring money internationally. Most foreign currency
transactions are in euros or dollars.

Cameroon shares a regional Central Bank, BEAC, with other CEMAC member countries. The
use of a common currency, the Central African Franc, among the six CEMAC members has
resulted in Cameroon being used as a conduit to move funds from those countries to tax havens
and other personal investments primarily in Europe and Asia.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: YES
KYC covered entities: Government treasurers and tax inspectors, chief executive officers
and managing directors of state-owned companies, and the treasuries of CEMAC member
states; BEAC,; banks and microfinance institutions; insurance brokers and firms; manual
money changers; managers, directors, and owners of casinos and gaming establishments;
notaries, accountants, auditors, tax advisors, and lawyers; securities or asset managers and
brokers; company formation agents and managers; trusts; real estate agents; companies that
transport and transfer funds; travel agencies; dealers in high-value goods, metals, precious
stones, and automobiles; and the Douala Stock Exchange

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 380 in 2014
Number of CTRs received and time frame: Not available
STR covered entities: Government treasurers and tax inspectors, chief executive officers and
managing directors of state-owned companies, and the treasuries of CEMAC member states;
BEAC; banks and microfinance institutions; insurance brokers and firms; manual money
changers; managers, directors, and owners of casinos and gaming establishments; notaries,
accountants, auditors, tax advisors, and lawyers; securities or asset managers and brokers;
company formation agents and managers; trusts; real estate agents; companies that transport
and transfer funds; travel agencies; dealers in high-value goods, metals, precious stones, and
automobiles; and the Douala Stock Exchange

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
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Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

Cameroon is a member of the Action Group against Money Laundering in Central Africa
(GABAC), an entity in the process of becoming a FATF-style regional body (FSRB). Although
GABAC conducted a mutual evaluation of Cameroon, it is not currently available.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Cameroon, including the National Agency for Financial Investigation
(ANIF), Cameroon’s financial intelligence unit, should continue to work with regional partners
to implement an effective AML/CFT regime in line with international standards. ANIF has
conducted several training sessions during the past two years, as well as annual working sessions
and meetings with banks and microfinance institutions. Cameroon’s Ministry of Justice is
developing a program called “e-government” to computerize data on prosecutions and
convictions, including those for financial crimes.

Cameroon’s Special Criminal Tribunal addresses cases related to the embezzlement of state
funds and corruption in cases involving more than $100,000. Press reports indicate the
government has recovered a meagre $1.2 billion between 2006 and 2013. However, the director
of ANIF has indicated the relationship and communication flow with the Special Criminal
Tribunal has improved, leading to more suspected cases being taken up by the court.

ANIF should work to improve coordination with law enforcement and judicial authorities, with
the objectives of enhancing financial investigations, obtaining convictions, and generating and
compiling relevant statistics. Cameroon’s Ministry of Justice should cooperate closely with
ANIF and ensure that referrals by the FIU to law enforcement are fully investigated. The
Ministry of Justice should work with international partners to assess and address the training
needs of prosecutors and magistrates. The government also should continue to work to
implement cross-border currency reporting requirements, improve oversight of domestic money
transfer entities, train its agents at points of entry to detect and investigate bulk cash smuggling,
and train its reporting entities in the public and private sectors to identify suspicious transactions.
The Government of Cameroon should take specific steps to improve governance and enforce the
rule of law.

Canada

Money laundering activities in Canada are primarily a product of illegal drug trafficking and
financial crimes, such as credit card and securities fraud, and fraudulent mass-marketing. The
criminal proceeds laundered in Canada derive predominantly from domestic activity controlled
by drug trafficking organizations and organized crime.
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The money laundering methods used in Canada have remained relatively consistent in recent
years. They include smuggling; money service businesses and currency exchanges; casinos; the
purchase of real estate; wire transfers; establishment of offshore corporations; use of credit cards,
stored value cards, and new payment methods; use of nominees; use of foreign bank accounts;
and the use of professional services such as lawyers and accountants.

Canada does not have a significant black market for illicit goods. Cigarettes are the most
commonly smuggled good in the country. There are indications that trade-based money
laundering occurs; and underground financial systems are used within the immigrant community.
Some human trafficking organizations have engaged in money laundering. There is no
indication this activity is tied to terrorism financing.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks and credit unions; life insurance companies, brokers, and
agents; securities dealers; casinos; real estate brokers and agents; agents of the Crown
(certain government agencies); money services businesses (MSBs); accountants and
accounting firms; lawyers; dealers in precious metals and stones; and notaries in Quebec and
British Columbia

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 81,735: April 1, 2013 - March 31, 2014
Number of CTRs received and time frame: 8,313,098: April 1, 2013 - March 31, 2014
STR covered entities: Banks and credit unions; life insurance companies, brokers, and
agents; securities dealers; casinos; real estate brokers and agents; agents of the Crown;
MSBs; accountants and accounting firms; dealers in precious metals and stones; and notaries
in British Columbia and Quebec

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
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With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Canada is a member of the FATF and the Asia/Pacific Group on Money Laundering (APG), a
FATF-style regional body. Its most recent mutual evaluation can be found at: http://www.fatf-
gafi.org/media/fatf/documents/reports/mer/MER%20Canada%20full.pdf.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The possession of proceeds of crime (PPOC) is a criminal offense under the criminal code and is
considered money laundering. The same penalties apply to both money laundering convictions
and convictions for PPOC involving more than $5,000. As such, PPOC is not considered to be a
lesser offense and is equally effective in pursuing criminals and forfeiting their illicit assets.
Investigators regularly make large cash seizures of Canadian and U.S. currency and seize assets
purchased with cash, such as real property, vehicles, personal property (jewelry, furniture, and
appliances), collectibles (antiques, coins, stamps), and other assets. Bulk cash smuggling is
widespread.

Canada has a rigorous detection and monitoring process in place to identify money laundering
and terrorism financing activities, but should further enhance its enforcement and conviction
capability. In addition to STRs and CTRs, Canada’s financial intelligence unit, the Financial
Transaction Reports Analysis Center of Canada (FINTRAC) receives reports on casino
disbursements, international wire transfers, and cross-border currency movements. FINTRAC
made 1,143 disclosures to law enforcement and other government agencies from April 1, 2013 to
March 31, 2014. Of these, 845 disclosures were money laundering related, 234 were terrorism
financing or security threat related, and 64 were both money laundering and terrorism financing
or security related. Obstacles to successful enforcement include privacy rules that prevent
FINTRAC from freely sharing information with law enforcement; complex investigations that
can take understaffed police agencies years to finish; and overworked Crown Prosecutors.
Though the legislative framework does not allow law enforcement agencies direct access to
FINTRAC’s databases, FINTRAC may disclose actionable financial intelligence to assist money
laundering (ML), terrorist financing (TF), and threats to the security of Canada investigations.
When FINTRAC has determined reasonable grounds exist to suspect information would be
relevant to an investigation or prosecution of an ML/TF offense, they are required to disclose
financial intelligence to the appropriate authorities.

In June 2014, Canada became one of the first countries to implement comprehensive legislation
regulating virtual currencies, such as bitcoin. The new regulations include provisions that
subject digital currencies to the same reporting requirements as MSBs, including the requirement
that all digital currency exchanges register with FINTRAC. Digital currency exchanges also will
be subject to verification, registration, and record-keeping requirements, including the
obligations to report suspicious transactions, implement compliance programs, and determine if
any of their customers are politically exposed persons (PEPs). The new legislation also covers
foreign companies that have a place of business in Canada and those directing services at
Canadians. Financial institutions will be prohibited from establishing and maintaining bank
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accounts for customers involved with virtual currency businesses that are not registered under
FINTRAC.

In January 2013 the Government of Canada amended the Proceeds of Crime (Money
Laundering) and Terrorist Financing Regulations to require reporting entities to better identify
customers and understand the nature of their business, monitor business relationships using a
risk-based approach, and identify beneficial owners of corporations and trusts, consequently
enabling the reporting entities to identify transactions and activities that are at greater risk of
ML/TF activity. The regulations went into effect on February 1, 2014,

As part of a package of amendments to the Proceeds of Crime (Money Laundering) and Terrorist
Financing Act (PCMLTFA) introduced in 2014 under the Economic Action Plan Act 2014, No.
1, the provisions of the PCMLTFA pertaining to politically exposed persons (PEPSs) were
amended to include politically exposed domestic persons (PEDP) and heads of international
organizations. The bill was enacted on June 19th, 2014. The PCMLTFA now requires reporting
entities to determine whether a client is a politically exposed foreign person (PEFP), a PEDP, a
head of an international organization, or a close associate or prescribed family member of any
such person. The definition of a PEDP includes persons holding a specified political office at a
national, provincial, or territorial level, as well as mayors at the municipal level. The definition
of ‘head of an international organization’ refers to persons who are heads of international
organizations founded by treaty, and not non-governmental organizations. The circumstances
under which a reporting entity must make such a determination, and the measures to be taken as
a result, are to be set out in regulation. The legislative and regulatory amendments would come
into force at the same time.

Canada is currently undertaking a broader ML/TF risk assessment. On June 18, 2013, Canada
published its Action Plan on Transparency of Corporations and Trusts. Canada’s Action Plan
commits to developing a new ML/TF risk assessment framework and conducting a formal
assessment of these risks domestically to better inform the development and implementation of
effective policies and operational approaches to mitigate risks. An interdepartmental Risk
Assessment Working Group led by the Department of Finance has been established, the Terms
of Reference were approved in spring 2013, and work is proceeding on the scheduled timeline.
As part of Budget 2014, Canada’s Action Plan on Transparency of Corporations and Trusts, the
Canadian Government will consider options to further improve corporate transparency, taking
into account the results of Industry Canada’s current consultations on corporate transparency
issues in the context of the Canada Business Corporations Act. The government also committed
to consider the option of an explicit ban on bearer instruments.

Budget 2014 also announces the government’s intention to introduce legislative amendments and
regulations to strengthen Canada’s AML/CFT regime. A package of almost 40 legislative
amendments to the PCMLTFA was put forward through the Economic Action Plan 2014 Act,
enacted on June 19th, 2014. In general, amendments that are internal to government came into
force immediately and those that have an impact on the private sector will come into force in
June 2015 or when enacting regulations are introduced.
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Canada’s Integrated Criminal Courts Survey, which includes the specific data relative to money
laundering prosecutions and convictions, was recently released for the year 2011-12; the actual
data for those years will be available in 2015. Data for more recent years are not available.

Canada should continue its work to strengthen its AML/CFT regime and ensure its privacy laws
do not excessively prohibit providing information to domestic and foreign law enforcement that
might lead to prosecutions and convictions.

Cayman Islands

The Cayman Islands, a UK Caribbean overseas territory, is an offshore financial center. Most
money laundering that occurs in the Cayman Islands is primarily related to fraud and drug
trafficking. Due to its status as a zero-tax regime, the Cayman Islands is also considered
attractive to those seeking to evade taxes in their home jurisdictions.

The Cayman Islands is home to a well-developed offshore financial center that provides a wide
range of services, including banking, structured finance, investment funds, various types of
trusts, and company formation and management. As of June, 2013, the banking sector had $1.5
trillion in assets. In 2014, there were approximately 206 banks, 140 active trust licenses, 765
captive insurance companies, six money service businesses, and more than 92,000 companies
licensed or registered in the Cayman Islands. According to the Cayman Islands Monetary
Authority, as of September 2014 there were approximately 8,056 registered mutual funds, of
which 397 were administered and 106 were licensed. Shell banks are prohibited, as are
anonymous accounts. Bearer shares can only be issued by exempt companies and must be
immobilized.

Gambling is illegal. The Cayman Islands does not permit the registration of offshore gaming
entities. There are no free trade zones, and the authorities do not see risks from bulk cash
smuggling related to the large number of cruise ships that dock in the jurisdiction.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
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KYC covered entities: Banks, trust companies, investment funds, fund administrators,
insurance companies and managers, money service businesses, corporate and trust service
providers, money transmitters, dealers of precious metals and stones, and the real estate
industry

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 406: July 1, 2011 — June 30, 2012
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, trust companies, investment funds, fund administrators,
insurance companies and managers, money service businesses, corporate and trust service
providers, money transmitters, dealers of precious metals and stones, and the real estate
industry

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

The Cayman Islands is a member of the Caribbean Financial Action Task Force (CFATF), a
FATF-style regional body. Its most recent mutual evaluation can be found at: http://www.fatf-
gafi.org/topics/mutualevaluations/documents/mutualevaluationofthecaymanislands.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In 2014, the Cayman Islands increased both its regulatory and law enforcement staffing. In order
to better gauge the effectiveness of the Cayman Islands” AML/CFT programs, authorities should
release updated information on the numbers of suspicious transaction reports (STRS),
prosecutions, and convictions.

Registered agents of private trust companies are obligated to maintain ownership and identity
information for all express trusts under their control. International reporting suggests agents for
private trust companies and individuals carrying on trust businesses may not consistently
maintain identity and ownership information for all express trusts for which they act as trustees.
There remains a lack of penalties for failing to report ownership and identity information, which
undermines the effectiveness of identification obligations. An increasing percentage of Master
Funds (numbering 2,733 as of September 2014) are regulated. Funds failing to maintain identity
information are subject to fines.

In May 2014, the Cayman Islands passed the Cayman Islands Directors Registration and
Licensing Law in an attempt to hold company directors and leaders of certain financial entities to
higher standards and limit the instances of fraud. The Cayman Islands also should pay greater
attention to the risks and proper supervision of non-profit organizations.
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The Cayman Islands continues to develop its network of information exchange mechanisms and
has a network of 35 signed information exchange agreements, with 27 in force.

As a UK Caribbean overseas territory, the Cayman Islands cannot sign or ratify international
conventions in its own right. Rather, the UK is responsible for the Cayman Islands’ international
affairs and may arrange for the ratification of any convention to be extended to the Cayman
Islands. The 1988 Drug Convention was extended to the Cayman Islands in 1995. The UN
Convention against Transnational Organized Crime was extended to the Cayman Islands in

2012. The UN Convention against Corruption has not yet been extended to the Cayman Islands;
however, the full implementation platform for the anti-corruption convention exists under current
Cayman law. A 2002 request for extension of the International Convention for the Suppression
of the Financing of Terrorism to the Cayman Islands has not yet been finalized by the UK,
although the provisions of the convention are implemented by domestic laws.

Central African Republic

The Central African Republic (CAR) is not a major financial center and has an extremely limited
banking sector. The economy is almost entirely cash-based, and enforcement of existing AML
laws is weak given the current level of violence in the country, which led to the removal of the
former president in March 2013. The CAR is a member of the Economic and Monetary
Community of Central Africa (CEMAC) and shares a regional bank (BEAC) with other
members. The lack of a cohesive national security force and porous borders allow cross-border
activities to go undetected. Smuggling of contraband, including diamonds and arms, occurs
across the unsecured border areas with Chad and Sudan. Undocumented trade across the river
with Democratic Republic of Congo, which consists primarily of timber, domestic, and
agricultural goods, also occurs. The CAR is also a source and transit country for the trafficking
of persons. There is little information on the extent of the drug trade in the CAR or any financial
transactions which occur as a result. Corruption is endemic throughout all levels of commerce
and government.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: NO Domestic: NO
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KYC covered entities: Public treasuries, banks, investment companies, insurance companies,
microfinance organizations, money exchange and transfer companies, casinos, notary offices,
real estate and travel agencies, accounting and auditing offices, merchants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, microfinance organizations, merchants, public treasuries, and
money exchanges

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

The CAR is a member of the Central African Action Group against Money Laundering
(GABAC), an entity in the process of becoming a FATF-style regional body.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Oversight and enforcement of AML laws and regulations are lax in most areas of governance in
the Central African Republic. The government lacks the capacity and political will to supervise
financial activity and enforce legislation, and the responsibility to do so is ill-defined among the
relevant enforcement bodies. The CAR has taken steps to establish a financial intelligence unit,
but it is not operational due to lack of funding and staff. There is little expertise to investigate
financial crimes. The Gendarmerie does have a financial crimes investigation unit, but it is
unclear how many cases it processes in a given year.

Insufficient data and transparency make it difficult to assess the effectiveness of the CAR’s AML
efforts. Given the extremely limited scope of the financial sector, government authorities have
expressed confidence in their ability to spot anomalies or significant suspicious banking
transactions. However, the economy is cash based. The Government of the Central African
Republic should examine money laundering as it relates to fraud, smuggling, trade, and
corruption.

Chad

Chad’s financial services sector is small and relatively underdeveloped. Chad’s economy is
predominately cash-based, with relatively few transactions passing through formal financial
institutions. Only five percent of the Chadian population uses formal banking services.

Despite the Government of Chad’s efforts to secure its frontiers, the country’s long, porous
borders leave it vulnerable to the smuggling of goods and people across the Sahel. The market
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for contraband and smuggled goods varies by region. Along Chad’s southern and western
borders, including Lake Chad, the contraband goods market consists largely of foodstuffs,
cigarettes, oil, gold, and other household items smuggled into the country to avoid import duties.
Instability in the Central African Republic (CAR) and the subsequent return of displaced
Chadians and CAR refugees resulted in disruption along southern borders, which facilitated
trafficking of goods between the two countries. Across Chad’s northern desert and along the
Sudan/Chad border in the east, smuggled items include drugs and weapons. Drugs, mainly
cannabis and cocaine, are transported via Chad and Sudan to the Arabian Peninsula.

In 2014, the increase in Boko Haram activities contributed to a lack of effective control over
western borders and disrupted existing drug trafficking networks; the effect on trafficking routes
through Chad is not clear. The closing of the border with Nigeria due to the ebola epidemic
reduced the traffic of illegal goods from Nigeria. Chad does not have a significant domestic
market for illegal drugs, although there is evidence of demand among Chadian youth for tramol
or tramadol, a synthetic opiate. Counterfeit pharmaceuticals enter Chad from Nigeria and are
sold by merchants in small quantities in local markets, despite a ban by the government. In April
2014, Chad’s President declared that drug trafficking and religious extremism are causing slow
socioeconomic growth and development in Africa and must be addressed in a concerted manner.

Wildlife poaching in Chad and the related illicit trade in ivory and other wildlife products
finance transnational criminal networks and armed rebel groups across Africa. By contrast, there
is no indication that illegally smuggled household goods are related to narcotics trafficking or
other illegal activities. However, the trafficking of weapons, wildlife products, and drugs may be
linked to organized criminal groups, some of which have links to terrorist groups. Illicit
proceeds do not appear to enter Chad’s formal financial system.

Chad’s banking system is supervised by the Bank of Central African States (BEAC), the central
bank that serves six Central African countries. BEAC’s Economic Intervention Service
harmonizes the regulation of currency exchanges in the six member states of the Central African
Economic and Monetary Community (CEMAC). Within CEMAC, the Banking Commission of
Central Africa addresses money laundering.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
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Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: YES

KYC covered entities: Public treasury, banks, microfinance organizations, money exchange
and transfer companies, casinos, notaries, real estate and travel agencies, accountants and
auditors, and merchants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 5: January 1 - October 31, 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Public treasury, banks, microfinance organizations, money exchange
and transfer companies, casinos, notaries, real estate and travel agencies, accountants and
auditors, and merchants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 0in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Chad is a member of the Action Group against Money Laundering in Central Africa (GABAC),
which is in the process of becoming a FATF-style regional body. Chad has not been subject to a
mutual evaluation.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Chad’s banking sector is underdeveloped. The economy remains cash-based. Limited measures
exist to detect the physical cross-border transportation of currency. A mission by the members
of the Ministry of Finance and Budget’s Fraud Surveillance Office traveled to Chad’s western
border with Sudan and reported that livestock trafficking to Sudan is replacing physical
transportation of currency across the border to finance smuggled goods. The Fraud Surveillance
Office instituted control mechanisms to track livestock crossing the border to levy export duties.

In 2014, the Government of Chad recruited 500 new rangers for the Chadian Anti-Poaching
Brigade. Over one hundred of these rangers received extra training at Zakouma National Park.
This training, in conjunction with Chad’s national wildlife protection efforts, has been
instrumental in reducing wildlife poaching.

In 2014, Chad’s financial intelligence unit (FIU), the National Financial Investigative Agency
(ANIF), joined the Egmont Group of FIUs. ANIF faces serious resource constraints. Financial
intelligence reporting and analysis is limited. There are regulations requiring banks to file
suspicious transaction reports (STRs) but the practice is not universal. ANIF works in
collaboration with Interpol and the Chadian National Police’s drug enforcement agency.
Additionally, law enforcement and customs officials require training in financial crimes
investigation.

104



Money Laundering and Financial Crimes

Chad is in the process of becoming a party to the UN Convention against Corruption.

Chile

Chile has a large and well developed banking and financial sector with an established AML/CFT
regime. Chile’s economic stability and growth make it an attractive location for the financial
operations of criminal groups. Systematic vulnerabilities include deficiencies in detection and
prevention of money laundering, to include a lack of sufficient resources for investigators and
prosecutors, stringent bank secrecy laws, and regulatory institutions in which oversight gaps
remain. Increased trade and currency flows, combined with an expanding economy, could attract
illicit financial activity and money laundering.

Given Chile’s extensive trading partnerships and long borders, its largely unregulated free trade
zones (FTZs) are additional vulnerabilities. Chile has three FTZs, the Free Zone of Iquique
(ZOFRY) in the northern tip of Chile, the Free Zone of Punta Arenas in the southern tip, and the
free port of Arica. ZOFRI is a major entry point for products bound for Bolivia and has
industrial, retail, and commercial areas. Punta Arenas also has a free port. Imports entering and
remaining in Chile’s FTZs pay no duty or value added tax and entities established in the zones
pay no corporate tax.

While the size of the market for illicit or smuggled goods is unknown, there have been seizures
of counterfeit goods by Chilean Customs officials. There are limited incidences of public
corruption.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: NO Domestic: NO
KYC covered entities: Banks and credit unions; pension funds; mutual fund administrators;
securities brokers and dealers; leasing and factoring companies; credit card issuers and
operators; insurance brokers and companies

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 1,393: January 1 - September 30, 2014
Number of CTRs received and time frame: Not available
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STR covered entities: Banks; savings and loan associations; financial leasing companies;
general, mutual, and investment fund managers; pension fund administration companies; the
Foreign Investment Committee; money exchange firms and other entities authorized to
receive foreign currencies; factoring operations; credit card issuers and operators; securities
brokers and agents; money transfer and transportation companies; stock exchanges; insurance
companies; forwards and options market operators; tax-free zones’ legal representatives;
casinos, gaming houses, and horse tracks; customs general agents; auction houses; realtors
and land developers; notaries and registrars; and sports clubs

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 39: January 1 - October 30, 2014
Convictions: 7: January 1 - October 30, 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Chile is a member of the Financial Action Task Force of Latin America (GAFILAT), a FATF-
style regional body. Its most recent mutual evaluation can be found at: http://gafilat.org.iplan-
unix-03.toservers.com/content/biblioteca/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Chile’s AML/CFT efforts continue to mature. Particularly noteworthy is the
pending passage of Ley boletin 4426-07, Chile’s proposed law focused on expanding the
AML/CFT regime. At the end of 2014, the bill is in its final stages of approval in Congress and
expected to come into force during 2015. The new law aims to expand the scope and depth of
detection, investigation, and prosecution of money laundering crimes. This proposed law will
enable the government to address many of the noted shortcomings. The Chilean system has
many organizations in place to address money laundering and terrorist financing; however, there
are issues of communication as well as resource scarcity. The proposed law focuses on giving
greater power and resources to these agencies.

Chilean organizations are limited in their ability to respond to cases of money laundering as the
legal system narrowly defines what constitutes money laundering and focuses primarily on drug
trafficking, as do prosecutions. Contraband, intellectual property rights violations, and income
tax evasion are not considered criminal offenses. Therefore, these illegal activities cannot be
used as predicate offenses in money laundering investigations. These omissions can impose
limitations in the prosecution of financial crimes. The proposed new law would address many of
these gaps.

Bank secrecy continues to be the most significant obstacle to money laundering investigations in
Chile. Article 154 of the General Banking Law places all types of bank deposits and obligations
under bank secrecy constraints, and only allows banking institutions to share information about
such transactions with the depositor or creditor, or an authorized legal representative. Law 707
prohibits banks from sharing information about the movement and balances in a current account
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with a third party. Due to these legal restrictions, banks do not share information with
prosecutors without a judicial order. Some banks and their compliance officers aggressively
apply rigorous, international AML/CFT standards, but they are restricted to simply reporting
suspicious activity. Suspicious transaction reporting (STR) applies only to checking, not
savings, accounts. Other banks are slow to reply to court orders to provide prosecutors with
additional information. Judges can detain the bank’s general manager until all information is
disclosed, but this tool is rarely used. In instances when a judge has issued an order for the
general manager’s detention, bank information was provided immediately. Tax authorities are
allowed access to bank information without a judicial order under certain circumstances.
Proposed legislation to ease secrecy constraints has been pending before the Senate for several
years.

Chile should focus on ensuring passage of its proposed bill to allow for a more successful
AML/CFT system. Additionally, Chile should enact legislation to allow for the lifting of bank
secrecy and expand STR reporting to cover all types of attempted and completed financial
transactions. In addition to changes in the legal framework, Chile should establish regulatory
control over non-bank institutions, such as dealers of precious metals and stone and charities, as
well as its free trade zones. Chile should take steps to increase interagency coordination. Chile
also should focus on ensuring a more fluid exchange of relevant information among its agencies.
Given Chile’s extensive trading partnerships and free trade zones, authorities should examine
trade-based value transfer systems as money laundering methodologies.

China, People’s Republic of

According to Global Financial Integrity (GFI), China leads the world in illicit capital flows. GFI
estimates that over $1 trillion of illicit money left China between 2003 and 2012. Massive
outflows continue. Chinese foreign exchange rules cap the maximum amount of yuan
individuals are allowed to convert into other currencies at $50,000 each year and ban them from
transferring yuan abroad directly. A variety of money laundering techniques are used to
circumvent the restrictions.

The development of China’s financial sector has required increased enforcement efforts to keep
pace with the sophistication and reach of criminal networks. The primary sources of criminal
proceeds are corruption, narcotics and human trafficking, smuggling, economic crimes,
intellectual property theft, counterfeit goods, crimes against property, and tax evasion. Criminal
proceeds are generally laundered via methods that include bulk cash smuggling; trade-based
money laundering; manipulating the invoices for services and the shipment of goods; the
purchase of valuable assets, such as real estate and gold; the investment of illicit funds in lawful
sectors; gambling; and the exploitation of the formal and underground financial systems, in
addition to third-party payment systems. Chinese officials have noted that corruption in China
often involves state-owned enterprises, including those in the financial sector. While Chinese
authorities continue to investigate cases involving traditional money laundering schemes, they
have also identified the adoption of new money laundering methods, including illegal
fundraising activity, cross-border telecommunications fraud, and corruption in the banking,
securities, and transportation sectors. Chinese authorities also have observed that money
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laundering crimes continue to spread from the developed coastal areas such as Guangdong and
Fujian provinces to underdeveloped, inland regions.

China is not considered a major offshore financial center; however, China has multiple Special
Economic Zones (SEZs) and other designated development zones at the national, provincial, and
local levels. SEZs include Shenzhen, Shantou, Zhuhai, Xiamen, and Hainan, along with 14 other
coastal cities. As part of China’s economic reform initiative, China opened the Shanghai Free
Trade Zone in September 2013.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found here: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach

Are legal persons covered:  criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: YES
KYC covered entities: Banks and credit unions, securities dealers, insurance and trust
companies, financial leasing and auto finance companies, and currency brokers

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 24,531,000 in 2013
Number of CTRs received and time frame: Not available
STR covered entities: Banks, securities and futures institutions, and insurance companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 11,645 in 2013
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

China is a member of the FATF as well as the Asia/Pacific Group on Money Laundering (APG)
and the Eurasian Group on Combating Money Laundering and Terrorist Financing (EAG), both
of which are FATF-style regional bodies. Its most recent mutual evaluation can be found at:
http://www.fatf-gafi.org/countries/a-c/china/documents/mutualevaluationofchina.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:
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While China’s October 2011 legislation has addressed some deficiencies in the implementation
of the requirements of UNSCRs 1267 and 1373, some deficiencies must still be addressed.
These include guidance for designated non-financial businesses and professions; delisting and
unfreezing procedures; and the rights of bona fide third parties in seizure/confiscation actions. In
early 2013, the People’s Bank of China published new regulations which require Chinese banks
to rate clients’ risks based on a variety of factors, including a client’s location or nature of
business. The guidance states banks must submit their plans for enacting the new customer
assessments by the end of 2013 and put these systems in place by the end of 2014.

China should enhance coordination among its financial regulators and law enforcement bodies to
better investigate and prosecute offenders. China’s Ministry of Public Security should continue
ongoing efforts to develop a better understanding of how AML/CFT tools can be used to support
the investigation and prosecution of a wide range of criminal activity.

The government should ensure all courts are aware of and uniformly implement the mandatory
confiscation laws. In domestic cases, once an investigation is opened, all law enforcement
entities and the public prosecutors are authorized to take provisional measures to seize or freeze
property in question to preserve the availability of the same for later confiscation upon
conviction. Although China’s courts are required by law to systematically confiscate criminal
proceeds, enforcement is inconsistent and no legislation authorizes seizure/confiscation of
substitute assets of equivalent value. The amended Criminal Procedure Law that came into
effect in January 2013 gives Chinese prosecutors the authority to seek authorization from the
courts to forfeit the properties of suspects who have fled or died, and where the case in question
involves public corruption, terrorism, or exceptional circumstances. Information about the
implementation of this provision remains scarce.

The United States and China are parties to the Agreement on Mutual Legal Assistance in
Criminal Matters. U.S. agencies consistently seek to expand cooperation with Chinese
counterparts on AML/CFT matters and to strengthen both policy- and operational-level
cooperation in this area. U.S. law enforcement agencies note China has not cooperated
sufficiently on financial investigations and does not provide adequate responses to requests for
financial investigation information. In addition to the lack of law enforcement-based
cooperation, the Chinese government’s inability to enforce U.S. court orders or judgments
obtained as a result of non-conviction-based forfeiture actions against China-based assets
remains a significant barrier to enhanced U.S.-China cooperation in asset freezing and
confiscation.

While China continues to make improvements to its AML/CFT legal and regulatory framework
and is gradually making progress toward meeting international standards, implementation and
transparency remain lacking, particularly in the context of international cooperation. The
Government of China should expand cooperation with counterparts in the United States and
other countries, and pursue international AML/CFT linkages more aggressively. China should
also cooperate with international law enforcement to investigate how indigenous Chinese
underground financial systems and trade-based value transfer are used to circumvent capital
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restrictions for illicit outbound transfers and capital flight, and to receive inbound remittances
and criminal proceeds for Chinese organized crime.

Colombia

Despite the Government of Colombia’s fairly strict AML/CFT regime, the laundering of money,
primarily from Colombia’s illicit drug trade and illegal mining, continues to penetrate its
economy and affect its financial institutions. Money laundering is a significant avenue for
terrorist financing in geographic areas controlled by both the Revolutionary Armed Forces of
Colombia (FARC) and the bandas criminales (BACRIM).

Casinos, the postal money order market, the smuggling of bulk cash, gasoline, liquor, household
appliances, wire transfers, remittances, the securities markets, games of chance and other lottery
schemes, electronic currency, prepaid debit cards, and prepaid cellular minutes are other
techniques used to repatriate illicit proceeds to Colombia or to launder illicit funds within
Colombia’s borders. The trade of counterfeit items in violation of intellectual property rights is
another method to launder illicit proceeds. The 104 free trade zones in Colombia present
opportunities for criminals to take advantage of inadequate regulation, supervision, and
transparency.

Criminal organizations with connections to financial institutions in other countries smuggle
merchandise to launder money through the formal financial system using trade and the non-bank
financial system. In the black market peso exchange (BMPE), goods are bought with drug
dollars from abroad and are either smuggled into Colombia via Panama, Venezuela, and other
neighboring countries or brought directly into Colombia’s customs warehouses, avoiding taxes,
tariffs, and customs duties. Counterfeit and smuggled goods are readily available in well-
established black markets in most major cities in Colombia, with proceeds from the sales of these
goods directly benefiting criminal enterprises. In other trade-based money laundering schemes,
goods are over- or under-invoiced to transfer value. According to experienced BMPE industry
workers, evasion of the normal customs charges is frequently facilitated by the complicity of
corrupt Colombian customs authorities.

COLJUEGOS is a relatively new organization charged with regulating the gaming industry and
all national and departmental lotteries. Indications are that much money laundering activity has
moved to regionally-run lotteries called “Chance,” which are easily exploitable due to
weaknesses in the reporting system of these games to central government regulators.
COLJUEGOS is currently undertaking studies to better understand the incidents of suspicious
transactions in “Chance” games.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.qgov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
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THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, stock exchanges and brokers, mutual funds, investment funds,
export and import intermediaries (customs brokers), credit unions, wire remitters, money
exchange houses, public agencies, notaries, casinos, lottery operators, car dealers, gold
dealers, foreign currency traders, sports clubs, cargo transport operators, and postal order
remitters

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 6,943: January — November 2014
Number of CTRs received and time frame: 17,641,361: January — November 2014
STR covered entities: Banks, securities broker/dealers, trust companies, pension funds,
savings and credit cooperatives, depository and lending institutions, lotteries and casinos,
vehicle dealers, currency dealers, importers/exporters and international gold traders

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 46: January - October 2014
Convictions:  57: January - October 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Colombia is a member of the Financial Action Task Force of Latin America (GAFILAT), a
FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.gafisud.info/pdf/InformedeEvaluacinMutuaRepblicadeColombia_1.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Key impediments to developing an effective AML/CFT regime are underdeveloped institutional
capacity, lack of experience, and an inadequate level of expertise in investigating and
prosecuting complex financial crimes. Colombian laws are limited in their respective authorities
to allow different agencies to collaborate and pursue financial crimes, and there is a lack of clear
roles and responsibilities among agencies. Despite improvements, regulatory institutions have
limited analytical capacity and tools, and lack the technology to effectively utilize the vast
amount of available data.

The Colombian Penal Code lays out a framework for an oral accusatory criminal justice system.
Under the 2014 reorganization of the Colombian Attorney General’s Office (Fiscalia), the
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Antinarcotics and Money Laundering Unit (DFALA) is responsible for investigating the
country’s money laundering and narcotics trafficking cases with support from the Colombian
National Police (CNP) and the Prosecutor General’s investigative body, the Technical
Investigation Corps (CTI). In addition, the newly created Economic and Financial Police (PEF),
housed within the Attorney General’s Office and comprised of prosecutors, judicial police,
investigators, and analysts, intends to, for the first time, create a truly specialized investigative
body with the technical, financial, and investigative expertise to successfully detect, investigate,
and prosecute money laundering/terrorist financing (ML/TF) cases. In addition, PEF considers
the development of a successful methodology for use by all Colombian government entities
involved in the regulation of the Colombian financial system, or tasked with investigating
violations of the laws that regulate the financial system, as one of its primary objectives. Despite
these positive institutional steps, the legal framework requires that all cases be investigated,
creating a resource challenge for the limited number of prosecutors, who focus on the most
serious cases. Misallocation of training resources has limited the pool of prosecutors, police, and
investigators outside of Bogota who have the ability to successfully investigate and prosecute
ML/TF cases. Additional training is required and investigators should have additional
specialized financial training. Colombia should increase the number of judges specifically
assigned to money laundering and asset forfeiture cases both in Bogota and in the regions where
many of these cases occur.

COLJUEGOS has made some gains in the last year, adding analytic capacity through technology
purchases and training. However, the agency still has difficulty completing its regulatory
obligations due to a lack of resources, unfamiliarity with how to process and share information
with prosecutors and judicial police, and a lack of information sharing agreements with other
regulatory and intelligence agencies. COLJUEGOS will seek to address the reporting by
“Chance” games and other regulatory weaknesses by introducing stronger regulations in 2015.

Colombian law limits the effectiveness of law enforcement by restricting the disclosure of
financial intelligence from Colombia’s financial intelligence unit (FIU), the Unit for Information
and Financial Analysis (UIAF), to the Attorney General’s office only. New UIAF leadership has
worked to improve interagency cooperation and successfully proposed a legislative change to
designate the unit as an intelligence agency, allowing it to share information with other
intelligence agencies. Colombia took steps to foster better interagency cooperation -- including
improved case coordination among the UIAF, prosecutors, and the CNP’s specialized judicial
police units. Despite these improvements, the legal requirement that prosecutors conduct
investigations means that many cases already investigated by UIAF must be re-examined by the
Attorney General’s office. This increases case processing time and adds unnecessarily to
prosecutor caseloads. The UIAF, in addition to regulatory agencies, should develop a
mechanism for including prosecutors in their investigations from the very start to ensure greater
prosecutor participation and that the information gathered will be of use to the prosecutors during
their own investigation and prosecution of a case.

In 2013, the UIAF implemented an assessment methodology to proactively generate tangible
results in identifying criminal money laundering networks. This methodology allowed it, over a
two-year period, to detect illicit assets related to 251 Colombian investigations, with an
approximate commercial value of $4.4 billion. In 2013, Colombia seized more than $800
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million of assets associated with drug trafficking and money laundering activities, more than
double the value of seized assets in 2012.

Colombia is developing as a regional AML/CFT leader, and is a key component of a regional
FIU initiative to establish greater information sharing to combat transnational financial crimes.
The UIAF is working with FInCEN and Mexico’s FIU, while the PEF will seek to foster the
establishment of similar units in other Latin American countries, especially those where criminal
organizations have strong ties to Colombian counterparts and aid in the two-way flow of illicit
goods and money.

Colombia’s 2014 Asset Forfeiture Reform Law, Law 1708, which entered into force on July 21,
2014, streamlines the asset forfeiture process and is expected to reduce forfeiture case processing
time. Law 1708 also authorizes Colombian prosecutors and courts, for the first time, to register
and enforce foreign (including U.S.) judgments of forfeiture against assets located in Colombia,
and provides the first legal authority for Colombia to share a portion of the assets it forfeits with
other countries that have facilitated the Colombian forfeitures. While the law gives Colombian
authorities a strong tool, lack of familiarity with the law, especially outside of Bogota, continues
to challenge the judicial sector. In 2014 the Colombian government reorganized the body in
charge of managing seized assets, which should increase the speed by which these assets can be
discharged and the funds disbursed to the appropriate government entities.

The Government of Colombia should pass legislation that broadens respective authorities among
agencies to foster collaboration in pursuing financial crimes. Agencies should have a clear
delineation of roles and responsibilities, and regulatory institutions should have expanded
analytical capacity and tools, including technology, to utilize successfully the vast amount of
available data. Colombia should ensure appropriate training is provided to all officials involved
in supervising, investigating, and prosecuting money laundering and terrorism financing.

Comoros

The Union of the Comoros (Comoros) consists of three islands: Ngazidja (Grande Comore),
Anjouan, and Moheli, and claims a fourth (Mayotte), which France governs. Although Comoros
lacks homegrown narcotics, the islands are reportedly used for transshipment, mainly from
Madagascar and continental Africa. Comoros is not a financial center for the region. The
Comoran financial system is underdeveloped, and thus the risk of money laundering activities is
relatively low. Neither Union nor island government authorities have the means to estimate the
volume of illegal proceeds generated by predicate offenses committed in the country.
Nevertheless, due to the low level of development in Comoros, such proceeds appear to be
limited and primarily involve migrant smuggling and corruption.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
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THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES  Domestic: YES
KYC covered entities: Banks, mutual savings and loans, microfinance institutions, money
remitters, real estate agents, lawyers, notaries, accountants, casinos, and dealers in precious
metals and stones

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, mutual savings and loans, microfinance institutions, money
remitters, insurance companies, real estate agents, lawyers, notaries, accountants, company
and trust service providers, and casinos

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 0in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Comoros is a member of the Eastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.esaamlg.org/userfiles/Comoros_Mutual _Evaluation_Detail_Report.pdf

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Comoros remains a significantly underdeveloped country with little financial intermediation or
sophistication. Comoros has introduced a number of measures to establish an AML/CFT regime.

Comoran efforts to enforce its AML/CFT laws and regulations are hampered by insufficient
resources and training, lack of capacity in government ministries, corruption, and a weak
judiciary. Comoran government security forces have limited resources and lack AML/CFT
training. There have been no investigations or convictions for money laundering or terrorism
financing. While the law on economic citizenship technically permits the granting of citizenship
to those who have been convicted of money laundering and/or drug trafficking, among other
crimes, Comoran authorities state they have implemented strict control measures intended to
prevent such abuses.
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The Government of the Union of the Comoros should work with its regional partners and
enhance its AML/CFT regime, with an emphasis on regulatory oversight and enforcement.

Congo, Democratic Republic of the

The Democratic Republic of the Congo (DRC) is not considered an important regional financial
center. Nevertheless, its porous borders, weak law enforcement, inadequate judicial system,
dollarized economy, and dominant informal sector put the country and its financial system at risk
of abuse by criminals seeking to launder money or finance terrorism. The DRC covers 2.4
million square kilometers and has 7,000 kilometers of often porous borders with nine countries.
State authority and administration are weak because of the country’s vast territory and
dilapidated infrastructure, among other challenges. Most economic activity in the DRC takes
place in the informal sector, estimated to be up to ten times the size of the formal sector, with
many transactions, even those of legitimate businesses, carried out in cash (often in U.S. dollars).
Its parallel foreign exchange market is large and tolerated by the government.

Inefficient and burdensome customs and tax policies and chronically low public sector salaries
encourage a climate of bribery and clandestine transactions, especially in import/export activities
and mineral exploitation and sales. Gold, diamonds, and other minerals have long been
extensively mined in and sometimes smuggled out of the DRC. Casinos and smuggling of gold,
diamonds, and weapons are sources of illicit revenues. Customs and tax fraud, tax evasion,
misappropriation of public funds, endemic corruption throughout all sectors of society, sale of
prohibited products and services, and a history of state expropriations undercut development of a
healthy commercial climate. The DRC does not have any free ports or areas designated as free
trade zones.

Certain Congolese and foreign individuals and armed groups contributing to the conflict in the
DRC are subject to UN, U.S., and EU sanctions, including an arms embargo that applies to all
non-governmental entities and individuals operating in the DRC. There are travel bans and asset
freeze orders against certain members of militia and rebel groups.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes

Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
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KYC covered entities: Congolese Central Bank, banks, credit institutions, money transfer
institutions, financial companies, microfinance institutions, money exchangers, insurance
companies, leasing companies, financial intermediaries, postal checking systems, transferable
securities and stock exchange market operations, gaming companies, notaries, independent
legal advisors, real estate agencies, funds conveyors, travel agencies, auditors, accountants,
tax consultants, and sellers of works of art, antiques, and precious stones

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 102 in 2014
Number of CTRs received and time frame: Not available
STR covered entities: Congolese Central Bank, banks, credit institutions, money transfer
institutions, financial companies, microfinance institutions, money exchangers, insurance
companies, leasing companies, financial intermediaries, postal checking systems, transferable
securities and stock exchange market operations, gaming companies, notaries, independent
legal advisors, real estate agencies, funds conveyors, travel agencies, auditors, accountants,
tax consultants, and sellers of works of art, antiques, and precious stones

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 0in 2014
Convictions: 01in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

The DRC is not a member of a FATF-style regional body (FSRB).
ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

DRC’s 2014 readmission to the Extractive Industries Transparency Initiative (EITI), and
assistance from the international community in setting up extractives tracing schemes have gone
some way toward regulating the metal and diamond sectors. Its 2014 decision to join the
Organization for Harmonization of Business Laws in Africa (OHADA) may give investors new
protections and recourses in cases where the local judicial sector cannot guarantee rule of law.

The National Financial Intelligence Unit (CENAREF), the DRC’s financial intelligence unit, is
responsible for analyzing, investigating, and disseminating information regarding suspected
cases of money laundering or terrorism financing. CENAREF also conducts periodic studies and
advises the Government of the DRC on how to advance its AML/CFT regime. As of the end of
2014, CENAREF was investigating 212 cases. It reports that cases have not been brought to the
prosecution/conviction stage in 2014 because the CENAREF leadership changed in mid-2014,
resulting in the need to review evidence anew. There is a strong perception that CENAREF is
not empowered to investigate businesses and transactions if such investigations might adversely
impact the economic interests of high-level Congolese officials and ruling elites. The
organization collaborates very closely with Belgian and French counterpart financial

116



Money Laundering and Financial Crimes

investigation units. CENAREF has also long expressed interest in increasing bilateral
cooperation with the United States.

Limited resources hamper the DRC’s ability to enforce AML laws and regulations, and local
institutions and personnel lack training and capacity. A weak judicial system also impedes
enforcement of AML regulations.

The DRC should become party to the UN Convention against Corruption and the UN
Convention against Transnational Organized Crime. The DRC also should consider becoming a
member of a FSRB.

Congo, Republic of the

The Republic of the Congo (Congo-Brazzaville) is not a major regional financial center, nor is it
a major narcotics destination or source. The port city of Pointe-Noire is frequently utilized as a
transshipment point for narcotics moving north to Europe or into Angola and the Democratic
Republic of the Congo. Congo-Brazzaville, as part of the Euro-CFA Zone Agreements, deposits
reserves with the Bank of Central African States (BEAC), a regional central bank that serves six
Central African countries. BEAC conducts the Economic Intervention Service, which
harmonizes the regulation of currency exchanges in the member states of the Central African
Economic and Monetary Community (CEMAC). The BEAC also supervises the country’s
banking system, though evidence suggests the BEAC’s supervision is insufficient. Most
financial crimes involve domestic corruption and embezzlement. The economy is cash
dependent, relying very little on electronic transfers and checks. When they travel, business
executives and government officials alike carry large amounts of cash, which are frequently used
to settle transactions. Money laundering through investments in domestic real estate is a
growing problem, given increased scrutiny of funds sent overseas.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, money exchangers, accountants, notaries, thrifts, and money
remitters
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REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Banks, money exchangers, accountants, notaries, money remitters,
jewelry shops, car dealers, casinos, and law firms

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

The Republic of the Congo is a member of the Task Force against Money Laundering in Central
Africa (GABAC), an entity in the process of becoming a FATF-style regional body. Congo-
Brazzaville has not yet had a mutual evaluation.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Despite widespread efforts at improvement in recent years, transparency and corruption remain
significant problems in the Republic of the Congo. Inadequate law enforcement efforts as well
as a capacity-challenged judicial system mean that few financial crimes are identified, and even
fewer are successfully prosecuted. Review, record-keeping, and transparency are weak and have
not kept up with the rapidly expanding public and private financial activities in the country. The
government has many of the legal and institutional frameworks in place that are necessary to
combat financial crime, and high level government officials are publicly committed to greater
fiscal transparency. However, the relevant laws and regulations often are not implemented, and
the institutions involved are staffed with poorly-trained or corrupt officials. Embezzlement and
other illicit financial activities likely will become more complex and clandestine, particularly as
certain actors perceive a need to grab all they can in the short term, given the uncertainty in the
political landscape as the 2016 presidential election approaches, the fall in oil prices, and a
projected decline in oil production over the next 15 to 20 years.

While Congo-Brazzaville had been lagging behind international standards’ requirements in
recent years, the government recently revitalized its moribund National Agency for Financial
Investigation, appointing a new director in late 2013 and completely re-staffing the agency. The
agency started to more fully engage with regional partners in 2014.

The Government of the Republic of the Congo should move to strengthen and enforce its
AML/CFT regime on all fronts; it should make concerted efforts to crack down on corruption in

both the public and private sectors; and should become a party to the UN Convention against
Transnational Organized Crime.

Cook Islands
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The Cook Islands is not a regional financial center and has no free trade zones. The Cook
Islands’ substantial offshore financial sector is an important part of the country’s economy, but
also represents its most significant vulnerability to money laundering and terrorist financing
activities.

The large offshore financial sector allows the operation of international companies and trusts,
including offshore banks and insurance companies. All offshore business conducted from the
Cook Islands must be channeled through registered trustee companies. There are six registered
trustee companies and four international banks. One of the domestic banks also has an
international license. The industry provides a wide range of trustee and corporate services to
offshore investors with a tax rate for all offshore entities of zero, guaranteeing tax neutrality.
The Cook Islands is a global pioneer in offshore asset-protection trusts, with laws devised to
protect foreigners’ assets from legal claims in their home countries. According to the Cooks’
Financial Supervisory Commission (FSC), as of the end of 2014, there were 2,602 international
trusts, 1,079 international companies, and 394 limited liability companies.

The Government of the Cook Islands is committed to diversify the Cook Islands’ economy by
strengthening and promoting its financial services sector, but has also taken steps to reduce the
risks presented by both the offshore sector and its small domestic financial sector.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found here: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Banks (domestic and offshore), offshore insurers and trustee
companies

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Banks (domestic and offshore), offshore insurers and trustee
companies

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
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Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

The Cook Islands is a member of the Asia/Pacific Group on Money Laundering (APG), a FATF-
style regional body. Its most recent mutual evaluation can be found at: http://www.fatf-
gafi.org/countries/a-c/cookislands/documents/mutualevaluationofthecookislands.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Cook Islands has a generally well-supervised financial industry. The government performs
annual on-site examinations of all domestic and offshore financial institutions. Large cash
transactions involving locally generated funds are immediately apparent, and suspicious
transactions are reported to the Cook Islands Financial Intelligence Unit for further review.
Government officials note that remaining money laundering and terrorist financing risks stem
from the lower KY C standards and the provision of false information to Cook Islands financial
institutions by businesses and customers in other jurisdictions, particularly in Asia.

In November 2014 the Parliament of the Cook Islands passed the Trustee Companies Act, which
provides expanded monitoring and oversight powers to the FSC. Specifically, the Act brings the
regulatory regime for the trustee companies sector in line with that already in existence for banks
and other financial institutions. Among other measures, the Act ensures supervision of trustee
companies and compliance with AML/CFT requirements; authorizes inspections of financial
institutions; allows the FSC to request the production of relevant information; imposes sanctions
and/or disciplinary actions for failure to comply with AML/CFT requirements; gives the FSC the
authority to take over a trustee company via the courts if a company is found to break the law or
becomes financially distressed; and provides powers for the FSC to investigate unlicensed trustee
companies.

Costa Rica

Transnational criminal organizations increasingly favor Costa Rica as a base to commit financial
crimes, including money laundering. This trend raises serious concerns about the Costa Rican
government’s ability to prevent these organizations from infiltrating the country.

Proceeds from international cocaine trafficking represent a significant source of assets laundered
in Costa Rica. Sizeable Costa Rica-based online gaming operations also launder millions of
dollars in illicit proceeds through the country and offshore centers annually. Criminals launder
other proceeds through Costa Rica from activities that include financial fraud, human trafficking,
corruption, and contraband smuggling.

Criminal organizations use financial institutions, licensed and unlicensed money transfer

businesses, bulk cash smuggling, and the free trade zones to launder the proceeds of their illicit
activities. Money services businesses are at significant risk for money laundering and a potential
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mechanism for terrorist financing. Trade-based money laundering, while used, is not detected
with the same frequency as the above typologies. While there is no recent investigation related
to terrorism financing, recent investigations in Costa Rica detected narcotics and arms trafficking
linked to the Revolutionary Armed Forces of Colombia (FARC).

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: YES

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: NO civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES  Domestic: YES
KYC covered entities: Banks, savings and loan cooperatives, pension funds, insurance
companies and intermediaries, money exchangers, and money remitters; securities
broker/dealers, credit issuers, sellers or redeemers of traveler’s checks and postal money
orders; trust administrators and financial intermediaries; asset managers, real estate
developers and agents; manufacturers, sellers, and distributors of weapons; art, jewelry, and
precious metals dealers; sellers of new and used vehicles; casinos, virtual casinos, and
electronic or other gaming entities; lawyers and accountants

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Banks, savings and loan cooperatives, pension funds, insurance
companies and intermediaries, money exchangers, and money remitters; securities
broker/dealers, credit issuers, sellers or redeemers of traveler’s checks and postal money
orders; trust administrators and financial intermediaries; asset managers, real estate
developers and agents; manufacturers, sellers, and distributors of weapons; art, jewelry, and
precious metals dealers; sellers of new and used vehicles; casinos, virtual casinos, and
electronic or other gaming entities; lawyers and accountants

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 4: July 2013 — December 2014
Convictions:  4: July 2013 — December 2014

RECORDS EXCHANGE MECHANISM:

With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES
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Costa Rica is a member of the Financial Action Task Force of Latin America (GAFILAT), a
FATF-style regional body. Once published, its most recent mutual evaluation will be found at:
http://www.gafilat.org/content/evaluaciones/#3

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

While Costa Rica made substantial progress in enhancing its AML legal and regulatory
frameworks, a 2013 case demonstrated that financial sector regulators failed to prevent a major
money laundering scheme from openly operating in Costa Rica despite various red flags. In
addition to these regulatory deficiencies, various other obstacles hinder Costa Rica’s ability to
effectively investigate and prosecute money laundering crimes. The underutilization of
investigative tools—such as cooperating witnesses, confidential informants, electronic
surveillance, and undercover operations—reduces the efficacy of investigators. The laws that
govern corporations do not adequately provide for transparency, resulting in the extensive use of
corporate structures to facilitate money laundering. In addition, criminal liability does not
extend to corporate entities.

In 2013, the Public Ministry established a separate Money Laundering and Asset Forfeiture
Bureau. Most money laundering investigations were previously handled by the Economic
Crimes Bureau. Moreover, Costa Rica enacted a law to facilitate greater fiscal transparency
through the international exchange of tax information.

Costa Rica has a minimal legal framework for non-conviction-based asset forfeiture, with no
stand-alone legislation. The government has pursued only one successful case under this
minimal legal framework, which has been in effect since July 2009. In November 2013, the
President submitted to the National Assembly a proposal to improve non-conviction-based asset
forfeiture. The draft bill 18964 seeks to create the first stand-alone law governing non-
conviction-based asset forfeiture. The legislation would be a significant improvement to the
current law and would enhance Costa Rica’s ability to dismantle criminal organizations. The
National Assembly has yet to act on the proposal while other government agencies continue to
undertake revisions to the proposal.

Costa Rica has a tax information exchange agreement with the United States. Additionally,
Costa Rica cooperates well with appropriate U.S. law enforcement agencies investigating
financial crimes related to narcotics and other crimes. In May 2013, Costa Rican authorities
assisted U.S investigators in taking down an online money transfer business based in Costa Rica
alleged to have laundered approximately $6 billion.

Cote d’lvoire

Over the last few years, the political situation in the Cote d’Ivoire has stabilized. Ivoirians
continue to be involved in regional criminal activities, such as the smuggling of consumer goods
and agricultural products, and in the subsequent laundering of the proceeds. Smuggling over
Cote d’Ivoire’s porous borders, motivated in part by a desire to avoid duties or taxes or to sell
goods at a higher profit, generates illicit funds that are primarily laundered via informal value
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transfer systems, such as money service businesses or exchange houses, and via mobile
telephone payments or transfers (M-Payments).

There are growing concerns about the increase in cyber theft through online commercial
transactions. In addition, Ivoirian authorities believe criminal enterprises use the formal banking
system, as well as the used car and real estate industries, to launder funds. Hezbollah is present
in Cote d’Ivoire and conducts fundraising activities, mostly among the large Lebanese expatriate
community in the country. The use of Ivoirian territory as a transshipment point for drugs from
South America to Europe, as recent arrests at Abidjan airport have shown, concerns law
enforcement officials.

Cote d’Ivoire still remains under some sanctions imposed by the UN Security Council stemming
from the civil war and political/military crisis period. On April 29, 2014, the United Nations
Security Council lifted the ban on importing rough diamonds from Céte d’Ivoire and partially
lifted the arms embargo, differentiating between lethal and non-lethal arms. Additionally,
several officials of the former regime are subject to targeted financial sanctions by the United
States, the United Kingdom, and the European Union. The government is working toward the
goal of having the international sanctions lifted for some of these officials. The country was
found Kimberley Process compliant in November 2013, but the government has not yet
harmonized its laws to allow legal exportation of diamonds under the Kimberley Process.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, post offices, deposit and consignment offices, microfinance
institutions, chartered manual exchangers, insurance and reinsurance companies and brokers,
regional stock exchanges, the Central Depository of Holder Instruments/Bank of
International Settlements, management and brokerage firms, asset management companies,
undertakings for collective investment in transferable securities, and fixed capital investment
companies

REPORTING REQUIREMENTS:

Number of STRs received and time frame: 105 in 2014
Number of CTRs received and time frame: Not available
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STR covered entities: Banks, exchange houses, stock brokerage firms, post offices, deposit
and consignment offices, microfinance institutions, insurance and reinsurance companies and
brokers, regional stock exchanges, the Central Depository of Holder Instruments/Bank of
International Settlements, management and brokerage firms, asset management companies,
undertakings for collective investment in transferable securities, fixed capital investment
companies, the public treasury, the Central Bank of West African States, business
contributors to financial institutions, auditors, dealers in high-value items, cash couriers,
casinos, the national lottery, non-governmental organizations, travel agencies, attorneys, and
real estate agents

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 6 in 2014
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Cote d’Ivoire is a member of the Inter Governmental Action Group against Money Laundering in
West Africa (GIABA), a FATF-style regional body. Its most recent mutual evaluation can be
found at: http://web.giaba.org/reports/mutual-evaluation/Cote%20d'lvoire.html

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The current Government of Cote d’Ivoire has demonstrated its commitment to continue building
and implementing an AML/CFT regime. Efforts to fight money laundering and terrorism
financing include implementation of national legal provisions; AML/CFT-related capacity
building of covered entities, judges, and lawyers; and the reinforcement of regional and
international AML/CFT cooperation. In 2014, the government endorsed several laws and
regulations on AML/CFT. These include a law regulating external financial relations in West
African Economic and Monetary Union (WAEMU) member states; a decree on the
responsibility, organization, and functioning of the High Authority for Good Governance; a
decree on the terms of private asset declaration; a decree on the responsibility, organization, and
functioning of the entity in charge of recovering and managing illicit assets; and a decree on the
creation of the AML/CFT coordination committee of national policy and the proliferation of
weapons of mass destruction.

The Government of Cote d’Ivoire has established an inter-ministerial committee to ensure
AML/CFT cooperation and coordination at the national level, and has adopted the WAEMU
uniform community law criminalizing money laundering. The implementation of the WAEMU
community laws remains incomplete, however. The Appendix to Cote d’Ivoire’s AML law
relating to specific obligations of financial institutions regarding customers’ financial operations
has yet to be formally adopted. Insider trading and the manipulation of financial markets are not
covered as predicate offenses to money laundering under Cote d’Ivoire’s AML law; however, the
regional council of public savings and financial markets of the WAEMU initiated a draft law on
the repression of stock exchange-related infractions. The country does not yet have the legal or
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institutional structures necessary to implement its obligations under UNSCRs 1267 and 1373.
However, when the Ministry of Foreign Affairs receives the UN lists related to resolutions 1267
and 1373, the Finance Ministry orders financial institutions to freeze the assets of listed persons
and entities.

Cote d’Ivoire’s banking sector caters largely to commercial enterprises rather than small account
holders. Many Ivoirians use informal cash couriers, money and value transfer services,
hawaladars, and, increasingly, goods transportation companies to transfer funds domestically and
within the region. There is no regulation of domestic informal value transfer systems.

The economic police are responsible for investigating financial and white collar crimes but have
limited capacity as a result of inadequate resources and training. The government has
reestablished civilian authority throughout the country, but judicial and security capabilities
remain weak and allegations of corruption persist. Prosecutions increased in 2014.

No cases of terrorism financing were reported for the past year. On June 18, 2013, a draft bill on
the repression of terrorist activities was submitted to the National Security Council chaired by
the president for review and submission to the government, but as of late 2014, it had not yet
been approved. A new customs code under development by the Ministry of Finance is projected
to include provisions related to money laundering and terrorism financing.

The Government of Cote d’Ivoire should continue to strengthen its rule of law institutions,
including its AML/CFT legal framework, and its law enforcement and judicial capacities.
Specifically, the government should amend the AML law to cover all predicate offenses to
money laundering included in the international standards, criminalize terrorist financing in line
with international standards, finalize the necessary decree to implement Cote d’Ivoire’s
obligations under UNSCRs 1267 and 1373, and provide additional guidance and training to
reporting entities and judges, such that financial crimes may be more easily and consistently
detected, prosecuted, and punished.

Croatia

Croatia is not an offshore financial center. Although an EU member country, Croatia has not
joined the Eurozone and its currency is the Croatian Kuna. Croatian authorities consider most
money laundering in the country to be of domestic origin, involving the proceeds of illegal
domestic narcotics sales and economic crimes, including corruption, fraud, and tax evasion.
Although Croatia is part of a transit route for drugs entering Europe, there is little evidence these
networks have utilized Croatia’s financial system. Public corruption has been linked to money
laundering, and several investigations are active.

Money laundering in Croatia occurs primarily through non-resident accounts, transfers to
offshore banks using counterfeit documents, and deposits in foreign currency accounts; it also
has been linked to the real estate market and the purchase of luxury automobiles. Authorities
have increased their efforts in the investigation of financial crimes. This trend reflects a greater
push in the enforcement of existing legislation rather than an actual rise in such crimes.
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There is not a significant black market in Croatia. Croatia does not represent a sizeable market
for smuggled goods, but is believed to be a transit route for goods destined for other countries in
the region. Management of Croatia’s ports has improved through the EU accession process, and
further upgrades are anticipated as Croatia prepares to join the Schengen region. The Export
Border Security Office continues to tighten controls and screening to prevent smuggling.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.qgov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, loan brokers, and lending companies; savings banks and credit
unions; companies that issue payment instruments, rent safe deposit boxes, or perform
payment option services; the Croatian Post Office; investment funds and asset management
companies; pension companies; financial service companies; insurance companies and
brokers; authorized exchange offices; casinos and betting parlors; pawnshops; leasing firms;
guarantors; dealers in precious metals, gems, artistic, or antique items; auctioneers; lawyers,
notaries, auditors, accountants, and tax advisors

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 593: January — October, 2014
Number of CTRs received and time frame: 43,655: January — October, 2014
STR covered entities: Banks, loan brokers, and lending companies; savings banks and credit
unions; companies that issue payment instruments, rent safe deposit boxes, or perform
payment option services; the Croatian Post Office; investment fund and asset management
companies; pension companies; financial service companies; insurance companies and
brokers; authorized exchange offices; casinos and betting parlors; pawnshops; leasing firms;
guarantors; dealers in precious metals, gems, art, or antiques; auctioneers; lawyers, notaries,
auditors, accountants, and tax advisors

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 1: January — December, 2013
Convictions: 5: January — December, 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
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With other governments/jurisdictions: YES

Croatia is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Croatia_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

In addition to the Law on Prevention of Money Laundering and Terrorist Financing, there are
nine additional relevant regulations in force. Aside from reporting cash transactions, covered
entities are required to report all transactions involving gold, precious metals, and rare stones, as
well as other types of monetary instruments and financial transactions.

The Ministry of Finance requires financial institutions to use specialized software to facilitate
compliance with reporting requirements. The Anti-Money Laundering Department, Croatia’s
financial intelligence unit (FIU), oversees all non-bank financial institutions and designated non-
financial businesses. Most suspicious transaction reports (STRs) in Croatia are filed by banks.

Croatia’s FIU is party to a number of bilateral agreements on law enforcement cooperation with
its neighbors. Croatia cooperates with neighboring countries on law enforcement issues and
helped establish a regional working group to address money laundering. Croatia has not yet
implemented the 2003 U.S.-E.U. Mutual Legal Assistance Treaty.

The Government of Croatia has mechanisms in place and tools at its disposal to effectively
combat money laundering and financial crimes. Although there is a lack of subject matter
expertise in financial crime matters among the police and judiciary, the Law on Criminal
Procedure affords both the police and judiciary access to financial experts for the purpose of
pursuing such cases. In 2014, there were several investigations, arrests, and indictments of
current and former high-ranking officials for financial crimes.

Cuba

Cuba is not considered a regional financial center. Cuban financial practices and U.S. sanctions
prevent Cuba’s banking system from being fully integrated into the international financial
system. The government-controlled banking sector, low internet and cell phone usage rates, lack
of government and legal transparency, and threat of seizures related to U.S. sanctions all render
Cuba an unattractive location for money laundering through financial institutions. The high
degree of state ownership limits private economic activity, which is highly regulated. There is a
significant black market in Cuba that operates parallel to the heavily subsidized and rationed
formal market dominated by the state.

Cuba’s geographic location puts it between drug-supplying and drug-consuming countries. Cuba
has little foreign investment, a small international business presence, and no offshore casinos or
internet gaming sites. Cuba’s first special economic zone at the port of Mariel in northwestern
Cuba was established in November 2013.
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Remittances from the United States, likely in excess of $2 billion, reach Cuba via physical
transport by relatives, friends, or even informal couriers, as well as through formal channels,
such as bank transfers and money service businesses. These funds are usually traded for Cuban
pesos at government foreign exchange houses or in the small informal exchange market.

The U.S. government issued the Cuban Assets Control Regulations in 1963, under the Trading
with the Enemy Act. The regulations impose restrictions on travel and investment in Cuba and
prohibit the commercial importation of most products of Cuban origin (unless documented as
produced by Cuban entrepreneurs, or considered to be information/informational materials) and,
with the exception of agricultural products, medicine, humanitarian assistance, direct support to
the Cuban people, and telecommunications services/equipment, largely prohibit exports from the
United States to Cuba. Additionally, a number of U.S.-based assets of the Cuban government or
Cuban nationals are frozen.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:

“All serious crimes” approach or “list” approach to predicate crimes: Not available
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES  Domestic: NO
KYC covered entities: Banks, money exchangers and remitters, financial management firms

REPORTING REQUIREMENTS:
Number of STRs received and time frame: Not available
Number of CTRs received and time frame: Not available
STR covered entities: Banks, money exchangers and remitters, financial management firms

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:

With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES
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Cuba is a member of the Financial Action Task Force of Latin America (GAFILAT), a FATF-
style regional body. It has not yet been subject to a mutual evaluation.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Cuba does not identify money laundering as a major problem. In late 2013 and early 2014, Cuba
has made efforts to accommodate international trends and requirements through new legislation
that expands the Government of Cuba’s reach and increases penalties for terrorism, terrorism
involving the use of nuclear materials, financing of terrorism, and money/asset laundering. The
Government of Cuba claims to be in full compliance with international counterterrorism
conventions and to take into account international standards. There are no known issues with or
abuse of non-profit organizations, alternative remittance systems, offshore sectors, free trade
zones, bearer shares, or other specific sectors or situations. Cuba has bilateral agreements with a
number of countries related to combating drug trafficking. It is unclear whether any of these
agreements include mechanisms to share information related to financial crimes or money
laundering.

The government continues a high profile campaign against corruption, investigating and
prosecuting Cuban officials and foreign businesspeople. Cuba released no reports of
prosecutions for money laundering in 2014; the last reported case occurred in 2011.

The deficiencies in Cuba’s AML/CFT program stem from Cuba’s opaque national banking
system, which hampers efforts to monitor the effectiveness and progress of Cuba’s AML/CFT
efforts. Since making a high-level political commitment in 2013, Cuba has taken significant
steps toward improving its AML/CFT regime, including by enacting new legislation.

In order to expand its capacity to fight illegal activities Cuba should increase the transparency of
its financial sector and continue to increase its engagement with the regional and international
AML/CFT communities. Cuba should continue with robust implementation of its new
legislation and continue to implement its AML/CFT regime. Cuba should fully implement
comprehensive customer due diligence measures and STR requirements, require enhanced due
diligence for domestic PEPs, and create appropriate laws and procedures to enhance international
cooperation and mutual legal assistance. Cuba also should increase the transparency of criminal
investigations and prosecutions, and make its trials public.

Curacao

Curacao is an autonomous country within the Kingdom of the Netherlands that defers to the
Kingdom in matters of defense, foreign affairs, final judicial review, human rights, and good
governance. A governor appointed by the King represents the Kingdom on the island, and a
Minister Plenipotentiary represents Curacao in the Kingdom Council of Ministers in the
Netherlands. Curacao is considered a regional financial center and a transshipment point for
drugs from South America bound for the United States, the Caribbean, and Europe. Money
laundering is primarily related to proceeds from illegal narcotics. Money laundering
organizations take advantage of the availability of U.S. dollars, banking secrecy, offshore
banking and incorporation systems, two free trade zones (airport and harbor), an expansive
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shipping container terminal with the largest oil transshipment center in the Caribbean, and
resort/casino complexes to place, layer, and launder drug proceeds. Money laundering occurs
through real estate purchases and international tax shelters. Laundering activity also occurs
through wire transfers and cash transport between Curacao, the Netherlands, and other Dutch
Caribbean islands. Bulk cash smuggling is a continuing problem due to Curacao’s close
proximity to South America.

Economic activity in the free zones is declining, although local merchants are confident the
situation will improve. Curacao’s active “e-zone” provides e-commerce investors a variety of
tax saving opportunities and could be vulnerable to illegal activities.

The financial sector consists of company (trust) service providers, administrators, and self-
administered investment institutions providing trust services and administrative services. These
entities have international companies, mutual funds, and investment funds as their clients.
Several international financial services companies relocated their businesses elsewhere because
Curacao is fighting its perception of being a tax haven. Curacao continues to sign tax
information exchange agreements (TIEAS) and double taxation agreements with other
jurisdictions to prevent tax fraud, financing of terrorism, and money laundering. The country
periodically implements voluntary tax compliance programs; most recently, a one-year amnesty
program took place in 2012-2013.

Curacao’s Technology Exchange, CTEX, opened in 2013. Several casinos and internet gaming
companies operate on the island, although the number of internet gaming companies is declining.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF U.S. CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Onshore and offshore banks, saving banks, money remitters, credit
card companies, credit unions, life insurance companies and brokers, trust companies and
other service providers, casinos, Customs, lawyers, notaries, accountants, tax advisors,
jewelers, car dealers, real estate agents, and administration offices

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 7,206: January 1 — November 17, 2014
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Number of CTRs received and time frame: 6,629: January 1 — November 17, 2014

STR covered entities: Domestic and international banks, saving banks, money remitters,
credit card companies, credit unions, life insurance companies, insurance brokers, company
and other service providers, casinos, Customs, lawyers, notaries, accountants, tax advisors,
jewelers, car dealers, real estate agents, and administration offices

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 1 in 2014
Convictions: 0in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Curacao is a member of the Caribbean Financial Action Task Force (CFATF), a FATF-style
regional body. Its most recent mutual evaluation can be found at: https://www.cfatf-
gafic.org/index.php?option=com_docman&task=cat_view&qid=349&Itemid=418&lang=en

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Dutch Kingdom released its 2012 Threat Monitor Organized Crime (NDB), a quadrennial
report on the nature and threat of organized crime within the Kingdom. The NDB establishes an
integrated framework for tracking organized crime in the Caribbean region, and under the
framework, government agencies are working more closely together, including through greater
information sharing.

Curacao’s Public Prosecutor’s Office continues to investigate money laundering allegations
against a member of the board of the Curacao Lottery Foundation who also is a major lottery
operator. The Government of Curacao’s cooperation with the U.S. government led to the
freezing of over $30 million of the lottery operator’s assets in the United States. The lottery
operator is reputedly a major financer of a political party in Curacao. A former prime minister is
also being investigated for alleged money laundering and associated crimes.

Curacao utilizes an “unusual transaction” reporting system. Pursuant to local legislation, the
reporting entities file unusual transaction reports (UTRs) to the financial intelligence unit (FI1U)
and not suspicious transaction reports (STRs), as is the custom in common law legal systems.
The FIU analyzes the UTR and determines if it should be classified as a STR. There were
15,754 UTRs filed in 2014, as of November 17. From January 1 - November 17, 2014, there
were 4,440 disseminated referrals to law enforcement agencies. On January 1, 2014, an acting
chief was appointed to guarantee the continuity and functioning of the FIU.

In 2014, a money laundering operation between Curacao, Aruba, and the FARC in Colombia
was intercepted by authorities. According to reports, approximately $2 million was laundered
using the illicit cigarette trade. The cigarettes, which were intercepted, were hidden in 750
containers and reportedly originated in Paraguay. The cigarettes were routed to Colombia via a
Curacaoan and Aruban brokerage.
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The mutual legal assistance treaty between the Kingdom of the Netherlands and the United
States applies to Curacao. Additionally, Curacao has a TIEA with the United States.

Curacao is part of the Kingdom of the Netherlands and cannot sign or ratify international
conventions in its own right. Rather, the Netherlands may arrange for the ratification of any
convention to be extended to Curacao. The 1988 Drug Convention was extended to Curacao in
1999. In 2010, the UN Convention against Transnational Organized Crime was extended to
Curacao, and the International Convention for the Suppression of the Financing of Terrorism was
extended to the Netherlands Antilles, and as successor, to Curacao. The UN Convention against
Corruption has not been extended to Curacao.

Curacao should continue its regulation and supervision of the offshore sector and free trade
zones, as well as its pursuit of money laundering investigations and prosecutions. The
government should work to fully develop its capacity to investigate and prosecute money
laundering and terrorism financing cases. Curacao should enact legislation to effectively tackle
money laundering vulnerabilities in the money remittance and currency exchange sector.
Curacao also should strengthen cooperation within the Kingdom, particularly among agencies
such as the Public Prosecutors Office, Customs, Immigration, Revenue Services, Coast Guard,
and the Royal Dutch Marechaussee (military police).

Cyprus

Since 1974, Cyprus has been divided between a government-controlled area, comprising the
southern two-thirds of the island and a northern third administered by Turkish Cypriots. The
Republic of Cyprus government is the only internationally recognized authority; in practice, it
does not exercise effective control over the area that the Turkish Cypriots declared independent
in 1983. The United States does not recognize the “Turkish Republic of Northern Cyprus,” nor
does any country other than Turkey.

Cyprus is a regional financial center, and until the financial crisis of 2013, had a robust financial
services industry and a significant number of nonresident businesses. A number of factors
contributed to Cyprus’ rise as a regional business hub: its preferential tax regime; double tax
treaties with 54 countries, including the United States, several European nations, and former
Soviet republics; well-developed and modern legal, accounting, and banking systems; a
sophisticated telecommunications infrastructure; and EU membership. As of October 2014,
there were about 255,521 companies registered in Cyprus, many of which belong to non-
residents, particularly Russians, who are moving their money from banks to investment in
business companies. All companies registered in Cyprus must disclose their ultimate beneficial
owners to the authorities.

Experts agree that the biggest vulnerability for money laundering in Cyprus is primarily from
international criminal networks that use Cyprus as an intermediary. Examples of specific
domestic criminal threats include advance fee fraud, counterfeit pharmaceuticals, and
transferring illicit proceeds from identity theft. There is no significant black market for
smuggled goods in Cyprus. Police and customs officials report that what little black market
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trade exists is usually related to small-scale transactions, typically involving fake clothing,
pirated CDs/DVDs, and cigarettes moved across the UN-patrolled buffer zone dividing the
island.

In March 2013, the financial crisis led the Republic of Cyprus to seek bailout assistance from the
Troika (European Commission, European Central Bank, and IMF). The Cypriot economy
contracted by 5.4 percent in 2013 and is expected to contract by another 2.8 percent in 2014
before returning to low growth in 2015. As part of the bailout package, Cyprus agreed to far-
reaching reforms, including restructuring and consolidation of its financial services sector and an
AML action plan. As of November 2014, the Cypriot economy had successfully completed four
Troika reviews.

Yet confidence in the Cypriot banking sector remains fragile as reflected by the reliance on cash-
based transactions. Experts informally estimate currency in circulation for the month of
November 2014 was $2.25 billion (€1.8 billion), compared to $1.1 billion (€ 800 million) for the
same period in 2013.

Cyprus has two free trade zones (FTZs) located in the main seaports of Limassol and Larnaca,
which are used for transit trade. These areas enjoy a special status and are considered to be
outside normal EU customs territory. Consequently, non-EU goods placed in FTZs are not
subject to any import duties, value added tax, or excise tax. FTZs are governed under the
provisions of relevant EU and domestic legislation. The Ministry of Finance Department of
Customs has jurisdiction over both areas and can impose restrictions or prohibitions on certain
activities, depending on the nature of the goods.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF U.S. CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs: Foreign: YES Domestic: YES
KYC covered entities: Banks, cooperative credit institutions, securities and insurance firms,
money transfer businesses, payment and electronic money institutions, trust and company
service providers, auditors, tax advisors, accountants, real estate agents, dealers in precious
stones and gems, and attorneys

REPORTING REQUIREMENTS:
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Number of STRs received and time frame: 710 in 2014

Number of CTRs received and time frame: Not available

STR covered entities: Banking institutions, cooperative credit institutions, and securities and
insurance firms; payment institutions, including money transfer businesses and e-money
institutions; trust and company service providers; auditors, tax advisors, accountants, and real
estate agents; dealers in precious stones and gems; attorneys; and any person who in the
course of his profession, business, or employment knows or reasonably suspects that another
person is engaged in money laundering or terrorist financing activities

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 172 in 2014
Convictions: 11 in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

Cyprus is a member of the Council of Europe Committee of Experts on the Evaluation of Anti-
Money Laundering Measures and the Financing of Terrorism (MONEYVAL), a FATF-style
regional body. Its most recent mutual evaluation report can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Cyprus_en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Republic of Cyprus continues its efforts to counter criticisms of lax banking rules by
strengthening its AML regime and resources. Despite the government-wide hiring freeze and
caps on government spending, the financial intelligence unit, MOKAS, reports it has two new
staff members. It is still too early to evaluate the effectiveness of the Troika-recommended
measures.

Cyprus has adopted and implemented new provisions addressing enhanced due diligence for
politically exposed persons (PEPs) and inclusion of tax evasion as a money laundering offense.

Throughout 2014, Cypriot authorities continued to implement the requirements of the AML
action plan that include enhanced legislation and systems for identifying, tracing, freezing,
seizing, and forfeiting narcotics-related assets and assets derived from other serious crimes. In
spite of the changes, Cyprus has no provisions allowing non-conviction-based forfeiture of
assets, except in the case of dead or absconded persons. The MOKAS, can freeze assets of
indicted entities but will not actually forfeit them until after conviction. Cyprus has engaged in
bilateral and multilateral negotiations with other governments to enhance its asset tracking and
seizure system.

Cyprus should focus on enforcement and education. Particularly in light of plans to deregulate

and establish a gaming industry, Cyprus should establish a post-financial crisis track record of
intolerance for questionable business practices.
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Area Administered by Turkish Cypriots

The Turkish Cypriot-administered area lacks the legal and institutional framework necessary to
provide effective protection against the risks of money laundering. There are 22 banks in the
area administered by Turkish Cypriots; seven are branches of international banks. The “Ministry
of Economy” drafts banking “regulations” and the “Central Bank” supervises the implementation
of the “regulations.”

The offshore banking sector remains a concern to law enforcement. It consists of eight banks
regulated by the “Central Bank” and 146 companies regulated by the “Ministry of the
Economy.” Offshore banks are not authorized to conduct business with residents in the north
and may not deal in cash. Turkish Cypriots only permit banks licensed by Organization for
Economic Co-operation and Development-member nations or Turkey to operate an offshore
branch in the north.

As of November 2014, there are 28 casinos in the Turkish Cypriot-administered area - four in
Nicosia, three in Famagusta, three in Iskele, and 18 in Kyrenia. These remain essentially
unregulated because of shortfalls in available enforcement and investigative resources.

There are press reports of smuggling of tobacco, alcohol, meat, and fresh produce across the
buffer zone. Additionally, intellectual property rights violations are a concern; a legislative
framework is lacking; pirated materials, such as sunglasses, clothing, shoes, and DVDs/CDs are
freely available for sale.

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF U.S. CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: NO Domestic: NO
KYC covered entities: Banks, cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jewelers, foreign
exchange bureaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insurance firms, cargo firms, antique dealers, auto dealers, and lawyers

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 484 in 2014
Number of CTRs received and time frame: Not available
STR covered entities: Banks, cooperative credit societies, finance companies,
leasing/factoring companies, portfolio management firms, investment firms, jewelers, foreign
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exchange bureaus, real estate agents, retailers of games of chance, lottery authority,
accountants, insurance firms, cargo firms, antique dealers, auto dealers, and lawyers

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 10 in 2014
Convictions: 01in 2014

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: NO
With other governments/jurisdictions: YES

The area administered by Turkish Cypriots is not part of any FATF-Style Regional Body (FSRB)
and thus is not subject to normal peer evaluations.

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

While significant progress has been made in recent years with the passage of “laws” better
regulating the onshore and offshore banking sectors and casinos, these “statutes” are not
sufficiently enforced to prevent money laundering. The resources dedicated to enforcing the
administered area’s “AML Law” fall short of the present need. Experts agree the ongoing
shortage of law enforcement resources and expertise leaves the casino and gaming/entertainment
sector essentially unregulated, and, therefore, especially vulnerable to money laundering abuse.
The unregulated money lenders and currency exchange houses are also areas of concern for “law
enforcement.”

With international assistance, the Turkish Cypriots drafted new AML “legislation” in 2014 that
incorporates UNSCRs 1267 and 1373 and extends to casinos and exchange houses. The
“legislation” was referred to “parliament” in June 2014 for discussion and is pending approval.

All banks are required to follow KYC and AML “laws.” Banks and other designated entities are
required to submit STRs to the “FIU.” According to the Turkish Cypriot “FIU,” only .32 percent
of STRs filed between 2008 and 2013 came from casinos. Following receipt, the “FIU”
forwards STRs to the five-member “Anti-Money Laundering Committee,” which decides
whether to refer suspicious cases to the “attorney general’s office,” and then, if necessary, to the
“police” for further investigation. The five-member committee is composed of representatives of
the “Ministry of Economy,” “Money and Exchange Bureau,” “Central Bank,” “Police,” and
“Customs.”

In 2014, compliance officers in the financial services industry organized and established a
Turkish Cypriot Compliance Officers Association with the purpose of enhancing AML
standards. The EU provides technical assistance to the Turkish Cypriots to combat money
laundering more effectively, because of the area’s money laundering and terrorist finance risks.

The Turkish Cypriot authorities should continue their efforts to strengthen the “FIU” and more

fully resource and implement a strong licensing and regulatory environment to prevent money
laundering and the financing of terrorism. This is particularly true for casinos and money
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exchange houses. Turkish Cypriot authorities should stringently enforce the cross-border
currency declaration requirements and take steps to enhance the expertise of members of the
enforcement, regulatory, and financial communities with an objective of better regulatory
guidance, more efficient STR reporting, better analysis of reports, and enhanced use of legal
tools available for prosecution.

Czech Republic

The Czech Republic has a mid-sized, export-oriented economy. The country’s central location
in Europe and openness as a market economy leave it vulnerable to money laundering. Fraud
and tax evasion, especially related to the value-added tax (VAT) and excise tax, are reportedly
the primary sources of laundered assets in the country. A common tactic for hiding the origin of
illicit proceeds is to transfer or layer funds among multiple companies, creating a system of
“carousel trading,” whereby fictitious invoices, wages, and benefit payments are created. The
ultimate goal of the carousel system is to benefit from an unauthorized VAT allowance.
Commodities frequently misused for tax evasion include diesel and fuel oils, gas, scrap metal,
rapeseed, and precious metals. Officials report that, as the government takes measures against
fraud related to one commodity, criminal entities often shift their activities to a new one.
Alcoholic beverages are typically exploited in consumption tax fraud schemes.

Online consumer fraud is another source of illicit funds. While perpetrators originally had
targeted primarily customers interested in buying electronic goods, such as computers, cell
phones, and audio-video equipment, criminals have moved increasingly into fraudulent sale of
items that fall below the $225 per item threshold for criminal prosecution, especially apparel.
Victims are less likely to report cases of fraud involving smaller transactions.

According to the Czech police, there have been increased incidences of cyberattacks on banking
networks, including isolated cases during the past year of persons gaining illegal access to online
banking systems through use of false identities. The Czech police and Ministry of Finance have
also reported several cases of fraud and/or money laundering connected to bitcoin and other
digital currencies. The government has expressed concern about criminals using the currency in
connection to tax evasion, money laundering, terrorist financing, and sanctions circumvention.

Domestic and foreign organized criminal groups target Czech financial institutions for
laundering activity, most commonly by means of financial transfers. lIllicit proceeds from
narcotics, trafficking in persons, or smuggling counterfeit goods are often associated with foreign
groups, particularly from the former Soviet republics, the Balkans, and Asia. Proceeds from
fraud and tax evasion are typically laundered by specialized groups from various EU states and
the Middle East, using the services of local lawyers and tax advisors who specialize in trading
with ready-made, shell companies and creating offshore structures, allowing for fund transfers
under the umbrella of tax optimization. According to the Czech police, development and
investment companies, real estate agencies, currency exchange offices, casinos, and other
gaming establishments have all been used to launder criminal proceeds.

While authorities have made substantial progress in combating counterfeit goods in physical
markets, the Czech Republic has not completely eliminated the black market for smuggled
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cigarettes and other tobacco products, as well as pirated products from Asia, including CDs,
DVDs, and counterfeit designer goods. The Czech Customs Administration has found that Asian
criminal groups use a portion of the illegal funds from contraband smuggling for the purchase of
real properties, which they then use for business activities. There are 10 free trade zones
operating in the Czech Republic, but Czech authorities do not consider them to be vulnerable to
money laundering.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: List approach
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: NO
KYC covered entities: Banks, currency exchanges, insurance companies, and postal license
holders; securities dealers and exchanges; gaming enterprises; attorneys, trusts, and company
service providers; realtors, notaries, accountants, tax advisors, and auditors; pawnshops and
dealers of precious metals and stones and of secondhand goods, including vehicles

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 2,680: January 1 - October 31, 2014
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, currency exchanges, insurance companies, and postal license
holders; securities dealers and exchanges; gaming enterprises; attorneys, trusts, and company
service providers; realtors, notaries, accountants, tax advisors, and auditors; pawnshops and
dealers of precious metals and stones and of secondhand goods, including vehicles

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: 59: January 1 - December 31, 2013
Convictions: 36: January 1 - December 31, 2013

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: YES Other mechanism: YES
With other governments/jurisdictions: YES

The Czech Republic is a member of the Council of Europe Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and the Financing of Terrorism
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(MONEYVAL), a FATF-style regional body. Its most recent mutual evaluation can be found at:
http://www.coe.int/t/dghl/monitoring/moneyval/Countries/Czech en.asp

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

Effective January 1, 2014, Czech companies issuing bearer shares must register their shares with
the Central Securities Depository of the Prague Stock Exchange; have the shares held in a legal
entity’s safe deposit box; or convert the shares into registered stocks. This new law closes a
significant loophole reportedly used to disguise conflicts of interest in public contracts and
money laundering schemes. In case of a failure to meet lawful ownership transparency
requirements, companies confront a threat of court liquidation. As of July 1, 2014,
approximately 11,300 joint stock companies (about 44 percent of the total) were still owned via
bearer shares. Law enforcement personnel acknowledge some companies have been searching
for other ways to obscure true ownership; joint stock companies showing non-transparent
ownership structures reportedly include numerous dormant or inactive companies presenting no
business activity and no active points of contact.

The Czech Banking Association adopted new security measures for online banking in an attempt
to deter cybercrime. The government has yet to publish any formal regulations on digital
currency. In September 2013, the Ministry of Finance published guidance that instructs banks to
regard all digital currency payments in excess of 1,000 euros (approximately $1,215) as
suspicious, and to report all transactions associated with such currencies in excess of 15,000
euros (approximately $18,230).

There is weak AML regulatory oversight of the gaming industry. The Czech gaming industry is
represented by a powerful lobby that has succeeded in blocking many proposed regulations.
Casinos file a relatively small number of STRs. Other gaming entities, including bars and
restaurants with electronic games and slot machines, are not subject to the Anti-Money
Laundering Act (AMLA) requirements, even though the concentration of such machines is
relatively high compared to other EU member states. Without robust oversight and the
applicability of the AMLA to all gaming establishments, the potential exists for money
laundering to become more significant in the gaming sector. The Ministry of Finance’s
Financial Analytical Unit (FAU), the country’s financial intelligence unit, has stated the
Government of the Czech Republic will amend the AMLA following European Commission
actions regarding gaming restrictions.

Two aspects of the Czech legal framework continue to constrain efforts to prosecute money
laundering. First, prosecutors must prove that the accused also committed a predicate offense
resulting in the laundering of assets. Second, a court can only sentence an individual to prison
for one crime, even if several crimes were committed. Convictions for predicate offenses
generally result in prison sentences at least as long as those for money laundering, so prosecutors
have little motivation to pursue money laundering convictions. Nevertheless, the Czech police
report the situation is improving as some prosecutors have expressed willingness to prosecute
both the predicate offense and the money laundering in one procedure. Police investigated 435
criminal cases of money laundering in 2013, which resulted in approximately $47 million in
frozen assets.
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In 2014, to increase effectiveness in combating tax evasion and serious financial criminality, a
specialized team consisting of about 100 experts from the Tax Authority, FAU, Counter-
Financial Criminality Unit of the Czech police, and Czech Customs was established.

Denmark

Denmark is not a major financial center and does not have a serious problem in the area of
financial crimes. Money laundering activity is generally derived from foreign criminal activity
and is primarily related to the sale of illegal narcotics, specifically cocaine, heroin, and
amphetamines. Immigrant gangs as well as outlaw motorcycle gangs have been involved in a
range of offenses, including narcotics-related offenses, smuggling of goods, and various financial
crimes. There are no indications of trade-based money laundering as it relates to drug trafficking
in Denmark, and public corruption is virtually non-existent. Denmark is geographically
vulnerable to serving as a transit country for smuggling into Sweden and Norway.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rls/crt/

DO FINANCIAL INSTITUTIONS ENGAGE IN CURRENCY TRANSACTIONS RELATED
TO INTERNATIONAL NARCOTICS TRAFFICKING THAT INCLUDE SIGNIFICANT
AMOUNTS OF US CURRENCY; CURRENCY DERIVED FROM ILLEGAL SALES IN
THE U.S.; OR ILLEGAL DRUG SALES THAT OTHERWISE SIGNIFICANTLY AFFECT
THE U.S.: NO

CRIMINALIZATION OF MONEY LAUNDERING:
“All serious crimes” approach or “list” approach to predicate crimes: All serious crimes
Are legal persons covered: criminally: YES civilly: YES

KNOW-YOUR-CUSTOMER (KYC) RULES:
Enhanced due diligence procedures for PEPs:  Foreign: YES Domestic: YES
KYC covered entities: Banks, electronic money institutions, and currency exchanges;
insurance brokers and intermediaries; pension and mutual funds; securities brokers and
dealers; portfolio, asset, and capital managers; financial leasing and factoring entities; issuers
and processors of credit cards, traveler’s checks, and money orders; accountants and auditors;
real estate agents; trust and company service providers; attorneys; real estate agents; and
casinos

REPORTING REQUIREMENTS:
Number of STRs received and time frame: 5,166 in 2013
Number of CTRs received and time frame: Not applicable
STR covered entities: Banks, electronic money institutions, and currency exchanges;
insurance brokers and intermediaries; pension and mutual funds; securities brokers and
dealers; portfolio, asset, and capital managers; financial leasing and factoring entities; issuers
and processors of credit cards, traveler’s checks, and money orders; accountants and auditors;
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real estate agents; trust and company service providers; attorneys; real estate agents; and
casinos

MONEY LAUNDERING CRIMINAL PROSECUTIONS/CONVICTIONS:
Prosecutions: Not available
Convictions: Not available

RECORDS EXCHANGE MECHANISM:
With U.S.: MLAT: NO Other mechanism: YES
With other governments/jurisdictions: YES

Denmark is a member of the FATF. Its most recent mutual evaluation can be found at:
http://www.fatf-gafi.org/ COUNTRIES/D-I/DENMARK/

ENFORCEMENT AND IMPLEMENTATION ISSUES AND COMMENTS:

The Government of Denmark has a comprehensive AML/CFT regime and has been cooperative
with the United States in drug money laundering investigations.

Businesses which do not have a reporting obligation under the AML legislation, for example, car
dealerships, are prohibited from receiving cash amounts of 50,000 DKK (approximately $8,160)
or more. The Danish Customs Act mandates cross-border currency declarations for amounts
over 10,000 EUR (approximately $11,600).

The Somali immigrant community sends large sums out of Denmark every year. Itis believed a
substantial amount is routed to designated terrorist organizations. Much of the funding is routed
via Dubai. Authorities should closely monitor both official and informal alternative remittance
systems.

Denmark should continue to enhance its laws and regulations as necessary to adhere to
international standards, including by extending its AML/CFT requirements to cover gaming
establishments and internet gaming providers.

Djibouti

Djibouti is one of the most stable countries in the Horn of Africa. Djibouti’s GDP continues to
grow by over six percent a year due to a surge in foreign investment in the port, construction, and
tourism sectors — primarily from the countries of the Gulf Cooperation Council and China.
Djibouti aspires to be a regional financial hub, touting its U.S. dollar-pegged currency and lack
of foreign exchange controls as key characteristics of the monetary system.

Djibouti hosts no offshore banks, although its banking laws explicitly permit offshore
institutions. The number of locally operating banks has increased from two to 11 in the past
eight years. A twelfth bank plans to begin operations in the near future. Hawala and other
money/value-transfer services are prevalent in the region, and informal markets for goods are
sometimes used for counter valuation.
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Smuggled goods consist primarily of highly-taxed cigarettes and alcohol. In addition, recent
decreases to the khat import quota have resulted in increases in khat smuggling. Djibouti’s
cultural and historical trading ties with neighboring Somalia present a risk factor. Many
Djibouti-based financial institutions have operations in Somalia, a jurisdiction which has no
AMLI/CFT legislation or other controls. There are also allegations of Djibouti-based financial
facilitation on behalf of the Somali terrorist group al-Shabaab.

There are currently two free zones administered by the Djibouti Ports and Free Zone Authority
(DPFZA). The chief executive officer of DPFZA reports directly to the Office of the President.
One free zone is located at the “old” port. The other, Djibouti Free Zone (DFZ), is located on 40
hectares and offers office space, warehouses, light industrial units, and hangars. Jebel Ali Free
Zone, based in Dubai, manages the commercial and operational aspects of the DFZ. The purpose
of both free zones is to promote foreign investment in Djibouti with the goal of making Djibouti
the gateway to regional and East African markets. They are essentially a “one-stop shop” for
companies looking to do business in the Djiboutian market. There are plans to build two
additional free zones in the coming years.

For additional information focusing on terrorist financing, please refer to the Department of
State’s Country Reports on Terrorism, which can be found at: http://www.state.gov/j/ct/rIs/crt/

DO FINANCIAL INSTITUT